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Advanced MPLS

How to Read this Book

The book is structured as several standalone sections that discuss test methodologies by type.
Every section starts by introducing the reader to relevant information from a technology and
testing perspective.

Each test case has the following organization structure:

Overview Provides background information specific to the test
case.

Objective Describes the goal of the test.

Setup An illustration of the test configuration highlighting the

test ports, simulated elements and other details.

Step-by-Step Instructions Detailed configuration procedures using Ixia test
equipment and applications.

Test Variables A summary of the key test parameters that affect the
test’s performance and scale. These can be modified to
construct other tests.

Results Analysis Provides the background useful for test result analysis,
explaining the metrics and providing examples of
expected results.

Troubleshooting and Provides guidance on how to troubleshoot common
Diagnostics issues.
Conclusions Summarizes the result of the test.

Typographic Conventions
In this document, the following conventions are used to indicate items that are selected or typed
by you:

o Bold items are those that you select or click on. It is also used to indicate text found on
the current GUI screen.

¢ ltalicized items are those that you type.
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Dear Reader

Ixia’s Black Books include a number of IP and wireless test methodologies that will help you become
familiar with new technologies and the key testing issues associated with them.

The Black Books can be considered primers on technology and testing. They include test methodologies
that can be used to verify device and system functionality and performance. The methodologies are
universally applicable to any test equipment. Step-by-step instructions using Ixia’s test platform and
applications are used to demonstrate the test methodology.

This tenth edition of the black books includes twenty two volumes covering some key technologies and
test methodologies:

Volume 1 — Higher Speed Ethernet Volume 12 — IPv6 Transition Technologies
Volume 2 — QoS Validation Volume 13 — Video over IP

Volume 3 — Advanced MPLS Volume 14 — Network Security

Volume 4 — LTE Evolved Packet Core Volume 15 — MPLS-TP

Volume 5 — Application Delivery Volume 16 — Ultra Low Latency (ULL) Testing
Volume 6 — Voice over IP Volume 17 — Impairments

Volume 7 — Converged Data Center Volume 18 — LTE Access

Volume 8 — Test Automation Volume 19 — 802.11ac Wi-Fi Benchmarking
Volume 9 — Converged Network Adapters Volume 20 — SDN/OpenFlow

Volume 10 — Carrier Ethernet Volume 21 — Network Convergence Testing
Volume 11 — Ethernet Synchronization Volume 22 — Testing Contact Centers

A soft copy of each of the chapters of the books and the associated test configurations are available on
Ixia’s Black Book website at http://www.ixiacom.com/blackbook. Registration is required to access this
section of the Web site.

At Ixia, we know that the networking industry is constantly moving; we aim to be your technology partner
through these ebbs and flows. We hope this Black Book series provides valuable insight into the evolution
of our industry as it applies to test and measurement. Keep testing hard.

ﬁvv

Errol Ginsberg, Acting CEO
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Advanced MPLS

Test Methodologies

This advanced MPLS testing booklet provides several examples with detailed steps showing
how to utilize Ixia IXNetwork emulation software and applications to achieve functional and
performance test objectives for key MPLS protocols.
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Introduction to MPLS and MPLS-based Applications

The multiprotocol label switching (MPLS) technology was initially designed for core networks
with the intention of switching instead of routing packets across the core. With the help of
signaling protocols such as LDP or RSVP-TE, packets entering the network at the provider edge
(PE) are classified in order to assign proper labels. Once labels are assigned, packets that
have similar properties, such as a particular prefix length or TOS value, are directed towards the
same Label Switch Path (LSP). It had never been possible with traditional routing protocols -
fact, every packet was examined and routed hop-by-hop in a completely connectionless
datagram-delivery fashion.

Essentially, MPLS allows packets of certain characteristics to follow a pre-determined path, with
negotiated QoS guarantees. This strategy makes it possible to provide QoS or SLA guarantees
on a traditionally best-efforts based IP network in a way that was previously only achievable
through connection-oriented technologies such as Frame Relay and ATM. With MPLS, it's
possible to deploy Ethernet everywhere, including in access, metro and core networks. In fact,
MPLS has become the de-facto technology for a converged network that is capable of delivering
triple-play services.

MPLS Nefwork ~

/TOM/FR/ATM/ P~ ~ P o TOM/R/ATMY |
[ Ethernel/IP/ R iR S €S Zod Ethemet/IP/ )
\ PPPoX/FTTx ) M

/ TOM/FR/ATM/ P
" Ethernet/iP/ [ua
_ PPPoX/FTTx

-~ 7 TDM/FR/ATM/
u “ “ Ethernet/IP/
PPPoX/ FTTx

’/_ -

CE Customer Edge router
PE Provider Edge router
P Provider roufer

Figure 1. MPLS plays key roles in a converged triple-play network

The primary applications for MPLS include VPN and traffic engineering. There are various VPN
flavors. They are generally referred to as L2VPN and L3VPN. L2VPNs were created to provide
point-to-point (P2P) connection across an MPLS core in much the same way as an IP
connection was established across an ATM core network, as defined in RFC1483. This P2P
connection simulates a pseudo-wire that connect two isolated VPN sites (hence the term,
pseudo-wire emulation). Connections are built from a layer 2 standpoints, and thus may support
multiple dissimilar technologies, including PPP, HDLC, FR and ATM, in addition to the standard
Ethernet and VLAN.
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Figure 2. Emulated L2 pseudo-wire connection over an MPLS Network

One of the variants of L2VPN is known as virtual private LAN service (VPLS). This type of VPN
binds multiple L2VPN pseudo-wires (Ethernet and VLAN only) to form a virtual Ethernet switch.
Ethernet connectivity had traditionally been limited to the LAN area, but VPN application
technology has made it possible to expand the concept and bridge the Ethernet across the
metro and core network. To improve the scalability of the VPLS, a hierarchical VPLS (HVPLS)
was proposed and has gained tremendous success over the past few years.

L3VPN is based on RFC 2547hbis. L3VPN works quite differently from L2VPN and is one of the
first MPLS applications that has enjoyed successful deployment in large scale service provider
networks. Since these VPNS are layer 3-based, packets are routed through the MPLS core with
the help of MPLS LSPs. Customer VPN sites form routing peers with the service provider PE
routers and expose routing information to the service provider. Before packets are delivered
over the MPLS tunnel (or LSP), L3VPN information is pre-pended along with an additional label
that uniquely identifies the VPN sites. The provider PE router generates and stores a separate
routing table for each VPN (known as a virtual routing forwarding instance -VRF). Typical
L3VPN applications include a wholesale service provider who supplies connections for two or
more retail service providers, or a large enterprise customer needing connectivity among sites in
geographically separated locations.

PN 915-2602-01 Rev | June 2014 2



Introduction to MPLS and MPLS-based Applications
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Figure 3. Emulated L3 virtual routing and forwarding (VRF) instances across an MPLS network

Another key MPLS application is the multicast VPN (mVPN). This overlay model delivers
multicast traffic over exactly the same MPLS infrastructure built for unicast traffic (i.e., L3VPN).
To keep the infrastructure intact, multicast traffic is delivered over GRE tunnels between PE
routers. To maintain a multicast distribution tree (MDT), PIM-SM/SSM is deployed in the core to
maintain both the default MDT for all interested receivers and the data MDT for only selected
receivers.

___am Provider’s Point of View
@ ‘;. « Each Multicast Domain consists of a
. Blue ) Default-MDT.
o — \w.\ - « Each Default-MDT uses a separate
| ;j' T | Multicast Group inside of Provider's

-y %\ 4 Provider : )

.'/’ )
i 8
G
i |
N*,ZSB.I.LH T
: (*,239.1.1.2)
b

Figure 4. Multicast VPN - delivery of multicast traffic over MPLS infrastructure

The traffic engineering portion of MPLS technology was crucial in making it possible for Ethernet
to extend beyond the LAN. A dedicated LSP with a particular QoS (requirement e.g. bandwidth)
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can be negotiated and signaled through the MPLS core using the RSVP-TE protocol. RSVP-TE
P2P has existed for a few years and one of its most popular applications is fast reroute (FRR),
which supports both link and node protection — allowing traffic restoration in sub 50ms in the
case of a system failure. Quite recently, point to multi-point (P2MP) has become a hot MPLS
application, offering better infrastructure utilization in delivering multicast or broadcast traffic.

P2MP Tunnel: Between R1 and R2 Path/Resv may
Root: R1 LSR1 (root) either (a) carry both sub-LSP-1 and
Leaves: {R4, R5, R6} u sub-LSP-2, or (b) have a distinct Path/
ID: 224.10.10.1 Resv for sub-LSP-1 and for sub-LSP-2

P2MP LSP:

P2MP Tunnel {Root R1, ID 224.10.10.1}
LSP-ID: 23 LSR4 (leaf)

S2L sub-LSP-1: Leaf R6, ERO {R2, R6} Resv

S2L sub-LSP-2: Leaf R5, ERO {R2, R5} e CLLLUISIEELELED

—p
S2L sub-LSP-3: Leaf R4, ERO {R3, R4} u u
R3 Path

LSR8
LSR6 (leaf) LSR5 (leaf) LSR7Y

Figure 5. RSVP-TE based P2MP Tree for Better Utilization of Infrastructure Bandwidth

MPLS and MPLS based applications are complex, which is why, comprehensive Operation,
Administration, and Management (OAM) tools are developed to help maintain and troubleshoot
MPLS networks. MPLS OAM is a set of debugging and diagnostic tool that includes LSP
Ping/Traceroute, LSP BFD, PW VCCV Ping and VCCV BFD. The combination of BFD and
Ping/Traceroute is perfect to maintain a large-scale MPLS network.

With advanced development in MPLS technologies, and more and more MPLS VPN
applications being deployed, it is usual for MPLS VPN to venture cross Autonomous Systems or
administrative regions to offer end-to-end MPLS services. MPLS VPN Option A, B, and C
defined various ways of inter-connect VPNS across AS or regions. Seamless MPLS is another
way to say that end-to-end MPLS services encompass edge nodes, aggregation devices, and
core transport. Finally, to make MPLS more scalable when the number of P and PE routers
becomes huge, a tiered approach, namely, Hierarchical L3VPN, is required not only to scale,
but also to provide service resilience against failure of key devices.

Advanced MPLS Test Methodologies

Test methodologies that should be applied to a given device under test (DUT) generally include
tests for conformance, functionality, interoperability, performance and scalability. Conformance
testing validates basic functionality in both positive and negative cases. It is an important tool
that verifies whether a DUT complies with protocol standards. Functional and interoperability
tests are more focused on specific DUT features in more realistic conditions. While
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conformance testing provides assurance of protocol conformity to standards or RFCs, the test
topology is limited and not very realistic. Functional and interoperability tests, on the other hand,
allow expansion of the test coverage to more realistic configuration.

Performance and scalability tests assume that a DUT is performing correctly in a realistic
environment in various test scenarios, including invalid and inopportune events. These tests
attempt to address the question of how well the DUT will work with increasing traffic load under
different scenarios. There are many performance metrics that should be collected and scalability
scenarios that should be evaluated before the device is deployed in the field, where it must
support revenue generating traffic.

This Advanced MPLS Testing booklet selects a few key MPLS protocols and applications and
offers concrete examples and step-by-step instructions showing how to utilize Ixia’s IxXNetwork
emulation software to achieve functional and performance objectives. The technologies covered
here include:

o RSVP-TE P2P full mesh scalability and performance Test

o RSVP-TE P2MP functional, scalability, and performance test

e L2 VPN PWE scalability and performance test

e L2 VPLS scalability, performance, and Impairment testing

e L3 VPN scalability and performance test

e MPLS OAM
o Troubleshooting LDP or RSVP-TE LSPs with LSP Ping/Traceroute and LSP BFD
o Maintain and support a live BGP VPLS network using VCCV Ping and VCCV BFD

e L3VPN Inter-AS Option B test

e L3VPN Inter-AS Option C test

e Seamless MPLS with scalability test

¢ H-L3VPN functional and scalability test

e mVPN scalability and Data MDT switchover performance test.

The test cases listed here are examples to get you started — they are by no means exhaustive,
and we encourage you to expand them for your test needs.
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

Introduction to the RSVP-TE P2P Signaling Protocol

RSVP-TE, along with LDP, forms the basic signaling protocol of an MPLS network. Known for
its traffic engineering (TE) capability, it is typically used in the core network between core
provider (P) or core provider edge (PE) routers. RSVP-TE is a resource-intensive protocol that
maintains a soft state for every tunnel that it creates. The soft state is periodically refreshed via
refresh message. The state of each tunnel is closely monitored by the RSVP-TE state machine
so that if changes occur in a network, corrective actions may be promptly taken in order to
accommodate TE requirements.

Basic RSVP-TE state machine messages, including error handling, are: HELLO, PATH, RESV,
PATH-ERR, RESV-ERR, PATH-TEAR and RESV-TEAR.

Advanced features that utilize the RSVP-TE state machine include: refresh reduction and
reliable delivery, message bundling, graceful restart, fast reroute, and re-optimization. All of
these features are critical components of an RSVP-TE implementation in a core network that is
traffic-engineering capable.

Relevant Standards

Resource reSerVation Protocol (RSVP) — RFC 2205

Integrated service framework's QoS control services — RFC 2210
RSVP Refresh Overhead Reduction Extensions — RFC2961
Extensions to RSVP for LSP Tunnels — RFC 3209

Fast reroute — draft-ietf-mpls-rsvp-Ispfastreroute-02.txt

RSVP-TE Graceful Restart — RFC 3473

PN 915-2602-01 Rev | June 2014



Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

Overview

RSVP-TE is one of the most important protocols in a core MPLS network. It is extremely
important that RSVP-TE scalability and performance be tested to ensure that it not only satisfies
the today’s network demand, but also that of the foreseeable future. An RSVP-TE full mesh
topology offers the most stressful setup that can be used to benchmark scale and performance
limits.

Objective

This scenario is designed to test a few core P routers to see whether they can establish and
sustain large number of RSVP-TE tunnels in a full mesh situation. Line rate traffic may be
generated and verified for long duration testing. Network flapping may be added to periodically
introduce disturbances into the network. It is vital that the system be observed while under test
in order to determine if it can recover and re-converge quickly and reliably under network
failures.

Setup

In this example four Ixia test ports are used to emulate anywhere from 100 to 400 core P routers
connected via a few real core routers under test (the DUT); see Figure 6. Each test port
emulates an equal number of core P routers that both initiate and terminate RSVP-TE tunnels to
all of the other core P routers emulated by the other three test ports. You may increase the
number of emulated P routers to match your real-world network requirements.
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Due to the complexity of RSVP-TE topologies, the IxXNetwork RSVP-TE protocol wizard is used
to configure a port pair at a time. For a setup that includes 4 ports, there are 6 port pairs and
thus you need to run the wizard 6 times. There are tips and tricks that avoid duplicated
configuration, as each node is shared by multiple port pairs. For example, you may configure
port pair 1-2 and port pair 3-4 first to set the OSPF-TE configuration for the emulated topology
used by all test ports. In the subsequent configuration of port pair 1-3, port pair 1-4, port pair 2-3
and port pair 2-4, there is no need to modify the OSPF-TE configuration. A common trick is to
use ISIS as the IGP for these port pairs, and use the Append function at the end of the
configuration wizard to append the RSVP-TE configuration to the existing configuration while
keeping the OSPF-TE configuration unchanged. After all port pairs are done, simply deselect
ISIS from the protocol management.

20.3.3.2-101 30.3.5.2-101
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Figure 6. RSVP-TE P2P Scalability and Performance Test Setup
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Step-by-Step Instructions

1. Launch the RSVP-TE Wizard and configure port pair 1-2, and then port pair 3-4 in a similar
manner. On Screen #1 of 8, make sure you select P2P, Bi-Directional, and SUT=Transit

as indicated below.

RSYP-TE Wizard - Port 5elect - Port1-2

Ixia Port Ixia Port
Tunnel IF 1] Tunnel
End Poings  End Peints Tmnds ] End Points  End Paints
""‘ 2031102
5  om
- X o
i
F : 20.3.2.1424
VLAM 1D = | Tunnels VIAN 1D =
#p2p Tunnels = 1 #p2p P End Points = 1 #pp PEnd Points = 1 Hodp Tunseds = 1
i Rl = #xi2imp P End Pelols = #52mp PEned Peints = $r2 i Turwelim
10.200.134.46:01:01- Bhame 10.200.134.46:01 :02- Bheme
& Connacted Intarfoce
tode
SUT = Transit Ermulation Type Tunnel Configuration
SUT < Head &R ~1] One ToOne v
© 5UT = Tail @ BiDiirectional
Select Port(z) for "izard Canfiquratian
Left | Right -
Paort ‘ Paort ‘ Tunnel Type ‘ Part Description ‘
1 r 10.200.134 46:01:01-Ethernet - 108
2 10.200.1 34 48:01:02-Ethernet - 10M
3 r 10.200.13534 46:01:03-Ethernet - 1001
4 r r 10.200.134 46:01:04-Ethernet - 100
Figure 7. RSVP-TE wizard screen #1 of 8
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

2. On Screen #2 of 8, select OSPF as the IGP. Even though it's shown as OSPF, the wizard
is actually using opaque LSAs to create the needed OSPF-TE topology. Enter the Number
of Neighbors (i.e., the number of P routers) that you want each Ixia test port to emulate.
Input the SUT IP Address for the Left Port and Right Port according to your actual setup.
Use Enable VLAN and configure VLANS to separate each P router as needed.

RSVYP-TE Wizard - IP Address - Transit - Port1-2

Ixia Port Ixia Port
Tunnel IF i | [ Tunnel
End Points  End Peints Tnnds ] End Points  End Paints
20.3.1.1024
P
suT -
7
oy ;
- -- 0321024
SRR -
i - XIS
Biaans WLAH |0 = . Tunnels VIAN |0 =
#p2p Rnnel: = 1 #p2p IP End Poinis = 1 #p2p F End Points = 1 #edp Tunnels = 1
Fpdmp Rl = #radmp P End Points = #udmp P End Poinks = Pridrres Tunnels m

100200134 46:01 :01- Brheme 10.2000.1:34 46 :01:02- Bheme

* Connected Inferfoce

Meighbor configuration

or [

[~ Enable SRefresh

—

Left Part Right Part
MHumber Of 100 MHumber Of |
Meighbors Meighbors
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Tester [P

Address

[ Increment SUT Address
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Increment

[~ Enable WLAN
vianip [0
Increment
Figure 8.

|2U.3.2.‘| 424

[ Configure Tester IP Address

Tester [P |
Address
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Increment
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WLAN 1D
Inerement

RSVP-TE Wizard Screen #2 of 8
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

On Screen #3 of 8, enter 1 as the Number of IP End Points to indicate that there will be a
single Label Edge Router (LER) behind each Label Switching Router (LSR). Enter the
loopback address (the Head and Tail Endpoint IP Addresses) according to the actual
setup. Leave the Tunnel and LSP Instance sections at their default values.

RSVP-TE Wizard - P2P Tunnel Configuration - Port1-2 _i-

Ixia Port Ixia Port
Tunnel L3
End Points  End Points Tunnels
2031 1024
SUT
0521024
VLAM D = ' Tunnels NLAN 1D =
#p2p Tunnels = 1 ¥p2p P End Points = 1 #p2p P End Points = 1 #pdp Tunnds = 1
Hp2inp Funnsh = #renp IP Eod Paink = #5:2mp P Ead Poinh = S Turwels =
10.200.13<.45:01:01- Bheme 100200134, 46:01 :02- Bherme
* Connected Interfoce
P2P Tunnel Configuration
MHurmber of IP End Paintz Murmber of IF End Paintz [T ail]
[Head) Per Meighbor Per Meighbor
[ Usze Head port Connected P [ Uze Tail Port Connected 1P
Head End-Foint IP Address Tail End-Point IP &ddress
3331724 |4.4.4.1/24
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Figure 9. RSVP-TE Wizard Screen #3 of 8
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

Skip Screens #4-7 of 8 of the wizard to keep the default values, or change the parameters
to match your actual setup (for example, change the TSpec parameters to match your
setup — the defaults are zero). On Screen #8 of 8, enter a meaningful name for the
configuration, for example Portl-2, and select Generate and Overwrite Existing
Configuration.

RSVP-TE Wizard - Port1-2

Ixia Port Ixia Paort
| » Forol
Tunnels ] End Points  End Foints
4.4.4.1
= s .
200311024 ="
i ~o . R -
< 1
suT - : E
i = e
20.3.2.1/24 L5 -
—, emmes s
- 1
VAN D = ' Tunnels VIAN IO =
#p2p Tunnels = 1 #p2p IP End Point = 1 #pp P End Peint: = 1 #pdp Tunneds = 1
Hp2mp el = e IP Endd Painks = 2mp P End Poink = Sl Turwla =
10.200.13<.456:01 :01- Bherme 10.200.13<.46:01 :02- Bherme
* Connacied Interfoce
Part1-2

" Save Wizard Config, Eut Do Mot Generate on Ports
" Generate and &ppend to Existing Configuration

( 5 ';T:enerate and Ovenanite Existing Configuratior

" Generate and Dvenwrite All Protocol Configurations
[iSRMIMG : Thiz will clear the interface configurations alzo)

Figure 10. RSVP-TE wizard screen #8 of 8

5. In a similar way, generate the configuration for ports 3 and 4. The only items that change
are the SUT IP Address for the Left Port and Right Port and the LER loopback
addresses (the Head and Tail Endpoint IP Address). Make sure to select OSPF as IGP
and choose Generate and Overwrite Existing Configuration at the end of the

configuration.
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

6. From this step forward, you should select ISIS for the IGP and select Generate and
Append to Existing Configuration at the end of the wizard. Selecting I1SIS will avoid
duplicating the OSPF-TE configuration performed in steps 1-5. We will deselect ISIS after
the remainder of the configuration is complete. Selecting Generate and Append will keep
the existing port configuration unchanged and append new configuration. Figure 11 and
Figure 12 illustrate the configuration of port pair 1-3. Proceed in the same way to configure
port pair 1-4, port pair 2-3 and port pair 2-4. Note that the sequence in which you configure
the port pairs has an impact on the way traffic is built in the traffic wizard. See step 10 for
more details.

RSVP-TE Wizard - IP Address - Transit - Port1-3

Ixia Port Ixia Port =1
Tunnel 1P ] | [ 4 Tunnel
End Points  End Points Tmnds i End Points  End Paints
----- "
L 200311024
|: """ e £
i SuT
ey ;
o -~ 033104
Sk i == S
(e
VLA 1D = ' Tunnels WLAN 10 =
#p2p Tunneh = 1 #p2p P End Points = 1 #pi2p P End Points = 1 #eIp Tunnels = 1
Fpdmp Tl = A 2mp 1P End Poini = #5:2mp P End Peinis = B Tummls m
100200134 46:01 :01- Bheme 100200134 46:01 :03- Bheme

#+ Connecled Inferfoce

Meighbar configuration
I” Enable SRefresh

A e

Left Port Right Port
Mumber OF 0 Mumber OF |
Meighbaors — Meighbaors

SUT IP |2u_3.1.1;24 SUT IP |20.3.3.1324
Address Address

Figure 11. RSVP-TE wizard screen #2 of 8
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

RSY¥P-TE Wizard - P2P Tunnel Configuration - Port1-3

Ixia Port Ixia Port
Tunnel L » Tornel
End Points  End Points | I End Points  End Paints
54551
u
L 031154 .-~ .
. — =
y .
B ' 4 7 .
Ty 0331024 LSk -
VLA I = | Tunnels WLAN 1D =
Ap2p Tunels = 1 #p2p P End Paini = 1 #r2p F End Foints = 1 ¥elp Tunoeds = 1
Hplmp Rt = #ri2imp IP Endl Points = ¥e2imp P Enel Poins = #riire Tuwmli =

10.200.134.45:01:01-Bhems

— F2F Tunnel Configuration

10.200.134.45:01:03- Bthems

* Connected (nterfoce

Mumber of [P End Paints
[Head) Per Meighbaor

I'I
[ illse Head port Connected [P
Head End-Faint IP Address

Mumber of IP End Points [T ail)
Per Meighbar

|1
™ Use Tail Port Connected IP
Tail End-Paint IP Address

3331024 BE51/24
Increment By Increment By
|0.n.u.1 |n.u.u.1
Figure 12. RSVP-TE wizard screen #3 of 8

RSVP-TE Wizard - Port1-3

Ixia Port Ixia Port
Tunnel 3 Tunnel
End Points Tunnels ] End Points  End Paints.
5551
- 20.3.1.172 b .-y
' - 4 o == '
= ST . =
b - ’,-" i .
iy 33124 L --- .
WLAR 1B m I Tunnels WLAN 1D =
#plp Tonnak - 1 #p2p IP End Point = 1 #plp P End Points = 1 ¥olp Tunsels = 1
#pdmp Rl = #radmp P End Paink = Hs2mp P End Peiniy = Srorg Tummlam
10.200.134.46:01:01- Btheme 10.200.134.46:01:03- Btheme

* Connectad nterface

l Part1-3

™ Save Wizard Config, But Do Nat Generate on Ports

@enerate and Append to Existing Configuration

™ Generate and Ovenarite Existing Configuration

Figure 13.

RSVP-TE wizard screen #8 of 8

7.  After the final pair is done, deselect ISIS configuration from the generated topology. ISIS is
used to avoid overwrite of an existing OSPF configuration.

PN 915-2602-01 Rev |

June 2014

15



Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

Test Configuration Enable Protocols

e Protocols Wizards;

H 1. Port Manager

=-4] 2. Protocols i |
: " Port Description 1GMP ISISwd .

Enshle Selection

10.200.134 46:01:01-Ethernet [
10.200.134 46:01:02-Ethernet [l
10.200 134 46:01:03-Ethernet [l Start Protocols
10.200 134 46:01: 04-Ethernet | Stop Protocols

@ Traffic Groups
. Traffic
. Event Scheduler

B D k2| =

. Statistic Setup Open Trace window, ..

. Capkure
. Integrated Tests

+ Protocol Interfaces -
=9 Routing/Switching Protocols
I EBFD

Figure 14.  Deselect redundant configuration

8. Select the Tunnel Head Ranges tab. In the LSP ID Start column, right-click each entry
and select Increment, so that each tunnel request is treated as individual request. By
default, the values are all set tol by the configuration wizard.

‘est Configuration
= Diagram ITunneI Head fo Leaf Info ] Tunnel Leaf Fanges
M 1. Pork Manager
‘J 2 Protocols To chanl Tail Ranges' tab, and enter number in 'Wo. of Tunnel Head Ranges' field
Loutin
Mo. of P2MP Head to
IP Start IP Court Lesf Entry
“€B Traffic Groups 1 3331 1 1
H'95 3. Traffic 2 3341 1 ’
~{B 4. Eventt Scheduler g SLal !
|4l 5. Statistic Setup 0 3361 1 Delste Del
-+l 6, Capture : gg;:‘l 1 Copy ol
% 7. Integrated Tests 7 3j3j9j1 q
b 33104 1
L1 BGR/BGP+ == 33111 1 Increment B
(3 CFMAY.1731/PBE-TE = 55151 i v
O EIGRP S120 Decrement
T 1GMP 1" 33134 1 Decrement By, ..
12 33144 1
Same
(23 1515vd/E 3 33757 q
14 33161 1 emove Fislds
g tgl;F' Add/R, Field
15 33474 1 1
g EISLEF 16 33181 1 1
* 3 05FFY3 17 33191 1 1
N 18 33201 1 1
3 PIM-SMAS5M-vd MG
D aip 19 33214 1 1
D ol 20 33221 1 1
= HS\?PQTE 21 33231 1 1
2 | a2 1 1
+- 8 10.200.134.46:01:01-Eth— = 5551 q 1
+-§§  10.200.134.46:01:02-Eth = 3'3'25'1 i i
+- BF 10.200.134.46:00:03-Eth = 3'3'2?'1 q 1
- B2 qnann2a scmnace, T S
] 3 2 33281 1 1
7 AAMM 1 1

Figure 15.  Global change of LSP ID
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

9. Right click on Routing/Switching Protocol and select Start Protocols to run all protocols
and ensure that both OSPF and RSVP-TE are up.

i
-

atal: 10) DSPF Aggregated Statistics

Tatal: 4) - ¥ | |Port Session Tracking v || A% [0~

2al Prokocal...
b Statistics Drag a column header here to group by that column

Fx Frame R... Stat Name £ | Sess. Configured | Full Nbrs. Down State Count | Attempt State Count | Init State Count | Ty
b CPU Skatis. .. 10,200,134, 46 Card. ., 0 u] 0

ils {Takal: &) 10,200,134, 46/Card. .. a 1} a
lging-Routin,.. 10,200,134, 46/ Card. .. a i} a
1515 (Total:... 10,200,134, 96/Card. . 0 1] 0
Oi=sag...

Osag.. A_|||ﬂ|

OSPF (Tata...

R3YP Aggregated Statistics

SPE AL, -
- 1 [] |Port Session Tracking % Ay E;)-
RIVF- i

Drag a column header here to group by that column
Ingress LSPs Configured | Ingress SubLSPs Configured | Ingress LSPs Up | Ingress SublLSPs Up | Egress LSPs Up | Egr

300 1} 300 1} 300
300 1} 300 1} 300
00 i 300 i 300
300 1} 300 1} 300

Figure 16.  Run-time protocol statistics

10. In addition to general session statistics, IxXNetwork provides comprehensive RSVP-TE
state machine statistics. Control plane statistics can be used to determine the source of
problems in most cases.

Paths Tz | Paths Rx | Path Tears Tx | Path Tears Rx | RESYs Tx | RESYs Rx | RESY Tears Rx | RESY Tears Tx | Path-ERRs Tx | Path-ERRs Rx | RE
2,071 1,527 0 0 1,582 1,261 1 0 0 i}
2,064 1,514 0 0 1,605 1,264 ] 1 0 0
2,049 1,534 u] u] 1,564 1,257 o u] u] ul
2,046 1,507 a a 1,851 1,239 a a a a
RES¥-ERRs Rx | RESY Lifetime Expirations | PATH Lifetime.-E:H:pirations RESY¥-CONFs T | RESY-CONFs Rx | Egress Out of Order Msgs Rx | HELLOs Tx
0 2,095 2,620 0 a 0 0
0 2,137 2,608 0 a 0 0
u] 2,084 2,589 u] o u] u]
u] 2,213 2,616 u] o o u]

Figure 17. RSVP-TE protocol engine statistics
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11.

Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

Additionally, IxAnalyzer provides bidirectional capture of control plane information flow and

may be used to troubleshoot functional issues.

p2P-Booklet.ixncfg]

Help

10,200.134.46:01:01-Ethernet - Control hD.ZDD.134.46:01:02-Ethernet - Control ]

| Network Packets (659 items)

Packet Nov | Time Packet Length Source MAC Dest MAC Source [P Dest IP Pratocol
40682 000013927886 242 bytes 00:07:EC:73B4:00 00:00:1E:32:3E:43 55211 33191 RSWF
L 0B83 000013928017 246 bytes 00:07:EC:73:B4:00 00:00:1E:32:3E:43 EE.221 33141 RSWP
<0584 00:00:13.933287 162 bytes 00:00:1E:32:3E:47 00:07EC:73:B400 2032518 20.3.251 RSWP
L0685 00:00:13.933519 162 bytes 00:00:1E:32.3E:49 00:07EC:73B400 2032518 20.3.251 RSWF
A 0686 00:00:13.934052 162 bytes 00:00:1E:32:3E:49 00:07.EC:73:B400 203.25.18 20.3.251 RSWP
<AL 0BBY 000014465531 242 bytes 00:07:EC:73B4:00 00:00:1E:32:3E:48 44137 33181 RSWF
L0685 O0:00:14.465920 242 bytes 00:07:EC:73B4:00 00:00:1E:32:3E:48 55221 33201 RSWP
L0689 O0:00:14.466040 246 bytes 00:07EC:¥3B400 00:00:1E:32:3E:44 BE.231 33201 RSWF
=5 0690 0000 14.466601 242 bytes 00:07EC:73E4:00 00:00:1E:32:3E:43 4.4.201 33191 RSVP
= 0E31 00:00:14.471343 162 bytes 00:00:1E:32:3E:48 00:07EC:73:B400 2032517 20.3.251 RSWF
L0632 000014471617 162 bytes 00:00:1E:32:3E 44 00:07:EC:73:E400 2032513 20.3.251 RSWP
| I s Tndw b A A AT AT babe. F T P T P I P P |l I O o T P o o sl P P P PO T Mo P | = K B T T T | =i | [mTai¥inl

PN 915-2602-01 Rev |

am B PATH Message. SESSION: IP¥4-LSP, Destination 3.3.19.1
- - o End-to-end composed value far D - 12 (type 134, length 1)
| E | E & Since-lest-reshaping point compozed C - 0 ftype 135, lzne
el . o Since-last-reshaping point composed D - 12 (type 136, len
- -
33.19.1:0 667711 =l = Cortralled Load
RSYP Endpoint RSYP Endpc o Service headet 5 - Controlled Load
\ = Break bit et
138558 |:'|— PATH Message. SESSION: IPvd-LSP | Destination 5., =— = Data length: 0 words, nat including header
3ZE017 €= PATH Message. SESSION; IPvd-LSP, Destination 3... —ﬁ | I
i 4
J9z878 I:'I—PATH Message. SESSION: IPw4-LEP, Destination 6. ==
350809 | €= PATH Message. SESSION: IPv4-LSP, Destination 3.. =—f] | 00000020 13 01 94 04 00 00 10 01 63 64 3F 0O
& ; goopoo30 01 07 03 03 13 01 00 00 00 01 06 O
00000040 03 01 14 03 13 01 15 00 05 B3 00 08

Figure 18.  IxAnalyzer for bi-directional protocol capture
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

12. Once all RSVP-TE sessions are up, you must build bidirectional traffic over the MPLS
LSPs. Since tunnel endpoints will appear in the traffic wizard on a first-come-first-serve
basis, it's important to understand the sequence in which the tunnel chunks will appear in
the traffic wizard. Figure 19 depicts the expected sequencing. Assuming that tunnels are
built in the order shown in the figure, then tunnel endpoints will appear in the traffic wizard
in sequence according to the numbers shown. When selecting a traffic pair, it's important
to pick up the right ranges — otherwise, the wizard won'’t be able to find the correct MPLS
labels, resulting in the failure of the traffic building process.

Aszzume bidirectional tunnels are configured in the following
sequence: Port 1-2, Port 3-4, Port 1-3, Port 1-4, Port 2-3. Port
2-4. The sequence of creating tunnels will have an impact on
the tunnel end point appearance in the traffic wizard.

Indicate appearance zequence in traffic wizard
for the respective RSYP-TE tunnels. This is
important when selecting traffic end point pairs
in order to generate full mesh traffic.

Figure 19.  Traffic Endpoints Sequence in Traffic Wizard
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

Take port pair 1-4 as an example. According to the sequence diagram above, the P1 traffic
endpoints for this bidirectional stream appear as the third chunk in the list, while the P4
traffic endpoints for the stream appear as the second chunk.

Even though there are multiple ways to build full-mesh traffic, we recommend that you
build one port pair at a time in order to select the right traffic endpoints, as indicated below:

= [~

-] PAw==2P4
|| Ple==2P3
-] Pla==2=P4
-] PRa==3P3

- All Figwraroops
g Al Quick Flow Groups (Emply)

Figure 20.  Suggested traffic items for a full-mesh setup
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

13. To configure this bidirectional stream, select One-One for Src/Dst Mesh, One-One for
Route Mesh, and MPLS as the Encapsulation Type. Then, for P1-> P4 traffic, expand
the RSVP-TE neighbor list for P1. In Source Endpoints, find the third chunk of 100
endpoints and then right-click and select Enable Selection Groups - RSVP Head
Ranges. Similarly, expand the neighbor pairs on P4 from the Destination Endpoints list.
Locate the second chunk of 100 endpoints and right-click to choose Enable Selection
Groups 2> RSVP Tail Ranges. Click + to add traffic streams for the P1->P4 direction.
Similarly, add another stream for the reverse P4->P1 direction under the same traffic item.
Note that the Source Endpoints will be the second chunk of 100 endpoints from the P4

source list. Destination Endpoints will be the third chunk of 100 endpoints from the P1
destination list.

— Traffic Item
‘affic Marme  Ple==3p2 Source Endpoints 3

= | | Mamne Expand
+pe of Traffic |IPv4 [~ :

Collapse

— Traffic Mesh Deselect All Destinations

| Deselact Al
aurcefDest, one - One |_~ : _ Enable Selection Groups
aukesiHosts  |One - One |: 'ﬂD MeighbarPa isable Selection Groups  #

: D
_ﬂl:l MeighborP s —
_tH:l MeighborPair 20.3.4.6 - 20.3.4.1

_+_}|:| MeighborPair 20,3.4.7 - 20,3.4.1
_jr_}l:l MeighborPair 20.3.4.8 - 20,3.4.1
_ﬂD MeighborPair 20,3.4.9 - 20,3.4.1

_ﬂD MeighborPair 20,3.4.10 - 20.3.4.1 ﬂ

| Bi-Directional

7 allow Self-Destined
oy —
& — &

Collapse

B Deselect All Sources
_tH:l 10.200.134,45:01:02-Ether; Deselact Al

_tH:l 10,200,134,45:01:03-Ethen
lH:l 10,200,134,45:01:04-Ethen

|@L\}|§l |g| — Endpoint Sets

Update selected Endpoint Sets F.lrce Endpaints | Destination Endpoints | Traffic Groups |

# | [=] MName: EndpointSet-1
Lk Ethernet I1.MPLS, ...

Figure 21.  Traffic Wizard to Build Traffic Iltems

14. Perform the same steps for all other port pairs. Carefully locate the proper chunk of
endpoints for each port as shown in Figure 19.

You may track the flows based on MPLS labels for each traffic item created. Click Apply
to push the flow definition to the Ixia ports and create full flow-based statistics. Make sure
traffic is flowing without loss before you add flapping, as described in next step.
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

15. Design a flap schedule to introduce periodic failures that allow you to observe whether or
not the DUT can recover and re-converge. Failures may be introduced on any of the
RSVP-TE sessions on any port. Figure 22 shows an example of flapping on all RSVP-TE

sessions on port 1.

est Configuration

Test Configuration

----- n 1. Part Manager

=4 2. Protacols

; Q Authffccess Hosts
@ Traffic Groups

g 3, Traffic

2 2] 4. Event Scheduler

ﬁi'a Routing/Switching)Interfaces

Currenk Pragram in Scheduler

@@@@ ] %E Executeactive:@ [} [|]B

Program Details

[ 5. Statistic Setup
-1 &, Capture
#-%g 7. Integrated Tests

Test Variables

Any of the following variables may be scaled up in the test to further determine the scalability

Marme Tvpe Itemis) Selected Aktribute(s)
E Main Program
S lwl e
: o Ewentd 1 Ttem

Wait = 00:05:00 (Fixed)

atle B 1 ztem
----- Cleanu Program
a st
Cakegor
,qﬁp vt | Select Itemis)
= AllPratocols =[] 10.200,134.46:01:01-Ethe
i i-Disable

Star ] Inkerfaces
i " -] 10,200,134, 46:01:02-Ethe
B AMCP
e -] 10,200,134, 46:01:03-Ethe
[ Basic F-[] 10,200,134, 46:01:04-Ethe
Figure 22.  Event Scheduler to Introduce Flap

and performance of the DUT/SUT:

ogrwNE

Flap duration

PN 915-2602-01 Rev |

Number of test ports

Number of LSR/P routers per test port
Number of LER/PE routers per LSR/P router
Number of tunnels per LER/PE endpoint pair
Number of ports/sessions under flap
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

Result Analysis

It's important to ensure that the basics work before proceeding with scalability, performance or
flap testing. This means that all of the OSPF and RSVP-TE sessions must be up.

.

-
|

E

’ 3
0j
aotal: 10) [ osrr Aggregated Statistics

Tokal: 4) -t

2al Protocal, ..
b Statistics Drag a column header here to group by that column

R Frame R... Stat Mame & | Sess, Configured |Full Nbrs. | Down State Count | Attempt State Count | Init State Count | Tv
b CPLU Skatis, 10,200,134 . 460 Card. .. 0 i} a

s (Tokal: ) 10.200.134 .46/ Card. .. 0 0 0
Iging-Routin. .. 10,200,134, 46/Card. .. 0 0 0
ISIS (Tatal:... 10,200,134 46/ Card. .. 0 o o
s ag...

B 1515 Ag... A_“Jﬂl

OSP(:;PTS::: RSWP Aggregated Statistics

o ! g Port Session Tracking || /% E,._,j'

Drag a column header here to group by that column
Ingress L5Ps Configured | Ingress SublSPs Configured | Ingress LSPs Up | Ingress SublLSPs Up | Egress LSPs Up | Eqr

300 1} 300 1] 300
300 0 300 a 300
300 0 300 1] 300
300 1} 300 1] 300

Figure 23.  Overall protocol statistics

In case some RSVP-TE sessions are not up, you may use Port Learned Info to determine
which sessions are up or down and whether or not a session has been assigned the correct
MPLS labels.
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test
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Figure 24.

handle the configuration for both the control and data planes.
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

Stream £ | 'Flow PGID Tx Frames R Frames | Frames Delta | T Frame Rate | Rx Frame Rate
P1«£==>P4 {(D0000Z-.., MPLSLabel-2037 Q01000 69,499 69,499 a 472,941 473,941
P1<==>P4 (D00002-... MPLSLabel-1536 ooi001 69,499 69,499 a 472,941 473,941
P1<==>P4 {(00000Z-.., MPLSLabel-1377 o100z 69,499 69,499 a 472,941 473,941
P1<==>P4 {000002-... MPLSLabel-1825 001003 69,499 69,499 1] 472,941 473.941
P1<==>xP4 (000002-... MPLSLabel-1581 001004 69,499 659,499 u] 472,941 473.941
P1<===P4 {000002-... MPLSLabel-1329 001005 69,499 69,499 1] 472,941 473.941
P1<==>xP4 {000002-,., MPLSLabel-1696 0o0100& 69,499 69,499 u] 472,941 473,941
P1<==>xP4 {00000Z-,., MPLSLabel-1512 oo1007 69,499 69,499 1] 472,941 473,941
P1«£==>P4 {(D00002Z-... MPLSLabel-1763 001003 69,499 69,499 a 472,941 473,941
P1<==>P4 (D00002-... MPLSLabel-1537 Q01009 69,499 69,499 a 472,941 473,941
P1<==>P4 {(00000Z-.., MPLSLabel-2032 oo1010 69,499 69,499 a 472,941 473,941
P1<===P4 {000002-... MPLSLabel-13958 oo1011 69,499 69,499 1] 472,941 473.941
P1<==>xP4 (000002-... MPLSLabel-1697 oo101z 69,499 659,499 u] 472,941 473.941
P1<===P4 {000002-... MPLSLabel-1335 oo1013 69,499 69,499 1] 472,941 473.941
P1<==>xP4 {000002-,., MPLSLabel-1912 oo1014 69,499 69,499 u] 472,941 473,941
P1<==>2P4 {00000Z-,., MPLSLabel-1400 oo1015 69,499 69,499 1] 472,941 473,941
P1«£==>P4 {(D00002Z-... MPLSLabel-1284 o106 69,499 69,499 a 472,941 473,941
P1<==>P4 (D00002-... MPLSLabel-12939 oo1017 69,499 69,499 a 472,941 473,941
P1<==>P4 {(00000Z-.., MPLSLabel-1914 oo101a 69,499 69,499 a 472,941 473,941
P1===>=P4 {000002-... MPLSLabel-1328 oo1019 69,499 69,499 1] 472,941 473.941
P1<==>xP4 (000002-... MPLSLabel-2028 oo1020 69,499 659,499 u] 472,941 473.941
P1+<===P4 {000002-. .. MPLSLabel-1513 oo1021 69,499 69,499 1] 472,941 473.941
P1<==>xP4 {000002-,., MPLSLabel-1483 oo10z2z 69,499 69,499 u] 472,941 473,941
P1<==>xP4 {00000Z-,., MPLSLabel-1713 001023 69,499 69,499 1] 472,941 473,941
P1«£==>P4 {(D00002Z-... MPLSLabel-1948 001024 69,499 69,499 a 472,942 473,942
P1<==>P4 (D00002-.., MPLSLabel-1509 001025 69,499 69,499 a 472,943 473,943
P1<==>P4 {(00000Z-.., MPLSLabel-1669 001026 69,499 69,499 a 472,944 473,944
P1===>P4 {000002-... MPLSLabel-1468 oo1027 69,499 69,499 1] 472,945 473.945
4
Figure 25.  Per-Flow Traffic Statistics
Troubleshooting and diagnostics

Problem Description

Can’t Ping from Check the Protocol Interface window and look for red

DUT exclamation marks (!). If any are found, there is likely an IP

address/gateway mismatch.
Sessions won’t e Goto Port Learned Info to discover which sessions are up
and which ones are not. Use Filter if it is necessary to
come up or come pinpoint the exact LSP in question.
up partially e Enable Store Down LSP under Neighbor Pairs to allow

Learned Info to store dead LSP information indefinitely.
From the Test Configuration window, turn on Control
Plane Capture, then start the Analyzer for a real-time sniffer
decode between the Ixia port and the DUT port.

After stop/start Check the Warnings columns in the Traffic view and make
protocols or link sure there are no streams that say VPN label not found. The
down/up Traffic DUT may have sent new label info. If so, regenerate traffic by
100% loss right-clicking the traffic item. Then Apply traffic.
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Test Case: RSVP-TE P2P Full Mesh Scalability and Performance Test

‘ Problem Description ‘

Traffic not passing | Double check the endpoints sequence in the traffic wizard to
on all flows ensure that they are correct. Step 12 gives detailed info
regarding the expected sequence.

Event scheduler The event scheduler is designed for control plane flapping. Due
doesn’t seem to to current limitations, the traffic plane doesn’t have the dynamic
work label binding capability. Each time the control plane flaps, it's
likely that labels for existing LSPs have changed. You must
either manually regenerate the streams, or configure the DUT
so that it assigns fixed labels to LSPs.

Conclusions

RSVP-TE is the building block of a traffic engineering capable MPLS network. Ixia’s IxNetwork
provides comprehensive, yet flexible RSVP-TE emulation to allow DUT stress testing in order to
determine performance limits. Using just a few ports, IxNetwork can emulate hundreds of core P
routers and build a complete full mesh topology to test a DUT’s scalability and performance
under stressful scenarios.

DUT Configuration Excerpt

I global command to enable mpls te
mpls traffic-eng tunnels
Interface LoopbackO
ip address 6.6.6.6 255.255.255.255
interface GigabitEthernet2/1
description connection to IXIA portl
ip address 192.168.3.1 255.255.255.0
no ip directed-broadcast
full-duplex
mpls traffic-eng tunnels
I the following claims the interface (link) has reservable bw of 100,000 kbps (100Mbps)
ip rsvp bandwidth 100000 100000

I make sure IGP is enabled with te
router ospf 10

mpsl traffic-eng router-id Loopback0
mpils traffic-eng area 0
log-adjacency-changes

network 192.168.3.0 0.0.0.255 are 0
network 6.6.6.6 0.0.0.0 are 0
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Test Case: RSVP-TE P2MP Functional and Scalability Test

This section addresses testing of the RSVP-TE P2MP protocol, one of the newest MPLS
developments, from both functional and scalability perspectives. This section includes a
complete review of the protocol followed by an introduction to applications that use the P2MP
protocol. Test methodologies are also described, with functional and scalability test examples.

Introduction to RSVP-TE P2MP

RSVP-TE (P2P) and LDP are the two basic signaling protocols used by MPLS and MPLS-based
applications, such as L2VPN PWE, VPLS, L3VPN, and 6VPE. Their primary function is to
provide a signaling mechanism and protocol state machine to establish and maintain end-to-end
MPLS LSPs across the network. The LSPs (i.e., tunnels) are by nature unidirectional, point-to-
point, and hop-by-hop as bounded by labels agreed upon by adjacent LSRs. The difference
between LDP and RSVP-TE is that LDP is resource-unaware (or best effort) while RSVP-TE is
resource-aware and usually requires the underlying IGP (such as OSPF and ISIS) to be TE
capable. Since they are point-to-point in nature, these two protocols are also known as P2P
MPLS signaling protocols.

The RSVP-TE P2MP signaling protocol is the same as RSVP-TE P2P, except that it is used for
establishing and maintaining point-to-multipoint MPLS LSPs in an MPLS network. As may be
expected, the signaling messages and protocol state machine are more complex in the P2MP
protocol. New definitions and terminologies are necessary in order to describe exactly how it
works. RSVP-TE P2MP is specified in REC 4875.

RSVP-TE P2MP Components

DUT
Branch Node

Figure 26. RSVP-TE P2MP Components
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Test Case: RSVP-TE P2MP Functional and Scalability Test

Root Node — The ingress router that initiates the P2MP tunnel, known simply as Head in the
IXNetwork GUI. Tunnel request message PATH is sent from the root node to leaf Nodes.

Branch Node — The intermediate router that is responsible for branching the tunnel into multiple
leaf nodes. The PATH message from the root node will be processed and fan out to multiple
S2L PATH messages if needed.

Leaf Node — The egress router that terminates one of the P2MP branches. The PATH message
will be terminated and a RESV message with label assignment will be looped back to the root
Node. When the branch node delivers the final RESV message back to the root node, a P2MP
tunnel is established.

Theory of Operation

RSVP-TE P2MP signaling example

P2MP Tunnel: Between R1 and R2 Path/Resv may
Root: R1 LSR1 (root) either (a) carry both sub-LSP-1 and
Leaves: {R4, R5, R6} u sub-LSP-2, or (b) have a distinct Path/
ID: 224.10.10.1 Resv for sub-LSP-1 and for sub-LSP-2

P2MP LSP:

P2MP Tunnel {Root R1, ID 224.10.10.1}
LSP-ID: 23 LSR4 (leaf)
$2L sub-LSP-1: Leaf R6, ERO {R2, R6} Resv

52L sub-LSP-2: Leaf R5, ERO {R2,R5} @ [Ralad = === W g Fgh @-mrrerrmnnnens

—_—

S2L sub-LSP-3: Leaf R4, ERO {R3, R4} u

R3 Path

LSR6 (leaf) LSR5 (leaf) LSR7 LSR8
Figure 27. RSVP-TE P2MP Theory of Operation

The root (LSR1) is responsible for send PATH messages to reach each leaf node in the
network. The PATH message contains the P2MP Tunnel, P2MP LSP and S2L sub-LSPs. In this
example, the root is also a branch node so it will send at least two separate PATH messages
(optionally three) — one contains the P2MP tunnel, P2MP LSP and the red S2L sub-LSP, while
the other contains the same P2MP tunnel, P2MP LSP and a different S2L sub-LSPs (blue and

). LSR1 and LSR2 may exchange a single PATH message that contains both S2L sub-
LSPs or send two separate PATH messages, each containing a single S2L sub-LSP. LSR2 is
another branch node that repeats the same process as LSR1 (root).

When LSR4, 5, and 6 receive the S2L PATH message, if they all have the resources available
for the requested tunnel, then they will each respond by sending a RESV message upstream
with a label assignment. The branch nodes LSR2 and 3 will act on the received RESV from their
leaves and will send a single RESV upstream for all downstream leaves. After the root LSR1
(also a branch node) receives both RESVs from downstream branch nodes, it considers a new
P2MP tunnel to be in place.

PN 915-2602-01 Rev | June 2014 28



Test Case: RSVP-TE P2MP Functional and Scalability Test

Which Applications Need P2MP?

NG Multicast VPN — mVPN

mVPN was an instant success when it was introduced. The reason is simple: customers who
want L3VPN service also want to run both unicast and multicast on the same port, over exactly
the same infrastructure. L3VPN was designed for unicast traffic only. A special design was
needed to satisfy mVPN requirements.

The core network requires PIM-SM in order to build a multicast delivery tree among the PE
routers (called the default MDT). For scalability reasons, GRE tunnels are used to encapsulate
multicast control and data plane packets over the default MDT. There is at least one default
MDT for every VPN/VRF served in the core. Customer multicast control plane and data plane
packets are not seen by the core, facilitating scalability. As the number of VPNs increases,
however, so will the default MDTs in the core. The concept of data MDT was introduced to deal
efficiently with chatty customers who have a large amount of multicast traffic destined for only a
few receivers. The ingress router (PE) detects the bandwidth usage of incoming multicast traffic
and when a threshold is crossed, builds a separated MDT within the core, so only those who are
interested may join and receive the traffic. This prevents large amounts of multicast traffic from
being unnecessarily multiplied in the core and consuming precious bandwidth.

This was all before P2MP was invented. As discussed, mVPN based on GRE tunnels is an
overlay architecture that builds a virtual layer on top of the same network used by MPLS
L3VPNs. This works, but in a cumbersome way. First of all, multicast traffic has nothing to do
with MPLS LSPs — they use GRE in native IP format. Therefore, they lose all of the advantages
associated with MPLS label switching and traffic engineering. Secondly, running PIM-SM in the
core with ever increasing default and data MDTs is a management nightmare. Recall that part of
the L3VPN design philosophy was to allow the core running to only run necessary protocols
(such as OSPF/ISIS, LDP/RSVP-TE) and to keep resource-intensive protocols such as BGP
completely out of the core. Using PIM-SIM for multicast in the core is analogous to using BGP in
the core for. This method, using GRE tunneling to deliver both unicast and multicast traffic over
the same infrastructure, works but it's only a band-aid solution.

P2MP tunnels solve the problem completely and elegantly. PIM-SIM is no longer required in the
core; a modified version of MPLS LSP — P2MP LSP is used instead. Multicast traffic is built
between the ingress router (multicast source) and all the leaf nodes that have receivers behind
them, and is treated in exactly the same manner as the unicast traffic. Specifically, multicast
traffic uses MPLS label switched in the core instead of being routed by the core as with the GRE
tunnel case.

VPLS

VPLS (virtual private LAN service) was designed as a flat switching architecture such that
frames with unknown destination MAC addresses are treated as broadcast packets — sending
them to all remote PE routers that belong to the same VPLS instance. Understanding that there
are usually many multicast and broadcast traffic sources in a switched network, a VPLS network
based on blind flooding could easily collapse if unknown frames were not handled intelligently.
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In Figure 28, incoming traffic with an unknown destination address is received by PE1 at 10
Mbps and must be broadcast to all remote PEs (PE2/PE3/PE4). Since LSPs from PE1->PE2
usually have a different label than LSPs from PE1 to PE3/PE4, each frame will likely must be
multiplied three times to go over three separate tunnels in order to reach PE2, PE3, and PE4.
This creates an instant utilization surge on the links between PE1 and its immediate next-hop
P1 router. The same situation will occur on the P1 to P2 link to a lesser degree because PE2
branches out from P1.

10 M 10 M

Figure 28.  VPLS unknown packets without P2MP

On the other hand, if a dedicated point-to-multipoint (P2MP) LSP is created between PE1 and
PE2/PE3/PE4, as depicted in the diagram below, to carry all unknown unicast, broadcast, and
multicast traffic for each VPLS instance in the network, the efficiency of the network increases
dramatically. In this case, there is no need to flood traffic to all intermediate nodes until it
reaches the branch nodes. Figure 29 below shows that if the same network topology is
employed with P2MP LSP, no bandwidth surge will occur on all of the connecting links between
the root node and the branching nodes.

Figure 29.  VPLS Unknown Packets with P2MP
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Test Case: RSVP-TE P2MP Functional and Scalability Test

Relevant Standards

Resource reSerVation Protocol (RSVP) — RFC 2205

Integrated service framework's QoS control services — RFC 2210
RSVP Refresh Overhead Reduction Extensions — RFC2961
Extensions to RSVP for LSP Tunnels — RFC 3209

Fast reroute — draft-ietf-mpls-rsvp-Ispfastreroute-02.txt

RSVP-TE Graceful Restart — RFC 3473

Resource Reservation Protocol - Traffic Engineering (RSVP-TE) for Point-to-Multipoint TE Label

Switched Paths (LSPs) — RFC 4875
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Test Case: P2MP Functional Test

Overview

P2MP testing is complex, not only because it has more protocol messages and far more objects
than P2P, but also because of the overall test topology and the role that the DUT plays in an
end-to-end test setup.

As discussed earlier, a DUT may be a root, branch or leaf or any combination in a P2MP test
topology. IxNetwork must be configured. For example, you must configure Ixia’s emulation as
root to test a DUT acting as a branch or leaf. Or you must set Ixia emulation to leaf in order to
test a DUT acting as a Root.

Objective

In this setup, Ixia’s left port emulates 3 root nodes, each initiating a separate P2MP tunnel
(tree). Ixia’s right port emulates 3 distinct RSVP-TE neighbors (LSRs) separated by 3 VLANS. In
this case, the DUT branches over sub-interfaces. Similar test procedures would apply in a
scenario in which the DUT branches over physical interfaces. Additionally, the Ixia right port
emulates a different set of leaf nodes. To vary the scenario, we will select the number of leaf
nodes to be 3, 2, and 3, respectively for the three neighbors or VLANS. The setup may be easily
expanded.

Setup

Figure 30 shows a common test topology where the DUT is a branch node while IxXNetwork
emulates both root and leaf nodes to form an end-to-end test topology.

Head1

X
Head2

Ixia Egress Hbr1 %

Ixia Egres Hbr2'

'. k- 5

Head3 3 ] TN Wb 2
> ! -

""""" e DY T-Branchr | P

Ixia Head

Ixia Tail

Figure 30. P2MP functional test topology
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Step-by-Step Instructions

1. Launch the RSVP-TE protocol wizard and select SUT = Transit, set Emulation Type to

P2MP, and Tunnel Configuration to Fully Meshed.

RSYP-TE Wizard - Port Select - Mame

Ixia Port Ixia Part
Tunnel P [ Tunnel
End Points  End Points End Points  End Paints
. 5551 .
LI 2020201424 = =
- r' - f__-"'-""l.
L p / -4 A
e SUT - e
- (.-’ - -
i 7 - s
o 30.30.30.1/24 LSR --4»
- -4
WLAM D = ' M VAMD =
#p2p Tunnels = ¥pzp P End Poinis = tp2p P End Poinks = ¥olp Tunoels =
#plmp onah = 1 #r2enp P End Poinh =1 #z2mp P End Poinh = 1 fr2ire Turwmli = 1

102000134 45:12:09- Bheme 10.200.134.45:12:10-Bheme
# Copnacled Interfoce
— Mode
@EvLIT = Trarsit E mulation Type i i
ST = Head 2P - IFU"_',' M ezhed TI
i~ SUT = Tail [ Bi-Directional

— Select Part[z] for ‘Wizard Canfiguration

Left | Right i
Port Part Tunnel Type Paort Description
1 (| a Ingres=s 10.200.134 45:12:09-Ethernet - 1041
2 y Egresz 10.200.134 451 2:10-Ethernet - 1001
o

Figure 31. P2MP wizard screen #1 of 9
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2. Setthe Number of Neighbors to be 1 and 3 respectively for the Left Port (root) and the
Right Port (leaf). Click Enable VLAN for the leaf port to provide sub-interfaces for the three
leaf nodes. Configure the VLAN ID and step size as appropriate.

RSYP-TE Wizard - IP Address - Transit - Name

- et | 0.0.0.1 -
- ( 20020201124 5 .-~
A, - P 7
| b - F -4 i
gy ST . T

- {.-’ - -

__'__‘ 7 - AT
- 30.20.20.1/24 LsR --»
If'---\ e | -.‘_'Jr""\‘

""" YLAH I = ) Tunnels VLAM D= 100 e
#plp Tonneh = ¥p2p IP End Poink = #p2p FEnd Poinhs = ¥plp Tunnes =

Fplmp Tl = 1 #s2mp P End Points =1 #pdmp P End Peinh = 3 Brrres Turmmls mi)
10.200.134.41 :02:15-Btheme 10.200.134 .41 .02 :16-Btheme

& Connecled Interfoce

— Meighbar configuration
v Enable SRefrezh
IGF I OsPF - I SR efresh Interval |3EI,EIEIEI s
¥ Enable Bundle Messzage Sending
— Left Part — Right Port
Murnber OF Murnber OF
Meighbars @ Meighbars [_3)
SUTIP |2I:|_2IZI.2EI.1£24 SUT IP |3n.3n.3u1;24
Address Addrezs
[ Configure Tester IP Address [T Configure Tester P Address
Tester IP |2n.2n.zn.2 Tester IP |3n.3n.3u.2
Address Addrezs
|P Addrezs II:I 0o P Address II:I 0o
|nzrement B |nzrement R
[T Enable WLan Enable YLAM
WLAN D |1IIIIZI WLAN 1D |
Increment |1 Increment |1|
¥ Wz Same YLAN for &l Heighbars ™ Use Same VLAN for Al Neighbars

Figure 32.  P2MP Wizard Screen #2 of 9
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3. Set Number of IP Endpoints for both neighbors (Head and Tail) to 3. This creates three
root nodes and three leaf nodes for each of the three egress (tail) neighbors. The wizard
assumes symmetric configuration, so that in later steps we can manually tweak the number
of leaf nodes for the second neighbor. Select Per Sender as the Number of P2MP IDs.
Input the start P2MP ID and toggle on the Inter Sender P2MP ID Increment. These
parameters simply mean that each sender will initiate a separate P2MP tunnel with a unique
P2MP ID. Enter the appropriate Tunnel ID Start and LSP ID Start.

RS¥P-TE Wizard - P2ZMP Tunnel Configuration - P2ZMP-FunctionalTest1

— P2MP Tunnel Configuration

MNumber af IP End Paints per Mumber of IP End Paoints per
MeighbarHead] M eighbor| T ail]
(O — () —

™ Use Head Port Connected |P ™ Use Tail Port Connected [P
Head End-Paint [P Address Tail End-Faint IP Address
4441724 5551724

Increment By Increment By

||:|_|:|_|:|_1 IIZI.IZI.IZI.1

—Mumber of P2MP [dz

@F‘erSender |1
" Per Egress Meighbor |1

—P2mP 1d
IP Format ID.D. 0 Murnber FDrmat
liv' }Inter Sender P2MP |d Increment [ Intra Sender P2MP 1d Increment
[ [
Use P2MP 1d as Tunnel [d—— [z P2 |d &z Tunnel ld ———

Tunnels per P2MP I'I Tunnels per P2ZMP I'|
Tunnel Id Start - Tunnel Id Start

I'l
L5F Instances |1 L5 [nstances |1
per Tunnel per Tunnel
|1

LSPId Start  J100 LSE [d/Start

Figure 33.  P2MP wizard screen #3 of 9
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4. On the next screen, either keep the default values or change them as appropriate. This

screen sets up the traffic endpoints for the traffic wizard. The traffic wizard will use these as

Src and Dest IP addresses for packets to be transmitted, and it also has mapping logic to

ensure that each address is associated with the right P2MP label so that traffic is sent over

the correct P2MP tunnel.

RSY¥P-TE Wizard - P2ZMP Traffic Endpoints Configuration - PZMP-FunctionalTest1

Ixia Port Ixia Port
Tunnel IF : Tunnel
End Points  End Poirts End Paints
e Gl _—
_—--. . 20.20.20.1/24 -
s - { s
5 i ) = A
e . Ut R
O --. 30.30.30.1/24 ]
If--'-'-'!. - "J'----‘I
o VLA [0 = ) Tunnels YLAM D= 100 S
#p2p Tunnels = ¥p2p IF End Poinls = #p2p P End Points = ¥odp Tunseds =
#pdmp Rnnah = 1 #pdmp IF End Point =3 #¥admp F End Foinh = 3 #ping Tunresla = 1

10.200.134.45:12:09- Btheme

10.200.134.45:12:10- Btheme

— P2MP Tunnel Endpaintz Configuration

& Connected lnterfas

End Paint Type [=Fr ~ [T | [nzert IPvE Explicit MULL
— Head Traffic Endpaintz — Tail Traffic Endpaintz

IF Start |1nn.1 00.100.100 IF Start |224.n.n.1

IP Inter Head IEI.EI.1.EI IP Inter T ail IEI.EI.'I.EI

Ranage Range

[nizrement [nzrement

Mumber of Traffic I.I— MHurber af Traffic

Endpointz per Head Endpointz per T ail

Figure 34.
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5. Skip screens 5,6 and 7 (or change them as needed) and proceed to screen 8. Input

meaningful values so that the P2MP tunnel is sent with appropriate bandwidth requirements.
Note that the units are bytes per second for rates, and bytes for all other fields.

RSYP-TE Wizard - TSpec Configuration - P2ZMP-FunctionalTest1

Ixia Part
Tunnel IP :
End Points  End Points
4.4.4.1
=, -
-
wms=s -
|~-'- -:|_.-
-
In._____,r =
S - -
S
WAM IO =
#p2p Tunnals = #pip P End
#¥aldmp hnnah = { Apdmp P End

Palnls =

wints =3

20.20.20.1024

.
Fy

- SUT

20.30.30.1/24

Tunnels

10.200.134.45:12 :09- Bheme

Ixia Port

Tornel
End Faints
=
JI‘-_-_I‘]
Lot
= A

Fa =T

i e
- = 1'|

GRINEE
- J"----"I

S

WLAM D= 100
#p2p P End Poings = #plp Tunoels =
¥admp F End Poinh =3 #pdmp Turmls =1

10.200.134.45:12:10- Bheme

+ Conpnected lnferfoce

TSpecl > R

Token Bucket Size

Taoken Bucket Rate 500

PN 915-2602-01 Rev |

I'I 0o

Pealk. Data Rate &00

Minimurn Policed Unit |'3
b amirmumn Packet Size I-I A0

Figure 35.

¥ Sameazl > B
IEI—
IEI—
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6. Inthe last screen of the wizard, give this configuration an appropriate name and then select
Generate and Overwrite Existing Configuration.

RSYP-TE Wizard - P2ZMP-FunctionalTest1 ]

Ixia Port Ixia Port
Tunnel P
End Points  End Points
- 4.4.4.1
- { 20.20.20.1/24
T . UT =l
- 30.30.30.1/24
-
WLAM D = ) Tunnels WLAM D = 100
#p2p Tonel = ¥p2p P End Points = tp2p P End Ponts = ¥olp Tunnels =
¥admp Roneh = 1 #p2mp IF End Paints =3 #pdmp P End Peinh = 3 #pidmp Tunrmls = 1
10.200.134.45: 12:09- Btheme 10.200.1:34.45:12:10- Btherme

- Connecled Interfoce

IF'EMF'-Fun-:tinnaITest'I

" Save Wizard Config, But Do Mot Generate on Ports

" Generate and Append to Esisting Configuration

@Eenerate and Ovensnite Existing Configuratior:

" Generate and Ovenwrite All Protocol Configurations
[sARMIMNG : Thiz will clear the interface configurations alzo]

Figure 36. P2MP Wizard Screen #9 of 9
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7. After the configuration is generated, you may inspect the IP addresses that were generated.
Select the Connected Interfaces tab (Figure 37) — these correspond to the LSRs that
connect directly to the DUT. Unconnected Interfaces (Figure 38) correspond to the leaf
nodes behind the connected LSRs. Ixia emulates a branching node in front of the leaf nodes
for high scalability.

Test Configuration iCunnECtEd Interfaces ” Unconnected Interf... I GRE Tunnels I Discovered Meig

E 1. Port Manager = |
=HZa 2. Protocols

+ E X by oy ke e & Ay R s ®e [T 4RPonLink Up

ﬁiﬁ Rauting)Swite IP4 hazk WA WLARN
:4] authiaceess F IPvd Address ictth Gatewvay WTL Enable count WLAM IO
_ @ Traffic Groups 2020202 24 2020204 | 1,:33 F -
Hg— ! alallrald 2 Al Al ! v
:'J"f 3. Traffic . 30303 .2 24 3030311 15000 |7 1 i
- ]“‘ = ] Bl 3030322 241 3030321 15000 [F 1 fio2
E Protocal Interfa... =
[y U T e N O P T o Tt ]
Figure 37.  Connected interfaces
T2st Configuration
Test Configuration Connected Interfaces Unconnected Interf... | GRE Tunnels I
E 1. Part Manager | _ _
iJ'=J 2. Pratocals + Xty Gy e e .q"ﬁp o T e s [ ARP
okl I':l."'..t: o .
P B Bouting/ it Irterface Description | Enable Connected Yia Ped Address '
Q Authyaccess b
e e S A T
; - X - rotocolintertace -
Hhas 3. Traffic 4
o heclul 44435024 -23110-3 rd Protocolinterface - 2 4443
~(B 4. Event Schedue 555124-23111-1 ¢ Protocolinterface - 2 555
-l 5. Seatistic Setup 1| 25855453111 .2 [ Protocalinterface - 2 5552
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7= ~Ckd A4 1771 /DDD

Figure 38.  Unconnected interfaces
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Test Case: P2MP Functional Test

8. Select the Tunnel Tail Ranges tab and examine the number of P2MP IDs created to ensure
that they have the right quantity of unique numbers. Each unique number corresponds to a
separate P2MP tree.

Test Configuration Routing/owitching/interraces

Test Configuration

Diagram I Ports I Meighbor Pairs éTUﬂﬂEl Tail Ra_.. || Tunnel Head Ra... ITunneI He

E 1, Part Manager = | . . ) _ .
iJ-=J 5. Protocols To change number of 'Tunnel T all Banges', zelect 'Meighbaor Pairs’ tab, and enter number in 'MWa. of Tunnel Tail F
LN Routing/switc
D Auth/Access F Enable Emulztion Type BietEvior P Start IP Court P2RAP Icf P
@ Traffic Groups 1 ¥ RSVP-TE P2WF Ingress 0.0.00 1 0.00.11
+HG% 3. Traffic 2 [ RSVP-TEPIMP Ingress 0.0.0.0 1 0.0.042
_""iB 4. Event Schedule 3 ¥ | RSVP-TE P2MP Ingress 0.0.00 1 0.0.013
| 5. Skatistic Setu 4 ¥ RSVP-TEP2MP Egress 0.0.00 1 OO
' P 5 p R=VP-TE P2MP Egress 0000 1 oonaz
""m[; 6. Capture Il [E B RSVELTE PP Egress ol i G043
. = Tebkemnmbkad T
4 » 7 [+ REVP-TE P2MP Egress 0000 1 oot
g I RZVP-TE P2MP Egress 0.0.0.0 1 0001z
- MLD 2l ¥ | RSVP-TE P2MP Egress 0.0.00 1 00013
-0 OSFF 10 ¥ | RSWP-TEP2WP Egress 0.0.00 1 T T
-~ O5PFv3 11 W RSVP-TE PIWP Egress 0.0.00 1 00012
-2 PIM-5M/55M-v4
[:l Al 12 I REVP-TE P2MP Egress 0000 1 00013

Figure 39.  Tunnel Tail Ranges
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Test Case: P2MP Functional Test

9. In order to manually adjust the number of leaf nodes in the second neighbor, select the
Tunnel Leaf Ranges tab and manually change the IP Count for the second neighbor (this
corresponds to IP 5.5.6.1 in Figure 40) from 3 to 2.

File “iew Tools Setkings  Help

in = E] : %R Protocals Wizards I}J d ] El L2-L3 Traffic Application Trz
nfiguration Routing/owilching/inenaces
Test Configuration . . : .
Diagrarm I Pors I Meighbor Pairs I Tunnel Tail Ra... Tunnel Leaf Ra__ I
E 1. Port Manager | . -
H—1 Ta change number af ‘Tunnel Leaf Ranges', select Tunnel T all Ranges' tab, and enter number in ‘M
_—j-EJ 2. Protocols
Ro |u|'|r||:||
P2MP Id Behavior | Enahle IP Start P Court |4F L=FS
----- I..,.] AuthiAccess D
-@ Traffic Groups 1 00041 - 202020, ¢ Ingress p 5551 &) r
_J""z; 3. Traffic 2 Ingress I 5561 29 ©
_____ +.[) options 3 Ingress I 55741 31 [
4 00042-202020.8 | 5551 3
= 3 4, Event Schedule | L [ u
o 5 IMoress I 5561 20
Lh 5. Statistic Setup e ingrees [ R I
S EEE 7 00013202020 Ingress i 5551 I
g Ingress ¥ 5561 2
- IGMP =] cd u
] Imgress I~ 2571 N
-0 151546 10 000711 - 303030 Egress i 5551 1
- Lace 11 00.012- 303030, Egress ~ 5551 i
~( LDP 12 0.0.0.13-30.50.30. ;) Egress I FEA 3 I
D MLD 13 0.0.011 -3030.31.: Edress I 2561 2 I
a HSVF’ TE 14 00012-30303 | Egress i 5561 2l C
15 0.0.011 - 303032, ; Edress I 2501 ) I
16 00012 -303032.: Egress Ird 5571 3 r
D AP 17 0.0.013-30.50.32. ) Egress I 257 3 I
~[771 RIPhn

Figure 40. Tunnel Leaf Ranges

10. One tip to aid troubleshooting is to configure each of the neighbors to use a different start
label value so that if something doesn’t work, you can easily identify which neighbor is not
working based on the label value.

Diagram I Parts | Neighbor Pairs I‘TunneITaiI F... I Tunnel Head ... I Tunnel Head ... I Tunr

o W TH NT HestartNeighbDr[s]l

Enahle Refresh | Summary Refresh
Port Lakel Space Start | Label Space End Feduction Intervval (ms)
1 10200134 45120 1,000 100,000 r 15,000
2 10200134 451241 2,000 100,000 r 15,000
3 3,000 100,000 E 15,000
4 4,000 100,000 [ 15,000

% Meighbor Pairs h Graceful Restart - Helper Maode h Graceful Restart - Restarting Mode Advanced A All

Figure 41. Neighbor Pairs to Change Label Start Value
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Test Case: P2MP Functional Test

11. Once you’re certain that the generated configuration exactly matches what the test calls for,
you may go ahead and start all protocols by clicking on the Start All Protocols button near

the top of the window. This will start not only RSVP-TE as well as the dependency protocol
OSPF-TE.

|l-r'd IxMetwork [default_gzhangl.ixncfg]

File Wiew Tools Settings Help

i |
Test Configuration n tarl: Protocols ngyir
Test Configuration Starl: .ﬁ.II Pratacols
__________________________________ pratts | N

----- E 1. Pork Manager =
__} =J 2, Pru:utu:u:u:uls

Figure 42.  Start All Protocols

12. The quickest way to verify that all P2MP LSPs and sub-LSPs are up is by going to the
RSVP-TE protocol statistics display as shown below. There should be 3 P2MP LSPs (or
tunnels) since there are 3 senders. There are 24 sub-LSPs because there are 3 LSPs, each
trying to reach 8 leaf nodes distributed across 3 VLANSs. You can tell that the DUT worked
exactly as expected in Figure 43.

Statistics | | | | |
| [ e

E RSYP Aggregated Statistics

tal: &)
atal: 4)

sl Proto...

O
Statisti
p— g ngress LSPs Configured Ingress Subl SPs Configured | Ingress L5Ps Up | Ingress SubLSPs Up | Egress LSPs Up | Egress SublLSPs Up | Do
o5 @ o o
a ] ] 0 3 .
5 (Tokal: 4) @

; .

Figure 43.  Overall Protocol Statistics
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Test Case: P2MP Functional Test

13. In addition to the high-level view of the total numbers of LSPs Up shown above, IxNetwork
provides comprehensive RSVP-TE state machine statistics, as shown in Figure 44. In most
cases, the statistics themselves may tell you what is wrong when some of the LSPs are not
up.

[ Rs¥P Agaregated Statistics

Path Tears Tx | Path Tears Rz |RES¥s Tx | RES¥s Rz | RESY Tears Rx | RESY Tears Tx | Path-ERRs Tx

57 0 0 0 D 15 0 0 o
o 18 o 0 15 o 0 0 o
Path-ERRs Tr | Path-ERRs Rx | RES¥-ERRs Tx | RESY-ERRs Rx | RESY Lifetime Expirations | PATH Lifetime Expirations |
o 0 0 0 0 70
o e e e 18 o
RESY-CONFs Tx | RESY-CONFs Ru | Egress Dut of Order Msgs Rx: | HELLOs Tx |HELLOsR# |ACKsTx  |ACKsRx | NACKs T
0 0 0 o 0 0 o 0
0 e D o e e 0 0
SREFRESHs Tx | SREFRESHs RX | Bundle Messages Tx | Bundle Messages Rx | Paths with Recovery-Label Tx | Paths with Recover
16 17 0
17 0 0

Figure 44. Comprehensive protocol engine statistics

14. In addition, Analyzer provides bidirectional capture of control plane packets and may be
used to troubleshoot setup issues easily.

oM [10.200.134.45:12:09-Ethernet - Conkral *10.200.134.45:12:10-Ethernet - Cantral |

I Analyzer | Network Packets (130 items)
2l Folders Packet Mo~ Time Packet Length Source WMAC Diest WMAC Source IP Diest IP Protocol
= nom 00:00:06.335583 258 bytes 00:00:09.7E:CC:93 00:00:03:7E:CC:94 4.4.41 5551 R5WP
< 000z 00:00:06.335810 258 bytes 00:00:09:7E:CC:99  00:00:09:7E:CC:94  4.4.41 5552 RSWP
&L Test Configuration = 0003 00:00:06.335834 258 bytes 00:00:09:7E:CC:99 00:00:09:7E:CC:94 4.4.41 5553 RSWP
— < 0004 00:00:06.335937 258 bytes 00:00:09:7E:CC:99  00:00:09:7E:CC:94  4.4.41 5561 RSWP
Sttt L0005 ODODDB3SEI0S 258 bytes DD0D097ECC9S ODOD0STECCHA 4.4.41 5562 RSP
[1 analyzer = 0006 00:00:06.336068 258 bytes 00:00:09:7E:CC:99  00:00:09:7E:CC:98 4.4.41 6563 RSVP
< o007 00:00:06.336118 258 bytes 00:00:09:7E:CC:99  00:00:09:7E:CC:98  4.4.47 8571 RSVP
@ Data Miner < 000z 00:00:06.336171 258 bytes 00:00:09:7E:CC:99  00:00:09:7E:CC:98  4.4.47 8572 RSVP
|T| <L 0009 00:00:06.336242 258 hytes 00:00:09:7E:CC:99  00:00:09:7E:CC:98  4.4.47 5573 RSVP
L — 1 JLOM0 0:0R06391396 258 hytes 00:00:09.7E:CC:99  00:00:037E:CC:34 4.4.4.2 5551 RSYP
[Flnw Surmmary ) Ladder Diagrann 4k |:| [ PATH Message. SESSION: PZMP LSP TUNNEL IP¥4, P2MP ID 11, Tunnel ID 10, Ext Tunnel ID 67
[+ <L Frame 3 (255 bytes on wire, 258 bytes captured)
Flow Summary \ g 4 <L Ethernet I, Sro: 00:00:09:7e oo 99 (00:00:0%: 7 & 0c:99), Dst: 00:00:09: 7& oo 9 (00:00:09: Feico: 9a)
z rnessa_ge(s) _and ) 1] <L Internet Protocaol, Sre: 4441 (4.4.4.1), Dst 555305553
2 endpaint{s) in Pl =] ., Resource Reseration Protocal (RSVP). PATH Message. SESSION: P2MP LEP TUNNEL IPY4, P2MP ID 11, Tunnel I
this flow. @more.. e & o RSVP Header. PATH Message.
, [+ @ SESSION: P2ZMP LSP TUMMEL IPY4, P2MP ID 11, Tunnel ID 10, Ext Tunnel I 67372033 (4.4.4.1).
i 00:00; 06, 365884 L= PFATH Message. SESSION: P2MP [+l @ HOP: IPvd, 2020201
2 00:00:23.459090 [3= PATH Message. SESSION: F2MP a +| o TIME%ALUES: 30000 ms |
0ooooo20 05 03 94 04 00 00 11 01 D1 5C 40 00 00 DC OO0 10 ........ @
gooooo30 01 0D OO0 00 OO0 OB 00 00 00 0OA O4 O4 04 01 00 OC . ... .. ..
gooooo40 03 01 14 14 14 01 00 00 00 00 OO0 08 05 01 00 0O ... .....
00000050 75 30 00 08 13 01 00 00 06 00 00 14 CF 07 OF 07 w0...... ..
gonoooe0 05 OB 34 2E 34 2E 34 2E 31 20 31 30 30 00 00 14 . 4.4.4. 1 10
gooooo70 0B OC 04 04 04 01 00 00 00 64 04 04 04 01 OO 0O ... ... .. d..
0000oo80 00 03 00 24 OC 02 00 00 00 07 01 00 OO0 06 7F 00 .. .5.... ..
gooooos0 00 05 43 FA OO0 00 44 7a 00 00 44 16 00 00 00 0O . .C...D= D.
go0noooAQ 00 00 OO0 00 OS5 DC 00 54 0D 02 00 00 00 13 o1 &0 .. .....T .
00000D0OBO 00 08 04 00 OO 01 00 00 OO0 00 06 OO0 OO0 01 OO0 0O ........
goooooco 00 00 08 00 OO0 01 00 00 00 00 04 0O OO 01 o0 oo ..o ......
gopooop0 05 DC 02 80 OO0 08 85 00 00 01 00 00 OO0 00 86 OO
4| | _;I 000000EQ 00 01 OO0 00 OO0 00 87 00 D00 01 OO0 0O OO0 OO 88 UU[%. .....
Figure 45. IXAnalyzer for Bi-directional protocol capture and decode

PN 915-2602-01 Rev | June 2014 44



Test Case: P2MP Functional Test

15. To get a complete view of the status of all LSPs, you may go to the Port Learned Info to list
all LSPs and sub-LSPs and their status for that physical port, as well as detailed
configuration parameters associated with the LSP.

[ 10,200.134,45:12:09-Ethernet - Control 10,200,134, 45: 12: 10-Ethermet - Contral |

Packet Nov  Time Packet Length Source MALC Dest MAC Source IP Dest IP Pratocal
=M 00m 00:00:06.385589 258 hytes 00:00:0%:7E:CC:99  00:00:0%:7E:CC:34 4.4.41 5551 RSP
= 0002 00:00:06.385810 258 bytes 00:00:0%:7E:CC:99  00:00:0%:7E:CC:94 4.4.41 55562 RSWP
= 0003  OO:00:06.385884 258 bytes 00:00:0%:7E:CC:39  00:00:0%:7E:CC:34 4.4.47 5553 RSWP
<L 0004 00:00:06.385937 258 bytes 00:00:0%:7E:CC:33  00:00:0%:7E:CC:38 4.4.41 55.6.1 RSWP
L0005 00:00:06.386009 258 bytes 00:00:0%:7E:CC:33  00:00:0%:7E:CC:34 4.4.41 55.62 RSP
L0006 00:00:06.386088 258 bytes 00:00:0%:7E:CC:99  00:00:0%:7E:CC:34 4441 5563 RSWP
<L 0007 00:00:06.386118 258 bytes 00:00:0%:7E:CC:99  00:00:05:7E:CC:34 4441 5571 RSWP
<0008 00:00:06.386171 258 butes 00:00:0%:7E:CC:99  00:00:0%:7E:CC:34 4.4.41 5572 RSP
= 0009 00:00:06.386242 258 bytes 00:00:0%:7E:CC:99  00:00:0%:7E:CC:94 4.4.41 5673 RSWP
<L 0010 00:00:06.391396 258 bytes 00:00:0%:7E:CC:38 4442 55.5.1 RSWP

[ _o&X]

m 4 b PATH Message. SESSION: PZMP LSP TUNNEL IPY4, PZMP ID 11, Tunnel ID 10,

| Metwork Packets {130 items)

K

4.4.4.1:0
RS¥P Endpoint

85884
59020

Ii'l— PATH Messane. SESSION: P2MP
3= P& TH Message. SESSION: P2MP

Figure 46.

[#] = HOP: IPvd,

2020201

+| e TIME WALUES: 30000 ms

[+ <L Frame 3 (258 bytes on wire, 258 bytes captured)
# <L Ethernet Il, Sro: 00:00:09: Fercc: 99 (00:00:09: 7e:co:99), Det: 00:00:09: 7erco: 9a (00:00:09: Teco
# <L Internet Protocol, Sro: 4.4.4.1 (4.4.4.1),Dst 5553 (5.553)
=] <\ Resource Reseration Protocol (RSYP): PATH Message. SESSION: P2MP LSP TURNEL IPY'4, F

[+] = REVP Header. PATH Meszage.
] = SESSION: P2MP LSP TUNMEL IPY4, P2MP 1D 11, Tunnel ID 10, Ext Tunnel I 67372033 (4.4,

gooooozo 05
oooooo3o 01
oooooo4o 03
ooooooso 75
oooooosn 0%
gooooo7o 0B
noooooso oo
ooooooso 0o
ooooooA0 00
ooooooed 0o
goooooco 0o

000000DoENOERD

Port Learned info to aid troubleshooting

16. There are situations in which the sub-LSPs were initially up but gradually go down. In order
to save memory, IxNetwork will by default discard these sub-LSPs. If you want to keep the

dead LSPs visible in the Port Learned Info, enable the feature called Store Down LSP

under the Neighbor Pairs tab before you start the protocol.

| &

5 E] Lzl Traffic B

Cd Bl

Application Traffic

Diagram IF'ans Neighbor Pairs || Tunnel Tail F... ITunneIHead... ]TunnelHead... ITunn

W B W Restat Meighbors) |
Mo of Tunnel Er
Enakle Cur P DUT IP Tail Ranges Store Dowwn LSP :
1 I~ 20020022001 2020202 & E
2 W 2020202 20202041 3 [vd
3 I~ 2002021 2 2020201 2 ™
4 I 2020222 2020201 3 vl
Figure 47.  Enable/disable store down LSP
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Test Case: P2MP Functional Test

17. Launch the advanced traffic wizard. Set Source/Dest Mesh to Many-Many and Route
Mesh to Fully Meshed. The Merge Destination Range option should be checked. This is
to ensure correct measurement for multicast traffic. In the Source list, expand the All Ports
list and select RSVP Head Ranges. In the Destination list, expand the All Ports list and
select RSVP Tail Ranges. Click the add endpoint sets icon.

= Traffic Itesy ———————————— —— Spurce / Destination Endpoints
Traffic Mame | PEMP-Traffic Traffic Group ID Fiters |Mone selected
1 [ Traffic |IPwvd
vpe of Traffic | IPy ‘Sgurce | T Q ‘ |Destinati0n [ e T Q 2
— TrafficMesh —————  [5}[¥] all Ports =] Al Ports

Source/Dest, | Many - Many D O5PF Stub Metwork
- 1SYP Head Ranges
RoutesfHosts | Fully Meshed D Interfaces

-] OSPF Stub Netwark
[] trterfaces
RSYP Tail Ranges

[] i-Directional ] 10.200,134.41:02: 15-Ethernet -|:| 10,200,134,41:02:15-Ethernet
[+ osPr [£H[#] 10.200.134.41:02:16-Ethernet
[ Allowe Self-Destined H -
[H¥] RSvP-TE [ ospF
] Interfaces - RSVP-TE
G4[] 10.200.134.41:02: 16-Ethernet =[] Interfaces

3| | |g| — Endpoint Sets

| Encapsulation Source Endpoints | Destination Endpaints | Traffic Groups
[=] Name: EndpointSet-1

1 » E Endpoints 9 Endpoints Mone selected
= Name: Endpointset-2

z <Mew = <Empky > <Empky > Mone selected

Murnbet of haosts per Route 1

erge Destination Ranges

Uncheck this option ko test averlapping
WPN addresses

Figure 48.  Advanced traffic wizard used to construct P2MP traffic items
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Test Case: P2MP Functional Test

18. Skip the next few wizard pages and go to Flow Tracking. Select MPLS: Label Value and
IPv4: Destination Address. This will track per-flow stats for the selected fields.

=N Advanced Traffic Wizard

@ Endpoints Flow Tracking

—— Track Flows by
@ Packet / Qo3 TrafFfic Item
E}E: Flow Group Setup D Source/Dest Endpoint Pair
[] sourceiDest value Pair
g Frame Setup [ source/Dest Port Pair
[] source Endpaint
@ Rate Setup [ Dest Endpoirt
D Source Part
% Flows Tracking D Traffic Group ID
= (] Ethernet II : Destination MAC Address
|;1 ~ ) Preview [] Ethernet 11 : Source MAC Address
I ; D Ethernet II : Ethernet-Type
g‘? validate [ ] Ethernet II : PFC Queus

MPLS : Label Yalue

| MPLS : MPLS Exp

[] tPv4 ! Precedence

(] 1Pv4 : Source Address

(v} IPw4 : Destination Address
i Cuskom Crerride

Figure 49.  Flow Tracking for P2MP Traffic

19. If there are any traffic generation errors, resolve them before proceeding. Once error-free
traffic is created, you may push the traffic definition to the Ixia hardware by clicking L2-L3
Traffic. Then start traffic by clicking the green triangle symbol.

xN IxNetwork [pZmp.ixncfg]

File Wiew Protocols L2-L3 Traffic  Tools  Settings  Help
|ﬁ = || |‘.‘§Pr0tocols wWizards (5] gl || | =) ” |E{Iv L2-L3 TraFFi: @ || | (2 Clear CPJDP Stats 7 Clear Statistic |D
Tesk Configuration E‘ i | Q‘ Basic Wizard E'ii Advanced Wizard -Irg QL

Test Configuration

H 1. Fort Manager I
I_T}EJ 2. Protocols

ﬁiﬁ Routing/Switching/Interf aces
: Q AuthfAccess HostsDCB
@ Traffic Groups
(B

----- D Cptions
(B 4. Event Scheduler
|l 5. Skatistic Setup

-1 8. Capture

[ PR
(0 [v) (5
[Eim] Al Traffic Thems

&l

12 Al Flow Groups
g Al Quick Flow Groups (Empty

Traffic Items

SrcfDest

Transmit Skate Mesh

Traffic Item Mame Enabled

P2MP-Traffic

Endpoint Sets for selected item(s)

e T — T T T

Figure 50.  Push traffic streams to hardware and start traffic
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Test Case: P2MP Functional Test

20. View per-flow statistics by going to the Statistics tab on the main window and clicking on

Traffic Item Statistics. This will provide an overview of traffic for all RSVP-TE neighbors. In
case of loss, right-clicking on the traffic items statistics allows you to select a drill down level
view for any tracking items previously selected. The drill down view provides important
troubleshooting details and allows quick isolation of troubled LSP.

r_|
j Traffic Ttem Statistics EER User Defined Skatistics
AT I;I #3 | Customize Traffic ¥i. .. |E| - ﬂ AT I;I A3 Qv Customize Traffic ¥i... |E| - ﬂv
H MPLS:Label Yalue
Traffic Item | Tx Frames | Rx Expected Frames | R E
dag a Co eade 1=
PZMP—TraFTir [ 15 qag =nz 17 0ac 3z
Shiow wigw as Floating MPLS:Lab... | TxFrames | Rx Fxpect...| Rx Frames| Frames D... L
. ShowHide Overview 2,000 4,331,768 4,331,763 4,331,763 0
I i )
Lizplay iz a3 Chiart 2,001 4,331,767 4,331,767 4,331,767 ]
Hide wiew
E Show view as Floating 331,767 0
Shews v ShowHide Crwerview
Define Alert... _
Edit Alert, .. Hide: vigw
Remove Alert Show »
Add to Custom Graph » Defing Alert ..
| Drill Dowin per MPLS:Label Yalue| Edit Alert...
Crill Cown per IPv4 :Destination Address Remave Alert
Show Al Filkered Flows aildl o Custom Sragh v =
Drill Ciown per R Port
) I Drrill Down per IPsw4 :Destination .C\ddressl
(CUB I oc Show all Filkered Flows
Edit Filter Selection Customize, ..
Edit Statistics Designer
Edit Filker Selection
Edit Skatistics Designer
Figure 51.  Multi-level Drill Down Per Flow Statistics
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Test Case: P2MP Functional Test

Test Variables

For functional test, the key is to cover all the basic functions of the DUT. The test may be easily
expanded to test the following list of key features. IxXNetwork P2MP emulation software may be
used to cover all of these test variables.

e Add more test ports to test DUT branching capability on a physical port
e Test DUT branching on both physical ports and VLAN sub-interfaces

e Test DUTSs acting as a root or leaf

e Test DUT’s ability to handle EROs and SEROs

e Test DUT'’s ability to handle refresh and message bundling

e Test DUT’s ability to perform fast reroute and measure convergence time

Results Analysis

If the test is set up correctly, the control plane statistics will show a matching amount of Ingress
LSPs Configured and Ingress LSP Up at the root port and Egress LSP Up at leaf ports. This
indicates that P2MP tunnels are all up from both the ingress and egress points of view.
Moreover, the Ingress SubLSPs Configured and Ingress SubLSPs Up at the root port should
match the Egress SubLSPs Up at the leaf port. This indicates that all sub-LSPs are up and all
tunnels from root have reached all intended leaf nodes.

Test Configuration Progress

Statistics

__ statistics | | I I
=

RSYP Aggregated Statistics

il &)

- - M [
a4 W ! I:_J |P0rtSessmnTrack|ng j ey | R

proto... [ Drag a column header here to group by that colu;
-atistics  [] Bt
Frame o gress LSPs Configured | Ingress SubLSPs Configured |Ingress LSPs Up | Ingress SubLSPs Up | Egress LSPs Up | Egress SublSPs Lp | Dowr

0 0
= 0 0 0 a

Figure 52.  Control plane statistics

In case of full or partial failure, Port Learned Info may be used to provide a comprehensive
summary of LSPs and sub-LSPs. It's very easy to spot bad LSPs from this page. If there are a
large number of LSPs, filters are available to identify and isolate the specific LSPs of interest.
Don’t forget LSPs that have been dead for a long time are automatically removed from memory.
If you want to keep them in memory, you should enable Store Down LSP under Neighbor Pair
in the main protocol GUI before you start protocols (see Step 16).
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Test Case: P2MP Functional Test

Hou mg/awicningsimenaces

Part learned info records: 24 Refresh I Filter |
r— Learned Info Filters

Field Mame Include it Filter Filter alue Field Mame Inelude in Filker Filter alue

Session Type ' [==) - Leaf IP I~ ID.D.D.D

FEMP 1D Session P - 0.0.0.0 FP2rP Sub-Group Onginator 1D | [~ IU.U.U.D

Turinel 1D I i F2MP Sub-Group 1D I~ il

Head End IF - 0.0.0.0 Label Type r Assigned vl

LSF 1D ' ID Label Il 0

Current State - Dawn vl Rezervation State I INDne vl

Last Flap Reazon ' MHane vl

r—Learned Info
) - Currert
P2MP DY Session P Tunnel 1D Head End IP LR ID Leaf [P Sub Group Originator 1D Sub Groug 1D e

1 0.0.0.11 10 4.4.4.1 100 25451 4.4.4.1 Up
2 0.0.0.11 10 4.4.4.1 100 2552 4.4.4.1 1Up
E 0.0.0.11 10 4.4.4.1 100 35353 4.4.4.1 Up
4 0.0.012 10 4442 100 2551 4442 Up
g 0.0.0.12 10 4442 100 5552 4442 3:Up
B 0.0.0.12 10 4442 100 5553 4442 Lp
T 0.0.0135 10 4443 100 5551 4443 Lp
g 0.0.0135 10 4443 100 5552 4443 1:Up
=] 000135 10 4443 100 5553 444535 Lp
10 00011 10 4441 100 5561 4441 Lg
11 00011 10 4441 100 5562 4441 Lig
12 00011 10 4441 100 5563 4441 Lig
13 00012 10 4442 100 55651 4442 Lig

Figure 53.  Port learned info for troubleshooting and single page view of all Sub-LSPs

From the data plane perspective, all flows should pass traffic without frame loss. In the case of
frame loss, you can drill down on the MPLS label to see which labels are experiencing losses.
You can also open the packet editor on the traffic wizard using the flow group property and
examine the list of labels placed in the packets. In case of doubt, go to Port Learned Info to
find exactly which label was assigned to the sub-LSP by the DUT and by cross checking these
values, problems may be easily identified.

PN 915-2602-01 Rev | June 2014 50



Test Case: P2MP Functional Test

i — = s P
MPLS:Label Yalue
Drag a column he [ [ [ tmsiamsa
Traffic Item | Tx Frames | Rx Expected Frames | RH
- Drag a column header here
i % Ca EEa o Caf EEa z :
Shaw wiew as Flaating MPLS:Label ¥alue Tx Frames | Rx Expect... Rx Frames | Frames D...
ShowfHide Owverview > 000 545,520 845,520 845,520 0
Displ i Chark
IRy e a5l <l 01 845,520 845,520 845,520 0
Hide wiew
845,519 845,519 345,519 o
Show »
Define &lert, ..
Edit: Alert...

Remave Alert:

Add bo Cuskan Graph

Corill Doown per R Part

Drill Down per JWPLS:Label Yalus
Crill Down per IFy4 :Destination Address
Show All Filkered Flaws

Custamize, .,

Edit Filter Selection

E Cdib Tk akimkims Fommimem e

Figure 54.  Drill Down Per flow statistics

Troubleshooting and Diagnostics

Problem Description

Can’t Ping from
DUT

Check the Protocol Interface window and look for red
exclamation marks (!). If any are found, there is likely an IP
address/gateway mismatch.

LSPs won’'t come
up or partially up

e Goto Port Learned Info to discover which sub-LSPs are up
and which ones are not. Use Filter if needed to pinpoint to the
exact LSP in question.

e Enable Store Down LSP under Neighbor Pairs to allow the
Learned Info to store dead LSPs indefinitely.

e From the Test Configuration window, turn on Control Plane
Capture, then start Analyzer for a real-time sniffer decode
between the Ixia Port and the DUT port.

After stop/start
protocols or link
down/up Traffic
100% loss

Check the Warnings columns in the Traffic view and make sure
there are no streams that say VPN label not found. The DUT may
have sent new label info. If so, regenerate traffic by right-clicking
the traffic item. Then Apply traffic.

Traffic statistics are
not correct

Make sure the needed traffic options are enabled as described in
step 17 and 19.

Not all sub-LSPs
are up and it's hard
to tell which ones
are not

One tip is to assign different label spaces for different neighbors
(as described in step 10). Based on the label value it may be
easily spotted which neighbors contain bad sub-LSPs. The
wizard, by default, will generate the same label start value for all
neighbors.
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Test Case: P2MP Functional Test

Conclusions

RSVP-TE P2MP emulation software in IXNetwork is a feature rich and comprehensive testing
tool. It covers all major protocol features typically implemented by a DUT. The protocol wizard is
easy to use and very flexible, not only for functional tests but also for scalability test. IXNetwork
includes many built-in troubleshooting utilities which allow you to quickly identify and isolate
problems. The traffic wizard allows you to send traffic with specified endpoints over the correct
P2MP tunnel. Statistic displays provides an instant indication of whether or not there are any
problems from either the control or data plane.
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Test Case: P2MP Scalability Test

Test Case: P2MP Scalability Test

Overview

P2MP scalability testing is a bit more challenging than feature testing. There are a number of
ways to scale up a test; each of them will test DUT scalability, measuring multiple limits. Figure
55 illustrates different dimensions in which a test may be scaled up, labeled D1 through D4.

¢ D1: By simply increasing the number of emulated leaf nodes per neighbor, you may
discover the maximum number of leaf nodes supported by a DUT, and the maximum
number of sub-LSPs that may be sustained by a DUT.

e D2: By increasing the number of neighbors or the number of sub-interfaces, you may find
the maximum number of VLANs a DUT can branch either on a single physical interface or
as a whole. This usually is determined by a DUT'’s ability to replicate labels on a per-
interface or per-system level, which is a key measurement of system performance.

o D3: By increasing the number of root nodes (head end of the tunnel), you may determine
the maximum number of P2MP tunnels (or trees) that a DUT can sustain with unique head
end info and P2MP IDs.

o D4: Even with the same set of root and leaf nodes, you may also increase the number of
tunnels (as identified by unique tunnel ID) or the number of tunnel instances (as identified by
unique LSP ID). Both may be used to discover the tunnel, LSP and sub-LSP capacity of a
given DUT.

In real-world scenarios, it usually takes a combination of all of the above to truly identify system
limits.
Objective
The test objective is to discover whether or not the DUT can establish and maintain:
e Ten P2MP trees with five distinct root nodes to reach the same set of 20 leaf nodes
e The 20 leaf nodes are separated by five distinct VLANs
e Each of the 10 P2MP trees contains 20 unique P2MP tunnels
e Each of the 200 P2MP tunnels contains 5 unique LSP instances

This test is designed to reveal whether the DUT can handle the following capacity requirements:
10 P2MP Trees, 200 P2MP Tunnels, 1000 P2MP LSP Instances and 20,000 P2MP sub-LSPs.
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Test Case: P2MP Scalability Test
Setup

Two Ixia test ports are used to emulate root and leaf nodes that surround the DUT with the
specified number of nodes.

- DUT-Branch 1+ 5y N

Ixia Head

Ixia Tail

Figure 55.  P2MP test setup allows many dimensions for scalability test
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Test Case: P2MP Scalability Test

Step-by-Step Instructions

1. Launch the RSVP-TE Wizard and select SUT = Transit, set Emulation Type = P2MP,

and Tunnel Configuration = Fully Meshed.

RSYP-TE Wizard - Port Select - ScaleTest

Ixia Port

Tunnel P
End Pointz  End Poirts

- 44.4.1
- ( 20.20.20.1/24
4 --- A

o s’ suT —

: /
m———— !
'.h____ru, 30.30.30.1/24
R WLAM I = | Tunnels
tp2p Tonnaly = ¥pZp IF End Poink =
¥pdmp Fnnal = 200 #amp P End Poink =5

Ixia Port
1 Tunnel
End Points  End Paints
55481 I
M, "d: ___'.:‘
I.‘_-. J:'__-"'-"'-\j
- --:'-"'
- -
= .
ISR -G
- o
e
4"_;---.}
WiaM 2= 100
fpZp FEnd Poink = ¥pdp Tunneds =
#almp P End Peinh = 1 Bpig Tunvls =[1

10.200.1:3.46:01:03-Bheme

10.200.134.46:01 :.04- Bheme

* Connecled Inferface

— Mode
@SLIT = Transit Emulation Type innel Configuration
= CUT = Head |P2mp =] Fully Meshed |~ ]
50T =Tail [ Bi-Directional

— Select Port(z] far "Wizard Configuration

Left | Right e
Port Port Tunnel Type Part Description
1 )i | r Inorezz 10.200.134 48:01:03-Ethernet - 104
2 ™) Egress 10.200.134 46:01:04-Ethernet - 10/
Figure 56. P2MP wizard screen #1 of 9
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Test Case: P2MP Scalability Test

2. We strongly recommended that you enable both SRefresh and Bundle Message
Sending for scalability test. Enter 1 and 5 as the number of neighbors for the root port
and leaf port respectively. As an aide, a yellow box with a letter has been placed

alongside the parameter value to indicate which dimension the parameter is for (refer to

the dimension explanation of D1, D2, D3 and D4 above). Make sure Enable VLAN is

checked and enter an appropriate VID and step size.

RSYP-TE Wizard - IP Address - Transit - ScaleTest

Y |
S VA D = '

Aplp Tunnels = ¥p2p IP End Poinls =
¥pdmp henah = 200 #p2mp P End Poink =5

100200134 46:01:03- Brheme

| LKA -~
Tunnels VAN D = 100 ;
#pip P End Points = ¥plp Tunreds =
¥p2mp P End Poinh = 1 Br2 e Tuneels. =0

10.200.1:34 4601 :04- Bheme

* Connecled faterfoce

— Meighbor configuration

IGP [0SFF -]

nable SRefrezh

efresh Interval |1 5000 s

@}Enable Bundle Message Sending

™ Inerement SUT &ddress

IFP Address ID.D.D.1
Ihicrement

[” EnableWLAM

YLAN 1D 100

Increment I1

r— Left Port — Right Port
Mumber Of Mumber OF fe
Meighborz (IJ) b3 Meighbors (E) 0
SUTIP |2D.2D.2D.1.n"24 SUT IP |30.30.30.1.:"24
Address Address
[ Configure Tester IP Address [~ Configure Tester IP Address
Tester P IZD.ED.ZDE Tester [P |3D.3|13D.2
Addrezs Address

¥ Increment SUT Address

|IP Address ID_D_-I I
Inerenment

nable YLaN

YLAN 1D 100

Increment I1

Figure 57. P2MP wizard screen #2 of 9
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Test Case: P2MP Scalability Test

3. Set the Number of IP Endpoints per Neighbor (Head) to 5 to simulate 5 unique root
nodes. Set the Number of IP Endpoints per Neighbor (Tail) to 4 for each of the 5
egress neighbors to simulate a total of 20 leaf nodes. Under Number of P2MP IDs,
enable Per Sender and enter 2. This will generate 10 unique P2MP IDs to simulate a
total of 10 P2MP trees. Note that in order to make sure each tree is using different I1Ds,
it's necessary to enable both Inter- and Intra—Sender P2MP ID Increment. Enter 20 as
the number of Tunnels per P2MP to create a total of 10*20=200 P2MP tunnels. Also
enter 5 in LSP Instances per Tunnel. This will create a total of 200*5=1000 P2MP LSP
Instances. Enter the appropriate values for Tunnel ID Start and LSP ID Start.

RS¥P-TE Wizard - PZMP Tunnel Configuration - ScaleTest

— P2mP Tunnel Configuration

Mumber of IP End Paoints per Mumber of IP End Paintz per
MeighborHead) MeighborT ail)

On Qo
[™ Use Head Poit Connected [P [~ Use Tail Port Connected P
Head End-Point IP &ddress Tail End-Point IP Address
|4.4.4.1 /24 |5.5.5.1 /24
Inzrement By Increment By
Iu_n_m IEI.D.EH
Inter-neighbar Increment Inter-neighbar Increment
|n.n.1.n |n.n.1.n

— Murmber of P2MP |dz

{* Per Sender @- D4

" Per Egress Meighbor I'l

—P2mP Id
|F* Format IEI.EI.EI.1 1] Murnber Format I'l 1]
@ Inter Sender PZP Id [ncrement ®Intra Sender P2MF |d Increment
[ [
ze P2MP |d as Tunnel Ild —— ze FEME I a2 Tunmnel ld ——

Tunnelz per F2MP '@ D4 Tunnels per P2MP I-I
Tunnel |d Start I1 Tunnel 1d Start

I'I—
L5F Instances (l: j L5F |nstances I-]
per Tunnel L per Tunmel

|'|

LSF Id Start |'| 0,000 L5F [d Skart

Figure 58. P2MP wizard screen #3 of 8
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4. Skip the rest of the wizard screens or make changes on them as needed and scroll
through to the last page of the wizard. If needed, you may refer to the functional test for
explanations of the screens and parameters. Give an appropriate hame and select

Test Case: P2MP Scalability Test

Generate and Overwrite Existing Configuration.

RSYP-TE Wizard - ScaleTest

Ixia Port
Tunnel 13
End Points  End Points
- 4.4.4.1
o --. ( 2020201724
- y
T s SUT
- 30.30.30.1/24
oo VLAN D= | Tunnels
Mp2p Tk = 2
#mp Tneahs = 200

10.200.1:3.46:01:03- Bheme

Fa

i

Ixia Port
Turnel
End Paints
oy
= )
amas
= J
-
.
=~ -‘I
e ar
WIAM D= 100
tp2p P End Poants = ¥olp Tunoels =
#:2mp P End Poinis = 1 Bpdrmp Tuneals =0

10.200.134.46:01 .04 Bheme
+ Connecled Interfos

PN 915-2602-01 Rev |

| ScaleT est

™ 5ave Wizard Config, But Do Mot Generate on Ports

™ Generate and Append to E isting Configuration

@%G enerate and Ovenanite Exizting Configuration

{” Generate and Ovenarite A1l Protocol Configurations
[aARMIMG : This will clear the interface configurations alza)

Figure 59.
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Test Case: P2MP Scalability Test

5. Visually examine the configuration generated by the protocol wizard and make

adjustments as required by the DUT. For example, by default the wizard will use the
same tunnel ID (1-20) for all tunnels belonging to different P2MP trees. This is fine. If

you want each tunnel to use a unique tunnel ID to aid troubleshooting when something

doesn’t work, however, you may optionally click on the Tunnel ID Start column and
right-click for Increment by and then enter a value of 20. This will force all tunnels to

use different tunnel IDs. In a similar way, you may make the same changes on the LSP

IDs as shown below.

n I Ports I Meighbor Pairs Tunnel Tail Ranges lTunneI Head Ranges I Turnel Head to Leaf nfo I Tunnel Leaf Ranges I Turnel Tail
nge number of 'Tunnel Tail Ranges', select 'Meighbor Pairs' tab, and enter number in Mo, of Tunnel T ail Ranges' field

. ; Tunnel 1D | Tunmel D | Mo

Emulation Type Behawiar P Start IP Court P2hP Il P2MP Id &= Mumber Start Court Hes
REWP-TE P2MP Ingress 0.0.00 1 0.0o10 10 1 20
REWP-TE P2MP Ingress 0.00.0 1 00011 11 21 20
REWP-TE P2MP Ingress 0.000 1 o0ooi2 12 41 20
REWP-TE P2MP Ingress 0.0.00 1 00013 13 &1 20
RSWP-TE P2WP Ingress 0.00.0 1 o0no14 14 g1 20
REWP-TE P2MP Ingress 0.000 1 0onis 13 101 20
REWP-TE P2WP Ingress 0.0.00 1 00016 16 121 20
REWP-TE P2MP Ingress 0.0.00 1 00017 17 141 20
REWP-TE P2MP Ingress 0.000 1 0onoia 18 161 20
REWP-TE P2MP Ingress 0.0.00 1 000149 19 181 20
REWP-TE P2MP Egress 0.0.00 1 0.0o10 10 1 1

Diagrarm I Potz I Meighbar Pairs I Tunnel Tail Ranges

Tunnel Head Ranges

Tunnel Head to Leaf Info

|

T'o change number of 'Tunnel Head Ranges', zelect 'Tunnel T aill Banges' tab, and enter number in ‘Mo, of Tunnel Hi

Destination Local [PY P2MP Id Enzhle IP Start IP Count |LSP 1D Start L.f.jpu:-ﬁ N
000A0-2020202 - (020013 ™ 4444 1 10,000 5
00041 -2020202 - (11020013 v 4441 1 10,005 5
000A2-2020202 - (1020013 ™ 44472 1 10,010 £
000A3-2020202 - (020013 ™ 4443 1 10,015 5
00044 -2020202 - (1020013 v 4443 1 10,020 £
000A5-2020202 - (1020013 ™ 4443 1 10,025 5
00046 -2020202 - (1020013 ™ 4444 1 10,030 £
00047 -2020202 - (10200135 v 4.4.4.4 1 10,035 g
000A8-2020202 - (1020013 ™ 4445 1 10,040 £
000A9-2020202 - (1020013 ™ 4445 1 10,045 5

Figure 60. Change P2MP tunnel ID and LSP ID to ensure uniqueness
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6. One tip to aid troubleshooting is to configure each of the neighbors to use a different

Test Case: P2MP Scalability Test

start label value so that if something doesn’t work, you may easily identify which
neighbor is not working based on label value.

+

5

> B E HeﬂartNeighbnr[s]l

Diagram I Portz | Meighbor Pairs | Tunnel Tail Ra... I Tunrel Head Ra... I Tunnel Head to L... I Turnel Leaf Ra... I Turirel Ta

Enshle Refresh | Summary Refresh Enahle Bundle
e LTS B EETS | LEAE e En Reduction Intervyal (ms) Meszage Sending
1 10.200.134 46:01:0 1,000 100,000 |l 15,000 -
2 10.200.134 46:01:0 2,000 100,000 - 15,000 -
3 3,000 100,000 - 15,000 -
4 4,000 100,000 - 15,000 -
] 5,000 100,000 - 15,000 -
-] &,000 100,000 - 15,000 -

Meighbucr Pairs }\' Graceful Restart - Helper Made }.' Graceful Restart - Restarting Mode Advanced W
Figure 61.

Change label start value

7. After the manual adjustment is complete, you may click Run All Protocols. Select the
Statistics tab and pick RSVP Aggregated Statistics from the list. If everything works

as expected, you should see a total of 20,000 sub-LSPs and 1,000 LSPs as shown
below.

Q RSYP Aggregated Statistics

LSPs Configured | Ingress LSPs Up | Ingress SublLSPs Up | Egress LSPs Up | Egress SubLSPs Up | Dov

(25,000 (000 20,000 a o
Figure 62.  Overall protocol statistics
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8.

Hou Ingfawicning/iimernaces

In case only some of the LSP/sub-LSPs are up, you may go to Port Learned Info to
display all learned LSPs with all the information associated with each LSP.

Test Case: P2MP Scalability Test

PN 915-2602-01 Rev |

June 2014

Part leamed info records: 24 Refresh I Filter |
— Learned |rfo Filter
Field Mame Include in Filker Filter ' alue Field Mame Include in Filter Filker ' alus
Session Type Il PzP = Leaf IP Il 0.0.0.0
P2MP D/ Session [P Il 0.0.0.0 P2MP Sub-Group Originater [0 | | [~ 0.0.0.0
Tunnel 1D r il F2MP Sub-Group ID Il ]
Iz 1 r | ||o0oo Label Type | | |4ssioned |
LSPID - il Label r o
Current State r Down - Reservation State ] INone vl
Last Flap Reazon r Mane -
- Learned Infa
fadhTe s
P2MP DY Session P Tunnel 1T Head End P LSP ID Leaf IP Sub Group Originatar 10| Sub Group ID Stal
1 0.0.0.11 10 4.4.4.1 100 2.551 4.4.41 1 e
2 0.0.0.11 10 4441 100 EEEa 4441 2 p
3 0.0.0.11 10 4.4.41 100 SE S 4441 3 e
4 0.0012 10 4442 100 2.551 4442 1 Hp
a3 0.0012 10 4.4.4.2 100 S35 4.4.42 2 Up
[ 00012 10 4442 100 SIS 4442 i 1)
7 0.00.13 10 4443 100 5551 4443 1 i
g 0.0.0.13 10 44435 100 S35 44475 2 Up
9 0.0.0.13 10 4.4.4.35 100 S35 4445 bl 1)
10 0.0.0.11 10 4441 100 2561 4441 1Up
11 0.0.0.11 10 4441 100 5562 4.4.41 2Up
12 0.0.0.11 10 4441 00 G563 4.4.4.1 JUp
13 00012 10 4.4.4.2 00 5561 4.4.4.2 1 U
14 00042 10 4442 100 95.62 4442 2Up
— |6 0.0.0.12 10 4442 100 5563 4442 3 Up
7 00013 10 4443 00 5561 4443 i N3]
Figure 63.  Port learned info display all sub-LSPs in one page
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9. Launch the advanced traffic wizard. Set Source/Dest Mesh to Many-Many and Route

Test Case: P2MP Scalability Test

Mesh to Fully Meshed. The Merge Destination Range option should be checked. This is

to ensure correct measurement for multicast traffic. In the Source list, expand the All

Ports list and select RSVP Head Ranges. In the Destination list, expand the All Ports list
and select RSVP Tail Ranges. Click the add endpoint sets icon.

Endpoints

—— Traffic Item — Source / Destination Endpoints

Traffic Mame | PZMP-Traffic Traffic Group ID Fikers |None selected

WA | |Source | al W8 | |Destinati0n | al o] 2

B- Al Forts
i [] OSPF Stub Network,
[ nterfaces

— Traffic Mesh

SourcefDest, | Many - Many
RoutesfHosts | Fully Meshed

[ Bi-Directional

B- Al Ports
i ] OSPF Stub Network.

D 10,200.134,41:02: 15-Ethernet

10,200.134,41:02: 16-Ethernet
[] ospF

RSWP-TE

] nterfaces

[ allows Self-Destined

G |9 |g| — Endpoint Sets

| Encapsulation

Source Endpoints | Diestination Endpaints | Traffic Graups
[=] Name: EndpointSet-1

Lk 3 Endpoints 9 Endpairits
(=] Name: EndpointSet-2
2 <Mew <Emply > <Empty = Mone selected

erge Destination R.anges
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YPN addresses
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Source Endpaints Destination Endpoints

[Fully Meshed I Nare Narne
+H Al Ports

+H[¥] Al Ports
+H) 10.200,134,45:12:09-Ethernet
=}¥] rswP-TE _i} 10.200.134.45:12: 10-Ethernet
“}[¥] MeighborPair 20.20.20.2 - 20,20,20.1 RSVP-TE
MeighborPair 30.30,30,2 - 30,30.30.1
—H[#] MeighborPair 30.30,31.2 - 30.30.31.1
=H®] r3vF Tail Ranges
ZH[ Tal Range:0.0.0.10/32]1 |
© ZH[#] RSYP Tail Traffic End Peints

| Tail Endpoint: 224.0.0,1/32/1

~Route Mesh

~Encapsulation Type -

MPLS

~Endpoint Type

Head Endpoint: 100,100,

|

2] Tail Rang:0.0.0. 1132120
=4[] RSWP Head Ranges
2] Head Range:4.4.4.1/32/5
4[] RSVP Head Traffic End Points
“-[7] Head Endpaink: 100,100,
=H] Tail Range:0.0.0.12/32{20

“p| ¥ | Source / Destination Pairs

] Tail Range:0.0.0.11/32{1

4[] RSWP Tail Traffic End Points

H D Tail Endpoint:224.0.1.1§32/1
=] Tal Range:0.0.0.12/32/1

i 2HC] RSP Tail Traffic End Points
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Test Case: P2MP Scalability Test

10. Skip the next few wizard pages and go to Flow Tracking. Select MPLS: Label Value
and IPv4: Destination Address. This will track per-flow stats for the selected fields.

=N Advanced Traffic Wizard

@ Endpoints

@ Packet | QoS
[bE': Flow Group Setup
ﬂ Frame Setup
@ Rate Setup
=

(=L

Prewview

validate

Figure 65.
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|:| Source/Dest Endpaint Pair

[ sourcejDest Yalue Pair

[ sourcejDest Port Pair

[ source Endpairt

[] Dest Endpoint

D Source Pork

[ Traffic Group ID

[[] Ethernet 11 : Destination MAC Address
[[] Ethernet 11 : Source MAC Address

[ Ethernet 11 : Ethernet-Type

[ ] Ethernet 11 : PFC Gueue
MF‘LS : Label Yalue

| MPLS : MPLS Exp

[] 1Pv4 : Precedence

] 1Pv4 : source Address
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|| Custom Cverride

Flow tracking for P2MP traffic
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Test Case: P2MP Scalability Test

11. Resolve any errors before proceeding. After error-free traffic is created, you may push
the traffic definition to the Ixia hardware by clicking L2-L3 Traffic. Then start the traffic

by clicking on the green triangle symbol.

I_{tlj-'l IxNetwork [pZmp.isncfg]

File iew Protocols  L2-L3 Traffic  Tools  Settings  Help

|ﬁ = ” | R, Protocols wizards (] & " | = B ” “{l Lz-L3 Traffl: @ H | (2 Clear CRDP Staks 7 Clear Statistic |H
= »

Test Configuration | Q‘ Basic Wizard E';:I Advanced Wizard 19 Qu

Test Configuration

-8B 1. Port Manager I
E}EJ 2, Protocols ]
ﬁiﬁ Routing/Switching)Interfaces
E Q Authfaccess Hosts/DCB

Traffic Items

SrcfDest
IMesh

Transmit State Traffic Ikem Mame

[ a |remp-Traffic

Enabled

@ Traffic Groups

CB 4, Event Scheduler
|yl 5. Skatistic Setup !

-+[a &, Capture

e o

al

EI All Flaw Groups

----- g All Quick Flow Groups {Emply)

Endpoint Sets for selected item(s)

[T ——— T

Figure 66.  Push traffic streams to hardware
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Test Case: P2MP Scalability Test

12. View per-flow statistics by going to the Statistics tab on the main window and clicking
on Traffic Item Statistics. This will provide an overview of traffic for all RSVP-TE
neighbors. In case of loss, right-clicking on the traffic items statistics allows you to select
a drill down level view for any tracking items previously selected. The drill down view
provides important troubleshooting details and allows quick isolation of troubled LSP.

r |
j Traffic Ikem Statistics El Izl X User Defined Statistics
ALY ] % |custamize Traffic ¥i... IZ| . ﬂ ALCEY E 3 Q. Customize Traffic ¥i... |z| . {hv
Drag  coki i H @ MPLS:Label Value
Traffic Item | Tx Frames| Ru Expected Frames| R - .
P2MP—TraFTi-’ | 12 aas 22 17 aag =0z : : :
Sheow wiew as Floating MPLS:Lab... | Tx Frames | R Expect...| RxFrames FramesD.. L
. ShowfHide Cverview 2,000 4,331,768 4,331,768 4,331,768 0
i . )
Liaplay ity s Dt 2,001 4,331,767 4,331,767 4,331,767 0
Hide wiew
E Show view as Floating 331,767 u
Shaw 3 . )
ShowiHide Overview
Define Alert..,
Edit Alert. .. Hide wiev
Remove Alert Show N
Add ko Cuskomn Graph 3 Defing Alert...
Edit Alert...

I Drill Dowen per MPLS:Label Valuel
Drill Doven per IPw4 :Destination Address
Show All Filkered Flows
Drill Dowen per R Port

Customize, ..

Edit Filter Selection
Edit Statistics Designer

Figure 67.
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Test Case: P2MP Scalability Test

Test Variables

As explained earlier, there are many possible dimensions for testing DUT scalability and
performance limits. The following are some possible scenarios that are similar to the test
described. IxXNetwork’s P2MP emulation software may be used to cover all the test variables.

e Use distinct root nodes and limit the number of tunnels per tree and LSPs per tunnel to find
the maximum number of P2MP trees that the DUT can support, each with a reasonable
number of leaf nodes.

e Limit the number of root nodes, the number of tunnels per tree, and the number of LSPs per
tunnel. Increase the number of leaf nodes per neighbor. This tests the maximum number of
sub-LSPs whose state can be maintained by a DUT.

¢ Increase the number of egress neighbors while limiting the numbers on all other dimensions
to discover the maximum number of sub-interfaces whose state can be maintained by a
DUT while it is performing traffic replication up to line rate;

e Test scalability with mixed modes: running both P2P and P2MP on the same topology, and
discover if the DUT can handle the specified number of tunnels for both P2P and P2MP
simultaneously.

Results Analysis

If set up correctly, the control plane statistics will show the expected numbers for Ingress LSPs
Configured and Ingress LSPs Up at the root port and Egress LSPs Up at the leaf port. This
indicates that the P2MP tunnels are all up from both ingress and egress points of view.
Moreover, the Ingress SubLSPs Configured and Ingress SubLSPs Up at the root port should
match the Egress SubLSPs Up at the leaf port. This indicates that all sub-LSPs are up and all
tunnels from the root have reached all intended leaf nodes.

[ RSP Agaregated Statistics

Drag a column header here to group b

.Ingress SubLSPs Configured | Ingress LSPs Up | Ingress SublSPs Up | Egress LSPs Up | Egress SublLSPs Up | Do

@D 0 0
: : . :

Figure 68.  Overall protocol statistics

Additionally, Port Learned Info gives a comprehensive summary of LSPs and sub-LSPs. It's
very easy to spot bad LSPs using this page. If you have a large number of LSPs, filters are
available to identify and isolate the specific LSPs. Don’t forget that LSPs that have been dead
for a long time are automatically removed from memory. If you want to keep them in memory,
you must enable Store Down LSP under Neighbor Pair in the main protocol GUI.
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Figure 69.  Port learned info
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From a data plane perspective, all flows should pass traffic with no frame loss. In the case of
frame loss, you should visually inspect the labels built by the traffic wizard. Open the packet
editor in the traffic wizard and examine the list of labels placed in the packets. In case of doubt,
go to Port Learned Info to find exactly which label was assigned to the sub-LSP. By cross
checking these values, problems may be easily identified.
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Test Case: P2MP Scalability Test

Troubleshooting and Diagnhostics

Problem

Can’t Ping from
DUT

Description

Check the Protocol Interface window and look for red
exclamation marks (!). If any are found, there is likely an IP
address/gateway mismatch.

LSPs won’t come
up or partially up

e Goto Port Learned Info to discover which sub-LSPs
are up and which ones are not. Use Filter if needed to
pinpoint to the exact LSP in question.

e Enable Store Down LSP under Neighbor Pairs to
allow the Learned Info to store dead LSPs indefinitely.

e From the Test Configuration window, turn on Control
Plane Capture, then start Analyzer for a real-time
sniffer decode between the Ixia Port and the DUT port.

After stop/start
protocols or link
down/up Traffic
100% loss

Check the Warnings columns in the Traffic view and make
sure there are no streams that say VPN label not found.
The DUT may have sent new label info. If so, regenerate
traffic by right-clicking the traffic item. Then Apply traffic.

Traffic statistics are
not correct

Make sure the needed traffic options are enabled as
described in step 17 and 19.

Not all sub-LSPs
are up and it's hard
to tell which ones
are not

One tip is to assign different label spaces for different
neighbors (as described in step 10). Based on the label
value it may be easily spotted which neighbors contain bad
sub-LSPs. The wizard, by default, will generate the same
label start value for all neighbors.

Conclusions

IXNetwork’s RSVP-TE P2MP emulation software is a feature-rich and comprehensive tool to test
a DUT’s multi-dimensional scalability. The built-in wizard allows easy setup of various
parameters to match your specific requirements.
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Test Case: P2MP Scalability Test

DUT Configuration Example

Below is an excerpt of a DUT configuration when the DUT is acting as a root node. The
objective is to test DUT scalability in performing head end branching over sub-interfaces.

interface Tunnelll

ip unnumbered Loopback11

ip pim passive

tunnel mode mpls traffic-eng point-to-multipoint

tunnel destination list mpls traffic-eng name HE_SCALE
tunnel mpls traffic-eng priority 0 O

interface Loopback11
ip address 9.9.9.9 255.255.255.255

interface TenGigabitEthernet6/4.1
encapsulation dot1Q 1500

ip address 100.100.100.1 255.255.255.0
mpils traffic-eng tunnels

ip rsvp bandwidth

I

interface TenGigabitEthernet6/4.2
encapsulation dot1Q 1501

ip address 100.100.101.1 255.255.255.0
mpls traffic-eng tunnels

ip rsvp bandwidth

|

interface TenGigabitEthernet6/4.3
encapsulation dot1Q 1502

ip address 100.100.102.1 255.255.255.0
mpls traffic-eng tunnels

ip rsvp bandwidth

|

interface TenGigabitEthernet6/4.4
encapsulation dot1Q 1503

ip address 100.100.103.1 255.255.255.0
mpils traffic-eng tunnels

ip rsvp bandwidth

|

interface TenGigabitEthernet6/4.5
encapsulation dot1Q 1504

ip address 100.100.104.1 255.255.255.0
mpils traffic-eng tunnels

ip rsvp bandwidth

|

interface TenGigabitEthernet6/5

ip address 192.192.192.1 255.255.255.0
mpls traffic-eng tunnels

ip rsvp bandwidth
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Test Case: P2MP Scalability Test

router ospf 111

log-adjacency-changes

network 9.9.9.9 0.0.0.0 area 111

network 100.100.100.0 0.0.0.255 area 111
network 100.100.101.0 0.0.0.255 area 111
network 100.100.102.0 0.0.0.255 area 111
network 100.100.103.0 0.0.0.255 area 111
network 100.100.104.0 0.0.0.255 area 111
mpls traffic-eng router-id Loopback11
mpils traffic-eng area 111
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Layer 3 MPLS VPN Testing

Layer 3 MPLS VPN Testing

Layer3 MPLS VPNs are IP services offered by Service Providers. This service offers point-to-
multipoint Ethernet IP connectivity over a provider managed IP/MPLS network.

All customer sites that belong to a VPN (aka an enterprise customer) will appear to be on the
same IP Local Area Network (LAN), regardless of their locations. The Service Provide cloud will
act as a single IP router to all sites of the customers VPN, nullifying the customers need to build
his own routed core network. An L3 MPLS VPN-capable network consists of three types of
devices:

Customer Edge (CE) Routers — The CE is a router (not a switch) located at the customer’s
premises. It connects to a PE router. Unlike L2 VPN —VPLS services that use the PE as a
switch, each L3 MPLS VPN CE router runs one of various IPv4 routing protocols to
exchange IP routes between the customer and the provider PE Router, including RIP,
OSPF, ISIS, E-BGP, or EIGRP.

Provider Edge (PE) Routers - The PE is where the intelligence of the customers VPN
originates and terminates. The PE routers maintain separate routing tables for each
customer (VPN), and route the IP traffic over the Service Provider (SP) network using MPLS
and BGP, through Provider (P) routers, to other Service Provider PE routers. The PE routers
run an IGP protocol (like OSPF or ISIS) to the Service Provider Core, an MPLS Protocol
(either LDP or RSVP-TE), as wellas an  I-BGP connection to the other PE to exchange
VPN information.

P Router - The P interconnects the PEs and runs the Provider MPLS core network. It does
not participate in the VPN functionality. It simply switches the VPN traffic using MPLS labels.
The P routers run an IGP protocol (like OSPF or ISIS) to other Ps and PEs within the
Service Provider network, along with LDP or RSVP-TE for MPLS signaling.
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L2 Header | IP Packet

L2 Header . MPLS IP Packet L2 Header | IP Packet

MPLS Network\x

o 5 &—& -

CE Customer Edge router
PE  Provider Edge router
P Provider router

Figure 71.  Typical layer 3 MPLS VPN network

Testing of an L3 VPN network is mostly concerned with the PE routers.

The PE routers use and Ipv4 or IPv6 routing protocol to peer with CE routers. Each PE router
maintains separate forwarding tables for each CE that belongs to a unique VPN. These routing
tables are called VPN routing and forwarding tables (VRFs). The tables must be maintained by
the PE router without route leakage. In addition, the CE routers are sometimes maintained by
the customer, and run a variety of protocols (such as EBGP, RIP, ISIS, OSPF, or EIGRP). The
uncertainty of routing table sizes, route flapping, unique protocols, and router security threats
require a plethora of functional and performance tests for the PE.

On the Service Provider side of the PE router, (Internal) BGP is used to peer with all PE routers
in the network (or they peer with a Route Reflector) and exchange VPN route information. In
addition, the PE router runs an MPLS protocol (RSVP or LDP) with its neighboring P/PE routers
to complete the MPLS backbone.

In addition to this, L3 MPLS VPNs require that BGP and MPLS work together, with BGP VPN
MPLS labels stacked on an underlying MPLS backbone.

All of these aspects of the PE router require initial testing at the functional level, but more
importantly at the performance level, including:

e Scaling CEs over VLANSs using various protocols, various numbers of routes, and route
flapping.

e Scaling PEs in the provider network. All IBGP neighbors must peer with each other, and
many VPN/VRF routing tables are exchanged. Flapping is another key test case.
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Layer 3 MPLS VPN Testing

e Scaling Ps in the core of the provider network so as to switch massive amount of MPLS and,
in some case, non-MPLS packets. These Ps are also sometimes called upon to be the IGBP
route reflectors.

o Data plane performance at the maximum CE, PE, or P scale. Testing should not only
include throughput, but also verify that route leakage does not occur.

Further performance test cases using Ixia’s IxXNetwork can be verified with the following step-by-
step test case, along with the Test Variables section.

Relevant Standards

¢ BGP emulation messages encoded and decoded as per draft_ietf _idr_bgp4-17, A Border
Gateway Protocol (BGP-4) (supersedes IETF RFC 1771)

¢ BGP route reflections encoded and decoded as per to IETF RFC 2976, BGP Route
Reflection - an Alternative to Full Mesh IBGP (supersedes IETF RFC 1996)

e BGP communities encoded and decoded as per IETF RFC 1997, BGP Communities
Attribute

¢ BGP confederations encoded and decoded as per IETF RFC 3065, Autonomous System
Confederations for BGP

e BGP-4RFC 1771

e Multi-protocol extensions for BGP-4 as per RFC 2283

e Capabilities advertisement with BGP-4 as per RFC 3392

e Multi-protocol extensions for BGP-4 as per RFC 2858

e Carrying label information in BGP-4 as per RFC 3107

e BGP/MPLS IP VPNs as per draft-ietf-13vpn-rfc2547bis-01.txt

¢ Extended communities attribute as per draft-ietf-idrbgp-ext-communities-02.txt

e Multi-protocol extensions for BGP-4 as per draft-ietfidr-ric2858bis-05.txt

o AS-wide unique BGP identifier for BGP-4 as per draft-ietf-idr-bgp-identifier-00.txt

e Connecting IPv6 islands across IPv4 MPLS clouds with BGP (GPE) as per draft-ooms-
v6ops-bgp-tunnel-02.txt
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

Test Case: Layer 3 MPLS VPN Scalability and Performance Test

Overview

Since layer3 MPLS VPNs are becoming widely available and are growing in deployment, router
vendors and service providers should carefully consider a number of scalability issues relating
to the technology.

Service provider PE routers must allow partitioning of their resources between unique customer
VPNs, and at the same time patrtition their Internet routing resources. The PE router in an L3
MPLS VPN network must:

¢ Maintain separate, unique routing tables for each customer or VPN.

¢ Run MPLS, IBGP, and an IGP into the core of the SP network, usually connecting to faster
P/PE routers on high-speed links.

o Peer with all other IBGP PE neighbors and exchange VPN/VRF route info with them or peer
with route reflectors.

¢ Make forwarding decisions at microsecond speeds while bi-directionally adding/popping
MPLS and BGP VRF labels.

o Keep enterprise customers VPN traffic and Internet traffic separate from each other.

Because of this, the focus of tests is largely oriented on the PE, since all the unique
customer/VPN intelligence is implemented within the PE routers. Layer 3 MPLS VPN
technology takes advantage of the emerging MPLS technology for tunneling data packets from
different VPNs over the same service provider network. BGP is extensively used for VPN
exchange and for the distribution of VPN reachability information. The combination of MPLS and
BGP working together make up this exciting technology.

The best methodology for performance testing a PE is to create a scalable baseline test, and
then modify it in different ways to test PE control plane and data plane performance. This testing
will verify the PEs ability prior to being deployed in a real-world, revenue-generating SP
network.

Objective

The objective of this test is to baseline the scalability of a single DUT acting as a PE router in a
Layer 3 MPLS VPN network.

At the end of this test other test variables will be discussed that will provide many more
performance test cases, using the topology shown in Figure 72 as the baseline.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

Setup

As shown in Figure 72 below, the test consists of a DUT, acting as a PE router, and four Ixia

test ports.

Two Ixia test ports will emulate a total of four customer edge (CE) routers. Each port supports
one site of two unique VPNs per customers. Port 1’s CE will run OSPF, while port 2’s CEs will

run E-BGP.

Two other Ixia ports will emulate the entire service provider network and eight additional CEs

(four for each VPN/Customer)

In total, this test will emulate 12 CEs, 2 Ps, and 4 PEs for 2 VPNs per customers (each with 6

sites).
Ixia Port 1 - CE Ixia Port 3 - SP
Layer 3
¥PN1-CE3
VPN1-CE1 MPLS VPN PE1 ; 13 Routes
- 2.2.2.14 \J%
(ST 220 Performance SO
. 25 Routes l JLLAN 512 - P A q
OXIa) . Testing . ”‘@—.
R v ¥PN2-CE3
K 20.3.13.% P@‘
o s, PE2
’,’ “2.2.2.15 ¥PN1-CE4
a 20.20.14.% X1 — 13 Routes
w YLAMN 513 Luupback
099.00.99.1 S
VPN2-CE1 OSPF A
IBGP CE
........................................... OSPF}---1AS 65001 ---.--ccociviin e
VPN1-CE2 LDP ¥PN1-CE5

20.20.15.1

I, FLAN 514

. 25 Routes S

-

-
a 20.20.16.%
.I:I!:( ¥LAN 515

Ixia Port 2 - CE

AS 65001

>
. PE4

12 Routes

¥YPN2-CES

-
s, 2.2.2,17 YPNL-CE6
— 12 Routes

R

A4 4
¥PNZ-CE6

Ixia Port 4 - SP

Customer/VPN1=

VPN, 6 sites, 100 Routes, VRF 512

Customer/VPN2= Blue VPN, 6 sites, 100 Routes, VRF 513

Figure 72.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

Step-by-step Instructions

Follow the step-by-step instructions to create a layer 3 MPLS VPN performance test exactly as

shown in Figure 72 above. In addition, you can use the steps below as a guide for building
many other layer 3 MPLS VPN performance test scenarios.

1. Reserve four ports in IXNetwork.

IA-N Port Selection B
~Chassis - Parts
% | X (28 | X
Chassis/Card/Paork ﬂ| Type |ﬂ ChassisfCardfPort
(@ Port 07 10/100{1000 Base T 110,200,134,95:01:1%
--(Z» Part 05 1010041000 Base T 10,200.134.45:01: 16
(@) Port 03 10/100/1000 Base T @3 10.200.134.43:01:13
-1l Port 10 10/100/1000 Base T @ Pe 10,200,154,45:01:15
il Port 11 10/100/1000 Base T «
BE B
O Cancel | Help |

Figure 73.  Port Reservation

2. Rename the ports for easier use throughout the IxNetwork application.

- Fort Manager

Parts -j-'| by ﬂ| Canneck Al | Release all |

Ethernet
Ethernet
Ethernet
Ethernet

& 8@

BT O B LS R

Figure 74.  Port Naming

3. Click the Protocol Wizards button on the top toolbar in the IxXNetwork application.

Im IxMNetwork [default_jjohnstonk.ixncfg]

File Wiew Tools Setkings  Help
i = ' E] | % Protocols Wizards |5l @ iR : B B o s Trafic

Test Configuration - PortManager

Figure 75.  Protocol Wizards
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

4. Run the L3 VPN/6VPE protocol wizard.

—
ixNProtocols Wizards

SelectaW’izardl Run Yizard I

= Routing/Switching
----- B EHAE

..... BGP/BGP+

----- Fulticast

----- Multicast WP

..... STP

..... MSTP

..... CFMA 1731

..... LACP

..... PEE-TE

=20 Auth/bccess Hosts
----- PPPa w/ ANCP
..... DHCF Client v/ AN,
..... P v ANCP

..... L2TP w/ RADILS

< |

Ixia Port

#hRioulesVRF =

DUT Lespback IP Addr
1.1.1.1432

LDP
§ O5FF

PE %
20.20.20.17524

BCustomer Ports =1

Ixio Port

#hs=1

PE Loopbacks
222382

Ahoutes/

#PE: =1 #YRFs = 1 VRF = 50

Pravider Porks =0

* Connected Interfoce

Cloze I

Help

Figure 76.

L3 VPN Wizard

Note: the wizard also supports 6VPE testing, which supports CEs running IPv6 routing
protocols in addition to IPv4. The PEs have the ability to send the IPv6 routes over the SP

network to other PEs.

Note: the picture represents a typical test case for testing a PE router in an L3 VPN

network.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

5. Configure P1 and P2 to emulate the CE (left) side of the topology, and P3 and P4 for the SP
(right) side of the topology, then click Next.

L3 ¥PN,/6¥PE Wizard - Port Select - 2P, 4PE, 2¥PN (& sites each), 200 routes {100 per ¥PN)

Ixia Port Ixia Port
VLAN ID 512 DUT Leapback IF Addr PE Loopheachs
CE 09,9999 1532
Koutes LOP p Routes
O5PF
I I'-.I'II}{E! FEE ‘\'I ~.\. :
Roules 203131024 203132024 - Routes
PE
CE
#Routes,
#Roules VRF = 50 #a=1 #PEs =2 #WRFs = 2 WRF = 50

BCuslamer Porty =2 I

— Select Part[z] far \Wizard Configuration

Prewider Porty = 2

*  Connected terfoce

Cu;ti;:er ng?éier Pott Description
1 v [ P -10M00M000 Base T
2 v r |F'2 -10M00M000 Baze T
3 r ' F3-10A00M000Baze T
L r ......... W' P4 -10A00M000 Baze T

Screen d 1 of ¥

¢ Back MHest > I Cancel

Note: The picture at the top updates with number of customer-side ports as well as

Figure 77. L3 VPN Wizard Screenl of 7

number of provider-side ports.

Performance test variable: Increase the number of customer and provider ports to test
the DUT’s (PE) ability to scale at a port level. In a real-world network, there are more

customer ports than provider ports.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

6. This window configures P3 and P4 with emulation of one or more P routers. These ports are
configured to talk directly to the DUT (PE) router.
a. Keep the default of 1 P router. This is a per-port setting.
b. Configure the IGP and MPLS protocol running in the SP core.
1. In this test use the defaults of OSPF and LDP, respectively.
c. Configure the Ixia P router’s IP address on P3 and the DUT IP address
2. Inthis test they are 20.3.13.2/24 and 20.3.13.1/24, respectively.
3. Note: P4 will automatically be assigned 20.3.14.2 and 20.3.14.1.
d. Click Next.

Optionally:
a. Disable (uncheck) P router emulation. In this case, the Ixia ports(s) would only
emulate PE routers and would test the DUT in PE-to-PE scenario.
Performance test variables:
- Increase the number of emulated P Routers to test the DUT’s ability to peer with
many P routers, all running an IGP/MPLS protocol.
- Check the Enable VLAN checkbox (not shown) to run these protocols over
VLANSs. Enter the first VLAN ID and choose an incrementing function.

L3 ¥PN/6¥PE Wizard - DUT - 2P, 4PE, 2¥PN (b sites each), 200 routes {100 per ¥PN)
Ixia Port Ixia Part
VLAN ID 512 DUT Lospback IP Addr PE Loopheacks
E 99,99 .99 1,32 222 1432 VRF
Routes 2 LOF P i Routes
u 0%RF
- LY Y B
- Mt ] PE -l‘. \"'. :
Foutes 2% 20.3.13.1/24 20.3.13.2524 - Routes
PE
CE VRF
#houtes,
SRoulee/VEF = 50 #s =1 #PEa=z  #VRFaz 2 VRF=AD
#Custamer Porti = 2 HPrawider Ports = 2
-+ Connected interfoce
A DUT -P
v Enable P Routers
Murnber of P Routers |1
IGP Pratacol Optionally
IDSPF j choose ISIS
Optionally
MPLS Frotacol |LoP =1 choose RSVP-TE
P Router IP Address 203132424
DUT IP Address 203131724

Figure 78. L3 VPN wizard screen 2 of 7

Note: The picture above updates with the configured protocols/IP addresses.
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7. This window configures P3 and P4 with emulation of one or more PE Routers that work
directly behind the emulated P router(s).

a. Configure the number of PE routers per P Router. This is a per-port setting.
i. Inthistestitis 2 PEs (per P)

b. Configure the AS # of the DUT/SUT.
ii. Inthis testitis 65001.

c. Configure Emulated PE Loopback IP address (and its incrementing function for
the additional PEs
iii. Inthis testitis 2.2.2.14 (the second, third and fourth PE will be automatically

assigned 2.2.2.15, 2.2.2.16, and 2.2.2.17, respectively).

d. Configure DUT Loopback IP Address
iv. In this test it is 99.99.99.1.

e. Click Next.

Performance test variable: Increase the number of PE routers per P router. This
will test the DUT’s ability to peer with many PE routers that potentially use many
VPN/VRFs.

L3 ¥PN/GYPE Wizard - PE Router - 2P, 4PE, 2¥PN (6 sites each}, 200 routes {100 per ¥PN) B3

Ixia Port Ixia Port
VLAN D 512 DUT Leophack IP Addr PE Loopbacks
CE 99.09.99.1532 2331402 VRF
Routes LOF P E /@ Routes
O5FF .
| our 3 —a .
Mt} hilHE PE \ ‘-_'l : -
Rowlas 03131424 I0.3.13 2634 - \gga Routes
e
§ o |
#Routes,
#Roules VRF = 50 #Hs=1 #PEe =2 FYRFs = 2 WRF = 50
B yslamer Porls =2 BPrawicler Posls = 2
- Connected interfoace
- PE Router(z]
Mumber of PE Fouters Connected to the P R outer 2

A5 Mumber IEEJ:”:VI

Emulated PE Loopback IP Address [nzrememt By

22.214/32 |n.n.n.1
DUT Loopback IP Address Inzrememt By
9393.931./32 IEI.EI.EI.EI

Figure 79. L3 VPN wizard screen 3 of 7 (Part 1)
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

Performance test variable: Enable the use and quantity of Route Reflectors, and their
loopback addresses. This will offload the number of IBGP peers that the DUT must peer
with and test the route reflectors ability to properly re-distribute the VPN/VRF routes to
all PE peers in the same AS.

Murnber of Route Reflectors I1

Foute Reflector IP Address Increment By
|aa.99.99.1 |u.u.u.1

Screen # 3of B < Back Cancel Help

Figure 80. L3 VPN wizard screen 3 of 7 (Part 2)

Note: All test equipment manufacturers cannot emulate a route reflector. A second DUT
must be used to be the router reflector.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

8. This window configures P3 and P4 with emulation of VPNs/VRFs on top of the just-
configured PE Routers.

a. Configure the VPN Traffic ID Name Prefix...For most L3 VPN test cases use
L3VPN.

b. Configure the Route Target for the first VPN/VRF. In most test cases this is a
combination of the AS # and a unique identifier. The Route Distinguisher is set
to the same value.

In this test it is 65001:512. The second VPN will use 65001:513

c. Configure the number of VPNs per PE. This will partially determine the number
of customers/VPNSs that will be used in the test. This number will also determine
the number of CE Routers in Step 9.

In this test it is 2.

d. Configure the Routes per VPN.

In this test it is 100 routes per VPN (200 routes across 2 VPNSs)

e. Configure the First Route in the VPN

In this test it is 106.1.1.0/24.

L3 ¥PN,/6¥PE Wizard - ¥PNs - 2P, 4PE, Z¥PN {6 sites each), 200 routes (100 per ¥PN)

Ixia Port Ixia Port
VLAM D 512 DUT Lesphadk IF Addr PE Loopbacks
099.09.99.1,/22 222 1482 VRF
LOp L E’ K Routes
0SFF *
W~ " L .
i MIHE PE ° l‘.". : -
M3A304 | 20313204 . 3 Routes
PE
VRF
#Roule!,-"
#houles VR = S0 #P5 =1 #PEs =2 [#YRFs = 2 WRF = 50

BCustomer Ports =2 BPrewider Ports = 2

* Connected Inferfoce
I— WPz Il

YFMs Traffic D LWPM-Cust [T &uta Prefi
Mame Prefix I_I

Foute Distinguisher I[EEDE” A2 Step (0:1)

Fioute Target [B5001:512) Step I[m]

Mumnber of WPz Per FE [~ Unique VPNs Per PFE  Total Unique YPMNs |2

WPHM - |Pvd Routes

Routes Per WPM Firet Route in the WPM I1 06.1.1.0/24
Increment By [Across YPNs) ID_1 oo

Distribute B outes Customer & |5E| Provvider % IEEI

Figure 81. L3 VPN wizard screen 4 of 7

Performance test variables:

- Increase the number of VPNs per PE. This will test the DUT’s ability to peer
with more CE routers and also create more VRF entries.

- Increase the number of routes per VPN. This will test the DUT’s ability to hold
more VRF entries.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

9. This window configures the parameters of P1 and P2 and its emulation of Customer CEs.

a. Configure the CE-PE Protocol, or select Mixed CE protocols
In this test case check the box for Mixed CE Protocols.
b. Configure the CE DUT IP address.

In this test the first IP address is 20.20.13.1. The second CE is 20.20.14.1,
the third CE (on P2) is 20.20.15.1, and the fourth CE (on P2) is 20.20.16.1.
c. Enable VLAN, VLAN ID. In most cases multiple CEs will be received by the

same PE DUT port over VLANS.
i. Inthistestitis 512.
ii. Note: The second CE on P1 will use VLAN 513, and P2 will use 514 and 515

d. Click Next.

L3 ¥PN,/6¥PE Wizard - Customer CE - 2P, 4PE, 2¥PN (6 sites each), 200 routes (100 per ¥... E4

Ixia Port
VLAN ID 512

[ 3
SN

Ixia Port
DUT Leopback IP Addr
09,9999 1532
LOP P

05PF

0 [T - N
- it MAIKE PE \I N,
Eouies

#Roulee,VEF = 50

203131024 03132004

PE Loophodks
22214032

#P =1 #PEs =2 #RFs = 2

Routes

Routes

VRF

#Roudes,
WRF = 40

Bluslomer Ports =2

PPrewider Porks = 2

- Connected interfoce

Customer CE

WEH - [Pred

CE-PE Erotocal IEBGP

[

DUT IP Address [20.20.13.1/24]

¥ Enable WLaM

WLAR D 512
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

10. This window configures the Mixed IGP Protocol Selection for the CE ports P1 and P2.
a. Depending on the number of CEs, as specified in the previous window, choose
the ratio of IGP protocols to use on P1 and P2.

In this case choose 2 OSPF and 2 EBGP. This will configure OSPF on the 2
CEs on P1 and EBGP on P2.

b. Since EBGP was chosen as one of the protocols, choose the starting AS #
In this test it is 514. The second CE on P2 will use AS# 515.

c. Click Next.

Performance test variable: Use a mixture of as many IGP protocols as possible.
This will test the DUT’s ability to maintain protocol state across multiple CEs on the
same port, and further data plane tests will verify there is no route leakage between
VPNs/Customers.

L3 ¥PN,/6¥PE Wizard - Mixed IGP CE - ZP, 4PE, 2¥PN (b sites each}, 200 routes {100 per ¥...

Ixia Port Ixia Port
VLAN ID 512 DUT Loapback IP Addr PE Loophacks
CE L] L P 2.2.2.14022 VRF
Roues | 2% LOP i Routes
. 05PF
= LY
- hid hAKE E \'.
Rowles 0131024 - Routes
CE VRF
FRoutss
#RouleyVRF = 50 #a=1 #PEa =2 #RFa= 2 WRF = 50
#Custamer Porks = 7 #Prewlder Ports = 2

* Connected Interfoce

— Mixed IGP Protocol S election

Total Mumber of CEs : 4
—IPvd = IFvE
—CEz IGP Distrbution: — CEz [GF Distibution:

I:uefé ™ By Percentage %) By Mumber ) By Percentage

i | 50 2 D5PFva: [4 | 100 |22

151 |0 | 0% 1515+ |0 | 03

BGP |2 | 50 3 BGR- [0 | 0z

RIP [0 | 0% RiFrg |0 | 03
EIGRP |D | 0% EIGRPYE |D | 0z

Lozal &5 Mumber 14 1515 Level ILeuel 2 ﬂ

Figure 83. L3 VPN Wizard Screen 6 of 7
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

11. This window configures the name of the wizard run and the action to take with this run of the
wizard.

a. Use a descriptive Name for the wizard.
In this test use 2P, 4PE, 2VPN (6 sites each), 200 routes (100 per VPN)

b. Specify what to do with the finished wizard configuration.
In this test select Generate and Overwrite All Protocol Configurations.
This will overwrite all previous configuration.

c. Click Finish.

[ . N .
[ L3 ¥PN/BYPE Wizard - 2P, 4PE, 2¥PN (b sites each), 200 routes {100 per ¥PN)
|

| Ixio Port Ixia Port
YLAN ID 512 DUT Loopback IP Addr PE Loopbacks
| 99.99.99 1532 227 14092 VRF
| RSVETE P PE Routes
g 05PF
E htd MI}{E! PEE ‘\. ‘-‘. :
20.3.12.1/524 20313224 - Routes
PE
VRF
FRoudes,
#RouleyVRF = 50 #Pa=1 #PEs =12 #WRFs= 2 WRF = 50

#Custamer Port = 7 PPrewider Port = 2

& Connected nierfoce

|2P, 4PE. VPN (B sitez each). 200 routes (100 per YPN) |

" Save Wizard Config, But Do Mot Generate on Parts

" Generate and &ppend to Esisting Configuration

" Generate and Overvrite Existing Configuration

& Generate and Ovenarite All Pratocal Confiaurations
[afBRMIMG : Thiz will clear the interface configurations alsa)

Screen # 7 af 7 ¢ Back I Finigh I Cancel Help

Figure 84. L3 VPN Wizard Screen 7 of 7
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

12. This window shows the saved wizard template.
a. Select Close to finish the wizard configuration

b. Optionally, with saved wizard templates, you may:

= Come back to the same wizard using the double-click to view and/or modify.

= Save new or modified wizards with a new name, or overwrite an existing

version.
= Create a library of templates for use in different tests.
= Highlight each template and preview the configuration in the topology below.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

13. Once the wizard has completed, examine the contents of the IxXNetwork configuration

windows to see how the values were set. Verify IP connectivity between the DUT interfaces
and the Ixia port interfaces. For example,
a. Click on the Routing/Switching/Interfaces window on the top, and the Protocol
Interfaces in the middle.

b. Verify that the IP addressing/incrementing functions of the wizard properly
created IP interfaces that connect to the DUT. If necessary, manually change

them to match the DUT.

i. In Figure 86 below the wizard incremented the IP addresses properly

except the DUT IP address is for Ixia P4 should be 20.3.15.x, so
manually changing the Ixia port.
ii. Note: The red ! sign means ARP failed, which usually indicated a
mismatch in Ixia Port/DUT IP addressing.

|:r'| Protocols Wizards

Select a'wizard  Run’wizard |

=[] Fouting/Switching
----- L2 WPNAYPLS
-----

----- Fulticast VPN

..... STP

..... MSTP

..... CFM/Y 1731

..... LACF

..... PBE-TE
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----- PPPo wi ANCP
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l | O
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

14. Check the protocol configuration. Make sure the settings will work with the DUT’s
configuration. For example;

Click on BGP/BGP+ in the middle window.

Note the 2 E-BGP peers going to the emulated CEs.

Note the 4 I-BGP peers going to the emulated PEs.

If necessary, manually change the configuration in the protocol table/grid to your

liking. Optionally highlight columns and right-mouse click to further customize

with Same or Fill Increment options.

apow

Test Configuration

Test Configuration

Houtingyf owilchingsimernaces

Diagram ] Ports |IP¥4 Peers IllF'\rE Peers ] RouteRanges ] MPLS RouteRanges I'\-"RFS I VP RouteRanges ] L2 Sit
W oW OE E

_ Fort Enable Type Local IP P:;’;;iir;; DUT IP E”abE;#E“E Local AS#
{ P2 | 73 External 2020152 1 2020151 O 514
B [ External 2020162 q 2020161 r 515
3 3 ¥ Interral 233714 i 998959 7 (i 85,001
4 ¥ Irterrl 22315 q 99.99.99.1 r 65,001
5 | v Interral 23378 i 9994 991 (i 85,001
B ¥ Irterrl 22317 q 99.99.99.1 r 65,001

Figure 87. Protocol configuration window

Note: Additionally check the OSPF and LDP folders to verify the configuration that the wizard
generated will work with the DUT configuration.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

15. Click the Statistics window on the bottom left and click the Start all Protocols  button on
the toolbar.

16. Click on the Global Protocol Statistics option for a summary of all protocols running on
each port.

a. Check if all of the BGP, OSPF, and LDP sessions are up.
b. Optionally, click on each of the protocol stats (BGP, LDP, OSPF) to view more
statistics for each protocol (including up/down status as shown in Global Stats).

Troubleshooting tips: If the sessions are not up:
= Go back to the Test Configuration window and double check the protocol
configuration against the DUT.
= From the Test Configuration window, turn on Control Plane Capture, then start

the Analyzer for a real-time sniffer decode between the Ixia port and the DUT
port.

|ﬁ IxMNetwork [default_jjohnston6.izncfg]

StatWiewer Wiew  Settings Help

% Protocols Wizards m P LZ-L3 Traffic : /P @ Report %EDD Ap * Iy B
Test Configuration Prag

Start Protocols

Start All Probocols

Statistics E Global Protocol Statistics
Mame ﬂ|
=HZ) iews (Total: 10)
=13 Defaulks (Takal: 103 Utagidics B L
M) Ports (Total Stat Name & |BGP Sess. Up |DSPF Full Nbrs. JLDP Basic Sess. Up
0 ok 10,200.134,45/Cardd1/ P32 2 1 1
Pork Statistics 10.200,134.45/Card0l) P 2
Twx-Rux Frame Rate Statistics 10,200, 134.45/Card01 P z 1 1
10,200,1534.45/Card0t) P2 2
B Test Configuration / !
[ Analyzer
@ Data Miner
|__ Statistics
1l i k|l LDM Aggreqated Sbate Lo, L 1

Figure 88.  Global protocol statistics window

PN 915-2602-01 Rev | June 2014 90



Test Case: Layer 3 MPLS VPN Scalability and Performance Test

17. After the protocols have been started, use the Ixia Learned Routes option to verify that
each Ixia peer is receiving the correct routes/labels for each peer.

a. View the MPLS labels learned by the Ixia BGP peers on P3.

Click on Learned Routes and then Refresh to see the labels learned by the Ixia

peer. In this test case there should be 100 VPN routes.

Optionally:

b. View a more granular view of each VRFs labels (65001:512 and 65001:513) by
clicking Learned VPN Routes.
c. View the EBGP routes learned by the Ixia P2 BGP peering sessions on P1.
d. View the OSPF routes learned by the Ixia P1 OSPF peering sessions and make
sure the BGP routes are being redistributed properly.
e. View the LDP labels coming from the DUT(PE) to the Ixia P Routers (on P3 and

P4).
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

18. After all of the sessions are up, you need to build bi-directional traffic from the CE to the PE,
and from the PE to the CE.
a. Optionally, change the Traffic Group Id Description to the names shown below.
This will help when running the traffic wizard.
i. Traffic group 1 = L3VPN — Cust/VPNL1 — Yellow.
ii. Traffic group 2 = L3VPN — Cust/VPN2 — Blue.

ramc Groups

W — Traffic Growp |d Table
+
----- E 1. Port Manager + X +

:jJ 2. Protocols
ﬁiﬁ Routing/Switching/Interfaces
:] futh/Access Hosts 1 L3WPR - CustAPR - Yellow
2 L3WPHN - CustAPR2 - Blue

Test Configuration

Traffic Group [d Description

Figure 90.  Traffic Group Window

19. Next, launch the Advanced Traffic Wizard by clicking on the + sign.

f:r‘u IxMetwork [L3-¥PM.ixnchg]

File Wiew Protocols L2-L3 Traffic  Tool:
i = & | g, Protocols Wizards )
Test Configuration El |

Test Configuration

E 1. Pork Manager
IékJ 2. Prokocols

ﬁiﬁ Routing/Switching/Interfaces
Q Authfaccess Hosks)DCE

Traffic Groups

Options

= ! v

vJ o
Add Traffic Item with Basic \Wizard

ﬂ_% add Traffic Tkem with Advanced '-.-'-.-'izaru:ll

ﬂ add Quick Flow Groups

Figure 91.  Create traffic
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

20. First configure the CE-PE traffic.

a.

b.
c.
d

Name the Traffic Item as CE-PE

Set the Traffic Type to IPv4

Change the Traffic Mesh to One-to-One.

Pull down the Traffic Group ID Filters and select both the L3VPN — Cust/VPN1

— Yellow and L3VPN - Cust/VPN2 — Blue checkboxes and click Apply Filter.

i. This will filter the Source and Destination trees to only display items that
belong to these customer/VPNSs. It is also possible to select only one Traffic
Group ID at a time to see an exact view of all sources/destinations that
belong to that customer’s VPN.

ii. Even though both Traffic Group ID filters were selected at the same time,
IXNetwork is smart enough to only send traffic to/from sources and
destinations that belong to the same VPN.

Set the source Encapsulation Type to non-MPLS, and the destination to

L3VPN. This will further filter the source/destination tree for CE-PE traffic.

Enable the Source - OSPF Route Ranges and BGP Route Ranges checkbox.

This is a global option to select all of the BGP routes for the source ports.

Enable the Destination - BGP VPN Route Ranges checkbox .

This is a global option to select ALL of the BGP VPN routes for the destination

ports.

Click the down arrow sign to add the four sources and eight destinations as a

traffic Endpoint Set.

Click Next

Note: Itis possible to configure the PE-CE traffic at the same time by selecting the Bi-
Directional checkbox within this window. However, by doing them in separate Traffic
Wizard runs, the resources (flows) used will be saved, allowing better use of flow
tracking as selected in the Flow Tracking page of this wizard.

Note: Make sure to uncheck the Merge Destination Ranges checkbox if the same
routes are used on two or more VPNS in the test.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test
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21. Optionally use the Packet/QOS window (not shown) to add a TCP or UDP header, or
configure VLAN priority bits or IP QOS levels for each Endpoint Set.

22. Optionally, use the Flow Group Setup window (not shown) to separate the VLANS (i.e.
VPNS) per port, or separate the QoS levels per port, into separate Flow Groups. Each Flow
Group utilizes its own transmit engine and can have unique content, and its own rate and

frame size.

23. Set the Frame Setup and Rate Setup windows (not shown) to the desired settings. Start

with a simple configuration, such as 128 byte frames and 1000 pps rate. These two
parameters can also be easily changed in the Traffic Grid window after completing use of

the wizard.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

24. Select the Flow Tracking options for CE-PE traffic.
a. Inthis testitis Traffic Item, Source/Dest Value (IP) Pair, and VLAN-ID.
Selecting this option will create a track able flow for every combination of the
selected items. Each flow will provide full statistics, including rate, loss, and
latency.
b. Click Next.

Note: These options are also be available as Drill-down views in the Statistics
windows. In this case there is an aggregated Traffic Item statistic that shows all of
the combined statistics for every flow within this Traffic Wizard. Using a right-
mouse-click the Traffic Item and drill-down per Src/Dst Value pair and/or VLAN-ID
can be used to view the detailed flow statistics within this traffic ltem. This helps
immensely in pinpointing trouble areas without investigating many flows.

Note: In large-scale tests, it may not be feasible to select multiple checkboxes. Use
the Resource Bar at the bottom to see how many resources are used and available
when you check each box. Also use the Validate window at the end of this wizard to
understand the precise number of resources used.
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Figure 93.  Advanced Traffic Wizard Screen 6

PN 915-2602-01 Rev | June 2014 95
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25. Optionally, on the Preview window, click the View Flow Group/Packets to see the exact
packets that will be transmitted from each Port/Flow Group.

a. Inthis case, on P1, Flow Group 1, there are 100 unique packets/flows that will be
sent. As shown in the setup topology, 25 routes from each of the 2 VPNs on P1
will send to the 25 routes on the same VPN on P3 and P4. Clicking on P2, Flow
Group 2, will yield the same number of packets/flows to P3 and P4.

IA-N Advanced Traffic Wizard -
.l
B oo

@ Packet | QoS Flow Groups/Packets —— (%) Current Traffic Item () &ll Traffic Ttems I| View Flow Groups/Packets ||

E}E Flaw Group Setup Flow Group | Traffic Item | |
Pork: P1

Frame Setup ! 4

@ Rate Setup & CE-PE - Flows Group 0002 CE-PE
(=

Flow Tracking

— Packets For Flow group: CE-PE - Flow Group 0001
Packet # WLAN-ID | Source Address | Destination Address
an BE 106.2.1.1
z 00:07:ec: 73:b4:00 00:00:c0:32:2d:1a 513 106.2.52.1 106.2.2.1
3 00:07:ec: 73:b4:00 00:00:c0:32:2d:1a 513 106.2.53.1 106.2.3.1
4 00:07:ec: 73:b4:00 00:00:c0:32:2d:1a 513 106.2.54.1 106.2.4.1
5 00:07:ec: 73:b4:00 00:00:c0:32:2d:1a 513 106.2.55.1 106.2.5.1
3] 00:07:ec: 73:b4:00 00:00:c0:32:2d:1a 513 106.2.56.1 106.2.6.1
7 00:07:ec: 73:b4:00 00:00:c0:32:2d:1a 513 106.2.57.1 106.2.7.1
g 00:07:ec: 73:b4:00 00:00:c0:32:2d:1a 513 106.2.558.1 106.2.5.1
9 00:07:ec: 73:b4:00 00:00:c0:32:2d:1a 513 106.2.59.1 106.2.9.1
10 00:07:ec: 73:b4:00 00:00:c0:32:2d:1a 513 106.2.60.1 106.2.10.1
11 00:07:ec: 73:b4:00 00:00:c0:32:2d: 14 Siks) 106.2.61.1 106.2.11.1
12 00:07:ec: 73:b4:00 00:00:c0:32:2d:1a 513 106.2.62.1 106.2.12.1
13 00:07:ec: 73:b4:00 00:00:c0:32:2d: 14 Siks) 106.2.635.1 106.2.13.1 E
[ ]fe] «[» o]
| Prev | | et | | Finish | | Cancel | | Help |

Figure 94.  Advanced Traffic Wizard Screen 7

26. Optionally, on the Validate window, click the Validate button to understand the resources
used for the traffic item you are configuring, or all traffic items. Click Finish.

IA-N Advanced Traffic Wizard H[=] E3
¥ Alid:
% Endpoints Validate
Traffic Item Resource Information ———————— (&) Current Traffic Ttem () Al Traffic Thems
Packet | Qo5 o~ o
i) High level view to quickly identify category of errors detected per Traffic Item
DE: Flow Group Setup
Traffic Item Configuration Packets Flow Groups Flows

Frame Setup

Rate Setup

Flow Tracking

ﬂm@s&

Presvigw

Validate

i

&) 0Errars

|’ | Error | Traffic ... | Flowe &... | Park |

(i) O Messages Show Details | =3 Copy Error |

Figure 95.  Advanced Traffic Wizard Screen 8
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Troubleshooting Tip: If errors are generated after hitting finish, see the Errors window
at the bottom of the screen. Follow the explanation/steps provided. In this type of test, it
is likely that the test ports cannot create the traffic because the DUT has not sent all the
information (usually MPLS labels) on the PE side. Check the protocols and view the
Learned information on both the Ixia and DUT side. To finish again, simply right-click on
the affected Traffic Item and choose regenerate.

Regenerate must also be used if the DUT sends new label information — for example, if
a topology change or flapping occurs. The symptom that this has occurred is usually
when certain flows experience 100% loss.
27. Now configure the PE-CE traffic. Run the Traffic Wizard again by hitting the + sign. The
steps are practically the same as used for CE-PE, except “in the other direction”. Here are
the shortened steps (screenshot not shown).

aoow

Name the Traffic Iltem as PE-CE

Make sure the Traffic Type is IPv4

Change the Traffic Mesh to One-to-One.

Pull down the Traffic Group ID Filters and select both the L3VPN — Cust/VPN1
— Yellow and L3VPN - Cust/VPN2 — Blue checkbox and click Apply Filter.
Set the source Encapsulation Type to L3VPN, and the destination to non-
MPLS.

Select the Source - BGP VPN Route Ranges checkbox.

Select the Destination - OSPF Route Ranges and BGP Route Ranges
checkbox .

Click the down arrow sign to add the eight sources and four destinations as a
traffic Endpoint Set.

Click Next.

28. Optionally, use the Packet/QOS window (not shown) to add a TCP or UDP header, or
configure MPLS EXP bits or IP QOS levels for each Endpoint Set.

29. Optionally, use the Flow Group Setup window (not shown) to separate the MPLS labels or
QoS values per port into separate Flow Groups. Each Flow Group uses a separate
transmit engine and can have unique content, and its own rate/frame size.

30. Set the Frame Setup and Rate Setup windows (not shown) to the desired settings. Start
with a simple configuration, such as 128 byte frames and 1000 pps rate. These two
parameters can also be easily changed in the Traffic Grid window after completing the

wizard.

31. Select the Flow Tracking options for PE-CE traffic (screenshot not shown).

a.

b.

For this direction of traffic it is best to choose Traffic Item, Traffic Group ID,
MPLS Label (1), and Source/Dest Value (IP) Pair.

All possible combinations from all checkboxes will create a track able flow in the
statistics (rate, loss, latency, etc.)

Note: If necessary, also choose MPLS Label, but only if the DUT sends something
other than label value ‘3’ or ‘0’ for the LDP (or RSVP) label.
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32. Optionally, on the Preview window, click the View Flow Group/Packets to see the exact
packets that will be transmitted from each Port/Flow Group.

a.

Preview

In this case on P3, Flow Group 1, there are 100 unique packets/flows that will be
transmitted. As shown in the Setup topology, 25 routes from each of the 2 VPNs
on P3 will send to the 25 routes on the same VPN on P1 and P2. Clicking on P2,
Flow Group 2, will yield the same number of packets/flows to P1, P2.

Flow Groups/Packets

(®) Current: Traffic Trer () all Traffic Thems

IxN

: Wigw Flow Groups/Packets

Flow Group

Traffic Ikem

PE-CE - Flow Group 0002

—ackets for Flows group: PE-CE - Flow Group 0001
Packet # Destination MAC Address | Source MAC Address | Label Value Label Value (1) | Source Address | Destination .ﬂ.ddrlil
b0 (00:00:cO 2 removeRrokocol 106.2.1.1 106.2.51.1 =
2 00:07:ec:73:64:00 00:00:c0:34:2d:0d removeProtocol 131 106.2.2.1 106.2.52.1
3 00:07:ec: 73:04:00 00:00:c0:34:2d:0d - removeProkocol 132 106.2.3.1 108.2.53.1
4 00:07:ec:73:b4:00 00:00:c0:34:2d:0d  removeProtocal 133 106.2.4.1 106.2.54.1
5 00:07:ec:73:b4:00 00:00:c0:34:2d:0d - removeProtocol 134 106.2.5.1 106.2.55.1
[ 00:07ec:73:b4:00 0:00:c0:34:2d:0d - removeProtocol 135 108.2.6.1 106.2.56.1
7 00:07:ec:73:b4:00 00:00:c0:34:2d:0d  remowveProkocol 136 106.2.7.1 106.2.57.1
a 00:07:ec:73:04:00 00:00:c0:34:2d:0d  removeProkocal 137 105.2.8.1 106.2.58.1
9 00:07:ec:73:b4:00 00:00:c0:34:2d:0d  removeProtocal 138 106.2.9.1 106.2.59.1
10 00:07:ec:73:b4:00 0:00:c0:34:2d:0d - removeProtocol 139 106.2,10.1 106.2.60.1
11 00:07:ec:73:b4:00 00:00:c0:34:2d:0d - removeProtocol 140 108.2,11.1 106.2.61.1
12 00:07:ec: 73:b4:00 00:00:c0:34:2d:0d - removeProkocal 141 106.2.12.1 106.2.62.1
T e il 2 TS = N -

Figure 96.  Advanced Traffic Wizard Screen 8

33. Optionally, on the Validate window, click the Validate button to understand the resources
used for the traffic item you are configuring, or all traffic items. Click Finish.
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34. Optionally, after finishing the Traffic Wizard, you will see the Traffic (grid) window. There
are many operations that can be done here, including:

Adding new (tab) views

Adding new columns to existing views, including packet contents fields

Many grid operation, including multi-select, and copy down/increment.

Changing the rate/frame size on the fly without stopping traffic.

Double-clicking a flow group to configure its properties/packet contents.

Performance test variables:
¢ Manual performance testing of the data plane can be accomplished by increasing
the frame size and data rate.
o Automatic throughput tests can be accomplished using IxNetwork’s integrated
tests, as discussed in the Test Variables section below.

p N ) ) |
[ % i3 |8l |6_| Flow Groups for item 'PE-CE' ———————————— P4 I:[‘:r - i
|3-_| Al Traffic tems =
| Transmit State | Tx Part ‘ Encapsulation Mame Endpoint Set | Traffic Ikem Mame ‘ Flow Group Mame Frame Size Frame Rate
- I i @p | P Ethernet II,MPLS.MPLS. IPv4 EndpointSet-3 PE-CE PE-CE - Flows Group 0001) Fixed: 128 Packet rate: 1000
1 All Flow Graups e J@pmmE P4 Ethernet ILMPLS. MPLS.IPv4 EndpointSet-3 PE-CE PE-CE - Flow Group 0002 Fixed: 128 Packet rate: 1000
g Al Quick Flow Groups ...

Figure 97. Post-Wizard Traffic Grid

35. Apply, and Start the traffic.
a. Click the Apply Traffic button at the top of the screen. This will send the Traffic
Item configuration down to the hardware.

AL 12-L3 Traffic

b. Click the Start (play) button
>
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36. View the traffic statistics.

a. Click on Statistics -> Traffic Item Statistics. This will show the aggregated view of all
the traffic of each Traffic Item...from CE-PE, and PE-CE.

Note: The Traffic Item aggregated view is very helpful in understanding the performance
of the DUT at a high-level without having to investigate large volumes of results. If
everything looks fine, then there is no need to drill-down further. However, if there is loss
or high latency, drilling down within each traffic item to pinpoint the problem can become

very useful.

|ﬁ IxNetwork [I13-vpn_5.40_MNew.ixncfg]

StatViewer Wiew  Settings  Help

Snapshot E ” | % Protocols Wizards DA d |

L2-L3 Traffic 1] ” | (2 Clear CPJDF Stats /7 Clear Statistic [E] Report |5 | =3 [ |L

Statistics 3]
[ statistics || [ Traffic Ttem Statistics
"Hame o] ‘ <+ ¥ B A | [T autoUpdate Enabled || Customize Traffic vi... [v] |- | @8 F B Y Fava

E}-_] Traffic {Total: 5)

Drag a column header here to group by that

| B Le-La(Tokal: 5
E| Traffic Item | Tx Frames | Rx Frames | Frames Delta | Loss % | T Frame Rate | Rx Frame Rate |
CE-PE 372,005 372,005 o 0,000 2,000,000 2,000,000
. | PE-CE 372,005 372,005 1] 0,000 2,000,000 2,000,000
[0 Flaw Statistics O
[ Eleass Pumbncbin =]
&) Test Configuration
| Statistics
Figure 98.  Statistics -> Traffic Item View

Performance test variable: Go back to the Test Configuration window and increase the
rate (in real time) of one or more flow groups until loss occurs. Then use the following step
to drill-down to find the problem.

b. Now Drill Down on the CE-PE traffic by right-mouse clicking on the CE-PE Traffic Item
and finding the Flow Tracking options as defined in the Traffic Wizard. In the example
below click on Drill Down per VLAN ID to see all the VLAN stats inside the CE-PE

Traffic Item. These are the per-VLAN detailed statistics that make up the aggregated
CE-PE Traffic Item stat.

Note: This is very helpful to see if, or which, particular VLAN (i.e. customer VPN) is

having issues.
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Traffic Ikem Statistic:

ik ! Q A Qv GAUtoUpdate Enabled || Customize Traffic ¥i... - |l F E- ﬁFavorites ﬂv ISeIect a Profile... Vl ﬁ

HE, |

Traffic Item | T Frames | Rx Frames Frames Delta Loss % | Tx Frame Rate | Rx Frame Rate RE Bytes | Rx Rate (Bps) ‘ Rx Rabi

_E-FE 1,616,003 1,616,003 a 0,000 2,000,000 SOLSAnSnA___Ss o0n non S
Show view as Floating

PE-CE 1,616,008 1,616,008 il 0,000 2,000,000 2000.000 oy Hiide Overview

4| Display view as Chatk

IEIZ‘ 1 IIHE Page 1 of 1 {kokal flows : 2}, Hide view

-| all ” Eﬂ | Show
IQ User Defined Statistics I DSIFIHB Alert...
Edit alert...

P-4 |- [T AutoUpdate Enabled || Customize Traffic V.. - @ E. F:  Remaove Alett
[ [ [5) s

Add ta Cuskorn Graph

Dill Down per YLAMN:!

il Down per SourceDest Yalue Pair
¥LAN:¥LAN-ID . Loss % | Tx Frame Rate | Rx Frame Ral | Show All Filkered Flows

51z 404,000 404,000 i} 0.000 500,000 gon,n | Drill Dovn per R Pork

513 404,004 404,004 i 0.000 500,000 5000 Customize...
514 404,000 404,000 i 0,000 500,000 OO0
515 404,004 404,004 0 0,000 500,000 500.0

Edit Statistics Designer

Figure 99.  Statistics -> Drill down from Traffic ltem to VLAN ID

c. Now Drill Down again on VLAN 512 (right-click -> Drill Down per Src/Dst Value (IP)
Pair). You see all 50 IP flows within VLAN 512 from the CE-PE side

Note: This is very helpful to see if, or which, particular Src/Dst IP within the given VLAN
(i.e. customer VPN) is having issues.

Ig User Defined Statisticsl
s 4 E B B

. |

Ej.ﬁ.utcuLlpdate Enabled || Cusktomize Traffic Wi, e | i 6 i- ﬂ?Favurites ﬂvl

“‘@ Back |,| “E‘ | Source/Dest Yalue Pair

Source;Dest ¥Yalue Pair | T« Frames | Rx Frames | Frames Dell:.; Loss % | Tx Frame Rate | Rx Frame Rate
106.1,51,1-106.1,1.1 12,080 12,080 a 0,000 10,000 10,000
106.1,51.1-106.1,27.1 12,080 12,080 1] 0,000 10,000 10,000
106.1.52.1-106.1.2.1 12,080 12,080 0 0.000 10,000 10,000
106.1.52.1-106.1.25.1 12,080 12,080 0 0.000 10,000 10,000
106.1,53,1-106.1,3.1 12,080 12,080 a 0,000 10,000 10,000
] |

IEIE‘ 1 IE”E Page 1 of 1 (katal Flows

Figure 100.  Statistics -> Drill down from VLAN ID to Src/Dst Value (IP) pair
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d. Likewise, Drill Down on the PE-CE Traffic Item to the Traffic Group ID.

Note: This is very helpful to understand how the traffic on each VPN (Traffic Group ID)
within the PE-CE traffic is performing. The Traffic Group ID can also be used in the CE-
PE traffic item.

Traffic Item Statistics

ol = A3 Qv E]AutoUpdate Enabled ||| Customize Traffic vi... - | i = ﬁFavorites ﬂvlSeIectaProFile... vI ﬁ q i_“

Traffic Item | Tx Frames | Rx Frames | Frames Delta Loss % | Tx Frame Rate | Rx Frame Rate | Rx Bytes | Rx Rate (Bps) | Rx Rate {(bps) | RH
CE-PE 828,636 828,636 o 0.000 2,000,000 2,000,000 115,297,405 256,000,000 2,045,000,000
PE-CE G2Z,636 | 622,606 0 0,000 Z,000.000 Z,000.000 M E——
ShowiHide Overview
4 | Display wiew as Chark
= Hide vi
EII‘ ll—lz“E Page 1 of 1 (total Flows @ 2), 108 view

Shaw

[ [
S Define Alert. .,

QUser Defined Statistics I \ Edit Alert. .
- v B A D] sutcUpdate Enabled || Custorize Traffic vi... - il = ¢ Favorites ﬂ Remove Alert
\

H @ Traffic Group ID Add ko Custom Graph

Drag a column header here to group by that column

Crill Down per MPLS:Label Value (13
Drill Down per SourceDest Value Pair
Drill Down per Traffic Group IDI
Show &ll Filered Flows

Drill Doven per Rx Port

Traffic Group ID Tx Frames | Rx Frames | Frames Delta Loss %o
gl o 0,000 1,000,000 1,000,000
439,336 439,336 a 0,000 1,000,000 1,000,000

Figure 101.  Statistics -> Drill down from Traffic Item to Traffic Group ID

e. Drill down again from each Traffic Group ID to MPLS label.

Note: It is very helpful to understand how the traffic on each MPLS label within the given
VPN (Traffic Group ID) is performing.

E Traffic Item Statistic I
A ! I:_J A4 Q- GnutoUpdate Enabled ||| Customize Traffic wi... - | & § & ﬂ?Favorites {l' Select a Profile... hd

Tx Frames Rx Frames Frames Delta | Loss % | Tx Frame Rate | te | Rx Bytes | Rx Rate {Bps) | RxR
3 Custy 0 439,300 439,300 o 0,000 1,000,000 100 442,625,024 256,000,000 2,0
L3VPN - Cust¥PNZ - Blue 439,336 439,336 ] 0.000 1,000, 00 i Gamoem e e

P | Show view as Floating
l EE i BIE Page 1 of 1 (tokal Flows @ 2.

| \ Shove/Hide Overviswm

Display. view as Chatk

—| all || Eﬂ| Hide wiew
: - - Shaw ]
E User Defined Statistic ]
T Define Alert. ..
- ¥ B - T AutolUpdate Enabled || Custorize Traffic vi... - | = Edit Mlert
: B 1)
: @ MPLS:Label Yalue (1 Remave lert

‘ Add ko Cuskom Graph .}

Drag a column header here to group by that column

Covill Down pet MPLS

MPLS:Label ¥alue (1) 5 e Loss % | Tx Frame Rate | RxF  Show all Filtered Flows

27 34,580 34,580 u] 0,000 20.000 Covill Diowin pet R Park

29 34,580 34,550 u] 0.000 20,000 ErElEnTED..

32 34,580 34,5580 u] 0,000 20,000

24 34,580 54,580 0 [.000 g Edit Filte.r Efelectio?ﬂ

o e e ~ o e Edit Statistics Designer
|

L
EIEI 1 EIIE Page 1 of 2 (tokal Flows :
Figure 102.  Statistics -> Drill down from Traffic Group ID to MPLS label
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f.  Optionally, drill down again from each MPLS Label to Source/Dest Value (IP) Pair.

Note: This is very helpful to understand how the traffic on the IP routes within each
MPLS label is performing.

Note: Drill-down per Rx Port is included by default with every drill-down view. In this
case, it will help determine which RX port on the CE side is receiving the suspect MPLS
traffic from the PE side. It may help determine which VPN is the source of the problem
without having to go to the label database and track the label through the network to the

CE side.

Troubleshooting tip: In any of the above views, a small frame delta statistic does not
necessarily mean that loss is present. Stopping traffic will fully synchronize the results.
No test tool can measure Tx and Rx instantaneously, since the traffic must go through
the DUT first. If the frame delta is continually increasing, however, there is likely loss.

Test Variables

Each of following items can be used as separate test cases to test a PE Router in an L3 VPN
network. They all use the test case developed thus far as a baseline. By simply modifying a few
parameters, you can create control plane scalability tests from 10x to 100x or higher to fully
stress the DUTs capability as a PE router and understand its capacity to peer with CEs, Ps, and
other PEs. Once control plane scalability is understood, data plane performance can be added
and measured in terms of throughput, latency, and loss for every frame size or IMIX pattern

available.

Control Plane Performance Variables

Performance
Variable

Description

Increase CE Ports

Step 5: On a real world PE router, there will be many more CE ports
than P or PE ports, and each CE ports will have many CEs/VLANS
on them.

Increase PE Ports

Step 5: On a real-world PE router, there is typically a minimum of 2
provider ports (1 for backup), and it'’s possible some or many of
these ports will be high speed (10G) and therefore high control plane
scalability requirements.

Increase Emulated
Ixia P Routers

Step 6: Increasing Ixia P Routers per port will stress the DUT’s (PE)
ability to peer/run MPLS and IGP protocols. If needed, use VLANS.

Use different IGP, or
MPLS Protocols

Step 6: Try the other routing protocols, such as ISIS and RSVP-TE.
These protocols may have higher or lower overhead on the DUT and
performance may vary.

Increase Emulated
Ixia PE Routers

Step 7: This is one area that can grow quite large in a SP network,
both in terms of IBGP connections and VPN/VRF information
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Performance
Variable

Description

exchanged. This will test the DUT’s ability to store/maintain
VPN/VRF information and not leak the information to incorrect VPNSs.

Peer with Route

Step 7: In boot-up or fail-over scenarios, route reflectors can

Reflectors sometimes flood the PE routers with a number of routes very quickly.
Tests can verify the PE’s ability to maintain tables and data traffic
while being flooded by these RRs.

Increase VPNs/VRFs | Step 8: This is another area that can easily produce massive

per PE amounts of VRF tables to be maintained by the DUT.

Increase Routes per
VPN

Step 8: Increasing routes increases memory consumption. This
should be tested to measure the max Routes per VPN.

Use “Unique VPNs
per PE”

Step 8: By simple checking this box, it means that the number of
VPNs times the number of PEs equates to the total number of VPNs
in the test, and this number is tallied not only to the provider side, but
also to the number of emulated CEs on the customer side.

Mix CE Routing
Protocols

Step 9: Only Ixia offers offer all five of the “normal” protocols are run
by CE routers, those being EBGP, OSPF, ISIS, RIP and EIGRP.
Running a configurable mix/percentage of these protocols ensures
the DUT can handle any SP network.

Data Plane Performance Variables

Performance
Variable

Increase Traffic
Rate

Description

Steps 23/34: Manually increase the rate at which traffic is sent. Verify
that latency and loss levels per flow are at expectations.

Change Frame Size

Steps 23/34: Manually change the frame size of the traffic. Smaller
frames typically cause more trouble for switches/routers, so tests run
with 64-byte packets at a high frame rate will be expected by the SP
network operators. Additionally, select one of the real-world IMIX
patterns that Ixia provides.

Run Binary-search
Throughput tests
using Ixia’s
“Integrated Tests”

Go to IxNetwork Test Configuration Window and look for “7. Integrated
Tests”. These tests will automatically run “binary-search” Throughput
tests using any/all frame sizes, and industry standard methodology to
determine the maximum amount of Throughput (with no loss) the DUT
can handle.
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Results Analysis

The test constructed in this booklet proved that the DUT, acting as a PE router, could maintain
and run a network consisting of two customer VPNs, each with six sites. Added to that was
emulation of two P routers, and four PE routers. In addition, the DUT was able to forward 64-
byte data traffic at a rate of 10% (of a 1Gb/s link) across the network with no loss and low
latency.

However, even in a small-to-medium size service provider network there can be 10s or 100s of
VPNs covering 100s of locations, across 10s or 100s of ports, spanning hundreds or thousands
of miles.

Because of this, control plane scalability testing and data plane performance testing is critical to
ensure that these networks, and therefore DUTSs, can handle the load placed upon them in real-

world scenarios. The next section discusses the various ways in which the test case can be
further transformed into much more formidable scalability and performance tests.

As the control plane variables are increased to the DUT’s maximums, special attention must be
paid to the detailed protocol statistics, including up/down sessions, and protocol counters. As
well, on the data plane side, each and every IP address should be checked for loss and latency
as it flows through the DUT. Packet and route leakage is another critical check to make sure
one VPN customers’ traffic or forwarding table is not mixed with others. Lastly, long duration
tests at maximum scale are required with and without real-world outage situations to ensure
expected behavior in a volatile real-world network environment.

Troubleshooting and Diagnostics

Issue Troubleshooting Solution

Can’t Ping from
DUT

Step 13: Check the Protocol Interface window and look for red
exclamation marks (!). If found, there is likely an IP address or gateway
mismatch.

Sessions won't
come up

Step 16: Go back to the Test Configuration window and double check
the protocol configuration against the DUT. From the Test Configuration
window, turn on Control Plane Capture, then start the Analyzer for a
real-time sniffer decode between the Ixia port and the DUT port.

No “Learned” info

Step 17: There is likely a mismatch in the VPN/VRF configuration on the
Ixia or the DUT. Check RD/RT, VRF#.

Traffic 100% Loss

Steps 26/33: Check the “warnings” columns in the Traffic View (and

Protocols or Link
Down/Up Traffic
100% Loss from
PE-CE

from PE-CE make sure there are no streams that say VPN label not found. The DUT
may have sent new label info. If so, regenerate traffic by right-mouse-
click on the traffic item. Then Apply traffic.

After Stop/Start Steps 26/33: Check the “warnings” columns in the Traffic View (and

make sure there are no streams that say VPN label not found. The DUT
may have sent new label info. If so, regenerate traffic by right-mouse-
click on the traffic item. Then Apply traffic.
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Test Case: Layer 3 MPLS VPN Scalability and Performance Test

Conclusions

This test verified that the DUT can perform at four ports of scale as a PE router in a layer 3
MPLS VPN network.

However, further scalability and performance are of paramount importance when testing a DUT
acting as a PE router. Follow the Test Variables section above to test the PE at its maximum
capacity before deploying into a real-world L3 MPLS VPN Network.
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Layer 2 MPLS VPNs — PWE Testing

Pseudo-wire emulation (PWE) is a L2 VPN service offered by service Providers. PWE provides
L2 point-to-point circuits over a provider managed IP/MPLS network.

Each pair of customer sites that need to communicate with each other and belong to the same
VPN (i.e. enterprise customer) appears to be on the same dedicated circuit regardless of their
locations — just as in a leased line. The customer’s connection into the provider network can use
various L2 encapsulations, providing legacy support into the provider MPLS (Ethernet)
backbone. A PWE-capable network is composed of three types of devices:

Customer edge (CE) routers — The CE is a router or switch located at the customer’s
premises. It connects to a PE router. Unlike L2 VPLS (virtual private LAN service) that can
only interface to the PE over Ethernet, with PWE the interface between the CE and PE can
use frame relay, ATM, HDLC, PPP, Ethernet, or other media with PWE.

Provider edge (PE) routers — The PE is where the intelligence of the customer’'s VPN
originates and terminates. All of the necessary virtual circuits (VCs) are set up to connect to
all the other PEs within the provider MPLS network. Unlike L2 VPLS networks that require
the PE to maintain a forwarding/MAC table for each customer’'s VPN across many sites,
PWE is a point-to-point pipe between two sites, and therefore the PE does little work in
maintaining CE tables and information. However, if there are many sites to a customer
VPN, a full mesh of PWE VCs between sites may be required. The PE routers run an IGP
protocol (such as OSPF or ISIS) to the service provider core as well as LDP Extended-
Martini protocol to the other PEs to exchange VPN/VC information.

Provider (P) router - A P router interconnects the PEs and runs the provider MPLS core
network. It does not participate in the VPN functionality. It simply switches the VPN traffic
using MPLS labels. The P routers run an IGP protocol (such as OSPF or ISIS) to other Ps
and PEs within the service provider network, along with LDP or RSVP-TE for MPLS
signaling.

PN 915-2602-01 Rev | June 2014 107



Layer 2 MPLS VPNs — PWE Testing

— Optional =
LSP Label RS T -"1) Control Word VAT

_MPLS Network !

Figure 103.  Typical L2 VPN - PWE network

‘ CE Customer Edge router
: PE Provider Edge router
P Provider router

Testing a L2 VPN — PWE-based network centers on the PE routers.

The PE routers need to maintain separate VCs for every point-to-point site within a given VPN.
These VPN/VCs must be maintained by the PE router without leakage to other customer
VPNs/VCs. The uncertainty of the number of CEs for a given customer/VPN, different types of
L2 connections into the PE router (ATM, FR, etc.), CE flapping, and CE-based router security
threats create the need for a plethora of functional and performance tests for the PE.

On the service provider side of the PE router, an IGP such as ISIS or OSPF must be chosen, as
well as a core MPLS protocol — either LDP or RSVP-TE. Combinations of these protocols must
be tested to ensure efficient operation in a service provider network.

The LDP Extended-Martini protocol is the brain of PWE networks and requires significant
testing, including interaction with the existing IGP/MPLS protocols already running in the
provider core.

All of these aspects of the PE router need initial testing at the functional level, but more
importantly at the performance level, including:

e Scaling CEs (over VLANSs) with a varied number of L2 interfaces.

e Scaling PEs in the provider network. All PE neighbors must peer with each other, causing
many VPN/VC tables to be exchanged. Flapping is another key test case. It is also very
important to test the scalability of the LDP Extended-Martini signaling protocols in terms of
number of point-to-point VCs supported.

e Scaling Ps in the core of the provider network to switch the massive amount of MPLS and
(in some case) non-MPLS packets.
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Layer 2 MPLS VPNs — PWE Testing
o Data plane performance at the maximum CE, PE, or P scale. Testing should not only
include throughput, but verify that MAC/VPN leakage is not present.

Further performance test cases using Ixia’s IxNetwork can be verified with the following step-by-
step test case, along with the Test Variables section further below.
Relevant Standards
e The PE Router LDP Specification — RFC 3036
e LDP Applicability — RFC 3037
e LDP State Machine — RFC 3215
e Transport of Layer 3 Frames Over MPLS — draft-martini-l2circuit-trans-mpls-09.txt
e Pseudo-wire emulations:

o draft-martini-ethernet-encap-mpls-01.txt

o draft-martini-ppp-hdlc-encap-mpls-00.txt

o draft-ietf-pwe3-frame-relay-02.txt

o draft-martini-atm-encap-mpls-01.txt

o draft-malis-sonet-ces-mpls-05.txt

PN 915-2602-01 Rev | June 2014 109






Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance
Test

Overview

Although L2 MPLS VPN — PWE networks are becoming widely available, router vendors and
service providers should carefully consider a number of scalability issues.

Service provider PE routers need to allow for the partitioning of their resources between unique
customer VPNs/VCs, and at the same time partition their Internet routing resources. The PE
router in a L2 MPLS VPN - PWE network must:

o Create separate point-to-point VCs from any/all sites to any/all sites within a given VPN for
each customer/VPN to ensure communications.

e Run MPLS and IGP protocols into the core of the service provider network, usually
connecting to faster P/PE routers on high-speed links.

e Peer with all other PE neighbors and exchange VPN/VC info with them.

e Make forwarding decisions at microsecond speeds while bi-directionally adding/popping
MPLS and VC labels.

o Keep enterprise customers’ VPN traffic and Internet traffic separate from each other.

Because of this, the focus of the tests is mostly centered on the PE, as all the unique
customer/VPN intelligence is implemented within the PE routers. L2 MPLS VPN — PWE
technology takes advantage of the emerging MPLS technology for tunneling data packets from
different VPNs over the same service provider network. LDP Extended-Martini is extensively
used for VPN exchange and for the distribution of VPN reachability information. The
combination of the core MPLS protocols and the LDP Extended-Martini working together make
up this exciting technology.

The best methodology for performance testing of a PE is to create a scalable baseline test, and
then modify it in different ways to test the control plane and data plane performance. This
testing will verify the PE’s ability prior to being deployed in a real-world, revenue generating,
service provider network.
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

Objective

The objective of this test is to baseline the scalability of a single DUT acting as a PE router in a
Layer2 VPN — PWE network.

At the end of this test, other test variables will be discussed that will provide many more
performance test cases, using the topology discussed below as the baseline.

Setup

The test will consist of a DUT acting as a PE router, and four Ixia ports.

Two Ixia test ports will emulate four customer edge (CE) devices. Also within each port will be
four CE routers, each belonging to a different customer/VPN.

The other two Ixia ports will emulate the entire service provider network as well as the other CE
sites for each PWE circuit.

In total, this test will emulate two Ps, four PEs, and eight VPNs (each with two sites), as shown
in the Figure 104 below.

Ixia Port 1 - CE Ixia Port 3 - SP

Layer 2
._ MPLS VPN - PWE vC1524
Performance 2 '23'52114 1,(. .

Testing

¥C1525

A PE2
2.2.2,15 Yrcl5z2e
. )~k
X1,
Loopback K
\l_!u%‘

99.99.99.1

20.3.13.%

¥C1527

f PE4
i 2.2.2,17 ¥C1530
s
. ) ixin
p o
\l_!u%'

¥C1531

Ixia Port 2 - CE Ixia Port 4 - SP

8 Customers/VPNs/¥Cs - 2 sites each, 10 MACs each

Figure 104. Ixia emulated L2 VPN - PWE network
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

Step-by-Step Instructions

Following these step-by-step instructions will produce a Layer2 VPN — PWE performance test
as shown in Figure 105. Optionally, you may use the steps below as a guide to building other
Layer2 VPN — PWE performance test scenarios.

1. Reserve four ports in IxXNetwork.

In-N Port Selection
- Chassis - Ports
i | ¥ =D | X
Chassis/Card/Part &| Type | ﬂ Chassis/Card/Port
- (3) Part 07 104100{1000 Base T £10,200,134.45:01:14
- (0 Pork 08 10/100/1000 Base T 10.200.134.45:01:16
(B Port 09 10{100{1000 Base T @ P3 10.200,134.45:01:13
-7 Part 10 10/100/1000 Base T 2 P4 10,200,134.45:01:15
-8 Part 11 10710071000 Base T &«
i ||
oK Cancel | Help |
%

Figure 105.  Port reservation

2. Rename the ports for easier use throughout the IxNetwork application.

- FonmmManager

Ports | > ﬂ Conmect Al ‘ Release Al |

Skake Type Marne Conneckion Status
1 Ethernet .
2 @ |Ethernet [Pz 10,200,134,45:01 116
3 @ |Etherret | P3 [ 10.200.134.45:01:13
4 @ |Ethernet | P4 [ 10.200.134.45:01:15

Figure 106. Port naming

3. Click the Protocol Wizards button on the top toolbar in the IxXNetwork application.

|u-N IxMetwork [default_jjohnstonb.ixncig]

File Wiew Tools Settings

Help

i J i E

“%, Prokocals Wizards ] | i P ) L L2-L3 Traffic
Y R

‘ Test Configuration
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

4. Run the L2 VPN/VPLS protocol wizard.

Im Protocols Wizards B
Select aWizard I Run *izard I

..... RSWP-TE

..... EPE

..... OSFF

..... 0O5PF+3

..... 1515 w4/
..... BGR/BGP+
----- Fulticast

..... Multicast VPN
..... 5TP

..... MSTF

..... CFMAY. 1731 ve
_____ LACP DUT Loopback IP Addr.
----- PBE-TE
B-E3 i;thmccess Hostz e aspF
..... El FPPa w ANCF o

----- DHCF Client w/ &M, Ve ' |
..... P v ANCP

..... L2TF w/ RADIUS

Ixia Port Ixia Port

2.2.2.2032
PE

111532 | 0P Bendéd-harting
PE LOP b

020201724/
20.20.20.2/24

¥C vC
WFEs= 1 #WCsPE= 1

WCE Ports = ) WFrovidaer Parts = [

* Connected Interfoce

/| | B

Cloze I Help |

Figure 108. L2 VPN Wizard

Note: the wizard supports both L2 VPN — PWE as well as L2 VPN — VPLS. In brief, L2 VPN
— PWE runs point-to-point virtual circuits across the MPLS core, and L2 VPN — VPLS
supports the MPLS as an effective L2 switch for point-to-multipoint.

Note: the picture represents a typical test case for testing a PE router in an L2 VPN
network.
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

5. Configure P1 and P2 to emulate the CE (left) side of the topology, and P3 and P4 for
the SP (right) side of the topology, then click Next.

L2 ¥PN/YPLS Wizard - Port Select - L2¥YPN - PWE - 2

Ixia Port Ixia Port
22214032
ViC
DUT Leaphadk IP Addr.
90.99.99 155 0P Baendbd.
Ve PE LOP
S [ | OsFF
e a3 04
20.3.13.2/24
Vi
#PEse T #VCiPEs 2

HCE Park = 2 #Frovidar Parts = 7

& Connected Interfoce

— Select Port(z] for Wizard Configuration

Cu;’tigzer Pms\i"éier Part Description
1 Ird I P1 - 10M00M 000 Base T
2 Ird r P2 - 10100/ 000 Base T
3 r v P3 - 104004000 Base T
4 I I P4 - 10100/ 000 Base T

Screen #1 af 7 < Back I Mext » I Cancel | Help |

Note:

Figure 109. L2 VPN Wizard Screenl of 6

The picture in the top window will update with the number of customer-side ports

as well as the number of provider-side ports.

Performance test variable: Increase the number of customer and provider ports to test
the DUT’s (PE’s) ability to scale at a port level. In a real-world network, there are more
customer ports than provider ports.

6. This window configures P3 and P4 with emulation of one or more P routers. These ports
will be configured to talk directly to the DUT (PE) Router.

a.
b.

C.

Keep the default of 1 P Router. This is a per-port setting.

Configure a starting subnet between the Ixia P router and the Ixia PE routers.
Any subnet will work. In this case, use 11.1.1.0/24.

Configure the IGP Protocol and MPLS Protocol running in the SP core.
= |n this test use the defaults of OSPF and LDP, respectively.
Configure the L2 VPN Signaling Protocol running in the SP core.

= Inthis test use LDP Extended-Martini.

Configure the Ixia P Router IP Address on P3 and the DUT IP Address.
= Inthis test they are 20.3.13.2/24 and 20.3.13.1/24, respectively.
Configure the Increment per port option to support the P4 IP address

e Inthistestitis 0.0.2.0.

Click Next.
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Optionally:

a. Disable (uncheck) Enable P routers. The Ixia port(s) would then only emulate
PE routers (i.e. no P router emulation), and would test the DUT in a PE-to-PE
scenario.

Performance test variables:
¢ Increase the number of emulated P Routers to test the DUT’s ability to

peer with many P routers, all running an IGP/MPLS protocol.
o Check the Enable VLAN checkbox (not shown) to run these protocols over
VLANS. Enter the first VLAN ID and choose an incrementing function.

L2 ¥PN/¥PLS Wizard - DUT - LZ¥PN - PWE - 2

Ixia Port Ixia Port
2.2.2. 132
VT PE
DUT Loopback IP Addr.
99,900,991
Ve ]
Vi
20313 224
Vi
#PE:a 2 SVCsPEa 2

HCE Parts m 2 #Providar Porfs = 2

* Connected Interfoce

[DUT-F‘I

—1 EnableWLaN
WLAN 1D 100 Increment By I1

[" RepeatLAN &oross Ports [ Wse Same YILEH for &l Emulated Fiouters

—I+ Enable P Routers

Mumber of P Routers

Starting Subnet Between P and PE |-11_1_1_Dx'24 I

IGF Frotocol |E|SF'F j Optional 1515
MPLS Protacol [Lop -] Optional RSVP
L2%PH Signaling Pratocal ILDF' Ertended-td artini j Cptional MP-IBGP

F Router IP Address

DUT IP Address

Increment Per Fouter Increment Per Part
ID.1.D.D | 0.0.2.0 |
[~ Continuous Increment &cross Ports N

Figure 110. L2 VPN wizard screen 2 of 6

Note: The screen above updates with the configured protocols/IP addresses.
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

7. This window configures P3 and P4 with emulations of one or more PE routers that

operate directly behind the emulated P router(s).

a. Configure the Number of PE Routers Connected to the P Router. This is a

per-port setting.
In this test it is 2 PEs (per P)

b. Configure Emulated PE Loopback Address and its incrementing function for

the additional PEs.

In this test it is 2.2.2.14 (the 2", 3", and 4™ PE will be assigned 2.2.2.15,

2.2.2.16, and 2.2.2.17, respectively)
c. Configure DUT Loopback IP Address.

In this test it is 99.99.99.1
d. Click Next.

Performance test variable: Increase the number of PE routers per P router. This

will test the DUT’s ability to peer with many PE routers and potentially many

VPNs/VCs.

L2 ¥PN/YPLS Wizard - PE Router - Name

Ixia Port Ixia Port
2222032
WiC PE vC
DUT Leopback IP Addr. f@ |G
999900173 . H
Ve pp—LEEendsdiatting 1 . E Ve
| I 0SFF F > ] .
Ve PE VT
0300024 .
10.3.1.2024 \@/ >
Vi ™~ s
leree 2 Joveure-
HCE Ports = 1 #Frovidar Parts = 1
# (Connecied [nferfoce
| PE Router(z]
Mumber of PE Routers Connected ta the P Router I2
A5 Mumber 100
Emulated PE Loopback Addresz Ihcrement Address By
|2.2.2.14:'32 ID.D.IZI.‘I
DUT Loopback IP Address Increment Address By
|Es_99_99_1;32 |n_n_n_n

Figure 111. L2 VPN wiz

ard screen 3 of 6
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

8. This window configures the number of L2 Interfaces (VCs) for all ports in the test; refer
to Figure 112.
a. Configure the VPN Traffic ID Name Prefix.
For most L2 VPN test cases use L2VPN.

b. Configure the VC Pack Type. The option All VCs in one VC range will combine
all of the VCs from each PE into a single line (row) in the post-wizard LDP
configuration tab called L2 VC Ranges. This helps summarize each PE’s VCs,
but is less granular than One VC per VC Range — which allows all post-wizard
configuration options to be assigned per VC.

In this test use One VC per VC range.

c. Configure the VC Interface Type. This option specifies the type of L2 interface
configured on the port.

Itis VLAN for P1 and P2 in this test .

d. Configure the Number of VC/VPN IDs per PE. The number entered here will be
multiplied by the number of PEs configured and the sum will represent the total
number of VCs in the test.

In this test it is 2 VCs per PE (= 8 VCs in the test)

e. Configure the First VC/VPN ID. This is the VC number that will be used over the
extended LDP session to talk to the DUT (PE).

In this test it is 1524 (it is just a coincidence that in this test case it is the same
as the VLAN ID, although this is a common practice).

f. Click Next.

Optionally:

Check the Enable VPLS box to run point-to-multipoint VPLS using LDP Extended-
Martini signaling. In this test topology scenario, the VPNs on the PE side would be
repeated across PEs, meaning that each of the 6 PEs would have the same 2 VPNS
connected to it, creating two 7-site VPNSs.

Performance test variables:

e Increase the Number of VC/VPN IDs per PE. This will test the DUT’s maximum
capacity for number of VCs.

o Test with different VC Interface Types (ATM, FR, Ethernet, and so on).
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LZ ¥PM,/¥PLS Wizard - L2 Interface - Name

Ixia Port Ixia Port
1.2.2.2032
Ve PE Fo
DUT Leaphack IP Addr.
99.99.99 1,73
s B 1DFLE1D$ends
I l Q%PF
v waize |
200312024
VC
Ese 3 [#VCsE- 2

- D‘\'ldﬁl’ -

WCE Parts = 1 b Fort: =1 # Connected Inferfoce

- L2 Interfaces
WFMz Traffic 1D Mame Prefis LZPM - Cust [~ Auto Prefis
W Pack Type Ohe YT per ¥C Fange -
YC Interface Type YLAN T} Optional "All
] VCs in one
VC Range"

Maote: To enable "Enable WPLS", select Ethernet or WLAN as Interface Type
Murnber of WCAPM [Ds Per PE 2
First VCAPN ID 1.524

Figure 112. L2 VPN wizard screen 4 of 6

Note: The picture above will update with the number of PEs and the number of VCs per
PE. The picture does not change for every emulated topology.
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

9. This window configures the parameters for Pland P2 and their emulation of

MACs/VLANS. It also configures the number of MAC addresses that will be used in the
test within each VC.

a. Configure the Number of MAC Addresses per VC. By default, 50% of the
MACs go on P1 and P2, and 50% on P3 and P4 (this is configurable in

Distribute MAC Address).

In this test case, 10. 5 MACs will be used on the VCs on P1 and P2, and 5

MACS on the VCs on P3 and PA4.
b. Enter the First VLAN ID for the first VC on P1.
i. Inthis testitis 1524.

ii. The second VC on P1 will use VLAN 1525, and so on.

c. Click Next.

L2 ¥PN/¥PLS Wizard - Ethernet /¥LAN - Name

Ixia Port Ixia Port
2222092
ViC 1 PE vC
DUT Loopback IP Addr. .
09.99 09 1/ 5
ve | PE 1DFLED$endE r
¥ T ERRL TN v
0031 24 =
YC - VC
#PEsa 2 #VCsPE- 2
WCE Porls = 1 #Provider Ports m |
# Connected Interfoce
tMaCALAN
Mumber of MAL Addresses Per WC
Starting PE MAC Addess {0000 00 0100 0|
Starting CE MAC Address IEIEI 000001 o014
¥ | Enable YILAH First WLAM 1D 1.524

Distribute MALC Address

Figure 11

Cuztarner |5|:| Provwider % |5|:|

3. L2 VPN wiz

ard screen 5 of 6

Note: The MAC addresses and VLAN IDs are assigned sequentially across all ports in

the test.
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

10. This window configures the name of the wizard run and the action to take with this run of
the wizard.
a. Use a descriptive name for the wizard. In this test use L2VPN — PWE.
b. Specify what to do with the finished wizard configuration.
In this test select Generate and Overwrite All Protocol Configurations. This
will overwrite all previous configurations.

L2 ¥PN/YPLS Wizard - L2¥PN - PWE

Ixia Port Ixia Port
1222032
Ve PE vC
DUT Loopback IP Addr. M -
L
G999 .99 153 N ind P
- *Bi 1DPL5D$ends d I‘u'Iartlrt/ . .
S S S
-
& wWatime .. ve
0212024 "
5 L]
YC WV
#FEs= 2 @#VCsFE= 2
WCE Part = 1 WFreidker Parts = |
# Conneced nferfoce
|L2"-.n"F'I'\I - PWE |
™ Save 'Wizard Config, But Do Mot Generate on Ports
™ Generate and Append ta Existing Configuration
" Generate and Owenvwrite Existing Configuration
% fGenerate and Ovenvnte Al Frotocol Configqurations
[fARMIMNG : Thiz will clear the interface configurations alzo)
Screen #H B of 6 < Back Finizh Cancel Help

Figure 114. L2 VPN Wizard Screen 6 of 6
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

11. This window displays the saved wizard template.
a. Click Close to finish the wizard configuration.
b. Optionally, with saved wizard templates, you may:
= Come back to the same wizard to (double-click) view and/or modify.
= Save new or modified wizards with a new name (or overwrite).
= Create a library of templates for use in different tests.
= Highlight each template and preview the configuration in the topology below.

. -
ixN Protocols Wizards

Select awizard ~ Fun'wizard |

=[] Routing/Switching
..... L2 WPNAPLS
..... L3 ¥PM/BVFE
..... RSWP-TE

..... BPE

----- 05PFy3

----- 151546
----- BGP/EGP+
----- Multicast

----- Multicast YPM
..... STP

..... MSTP

----- CFMAY 1731 Ve
..... LACP DUT Loapback IF Addr.

..... PEB-TE 99.99.89.1/3
299917230 Exend
B[] Auth/écoess Hosts v = LOF

----- PPPoX w/ ANCP - OSPF
----- DHCP Clignt wi/ &N, Ve { i
----- IP i SNCP

----- L2TP w/ RADIUS

Ixia Port Ixia Port

23314452
PE

W313.1024 /
20.3.13.212%

vC

BPEse 2 BVCsPEa 2
WCE Portsm 2 Whrovidar Parts = 2

<+ Connaected Inferfoce

I Cloze I Help

Figure 115. L2 VPN wizard saved wizard template

< | B
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

12. Once the wizard is done, go through the IxNetwork configuration windows to see how
the wizard configured them, and verify IP connectivity between the DUT interfaces and
the Ixia port interfaces. For example,

a. Click on the Routing/Switching/Interfaces window on the top, and the Protocol
Interfaces in the middle.
Verify that the IP addressing/incrementing functions of the wizard properly
created IP interfaces to connect to the DUT. If necessary, manually change them
to match the DUT.

b. Click on the Routing/Switching/Interfaces window on the top, and the Static
folder in the middle.
Verify that the MAC/VLAN addressing/incrementing functions of the wizard
properly created the MAC/VLAN values to talk to the DUT. If necessary, re-run
the wizard to correct this, or change them manually in this window.

ICDHHEHEU |ﬂtEff---| IUnconnected Inte... I GRE Tunnels I Discovered Meigh. .. I Interface Addresses

+ F oW oty Gy he te & He R s s [ ARPonlinkUp W Send Single ARP per Gatews

Part Description Port Link|  Interface Description Enable |IPv4 &ddress IPv;ﬂrStT]sk Gatewway
1 P1 -10M00M000 Baze T I [Empty]
2 P2 -10M00M1000 Base T I [Empty]
3 P35 -10M00M000 Baze T I 203432024 - 17808 -1 I 203432 240 2031341
4 P4 -10M 004000 Base T I 205345224 - 17509 -1 2 205152 24: 205151

Figure 116. Protocol interface window

Diagrarm I IP FR I AT I Interface Groups I Interfaces In Groups I
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Figure 117. Static MAC window
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

13. Click on the Routing/Switching/Interfaces window on the top, and the LDP and OSPF
protocol in the middle. Make sure the settings will work with the DUT configuration. For
example;

a. On P3 and P4, note the one Basic LDP peer and two Extended-Martini peers
on both going from the emulated P and PEs, respectively, on to the DUT (PE).

b. Note the two OSPF peers going from the emulated P to the DUT (PE).

c. If necessary, manually change the configuration in the protocol table/grid.
Another option would be to highlight columns and right-mouse click to further
customize with Same or Fill Increment options.

Test Configuration

Test Configuration

Diagram | Ports | Routers TargetP.. | AsvFECR.. |RegFECR.

H 1. Park Manager

LJ.J 2. Protocols To change nuriber of Interfaces, select 'Routers' tab, and enter number in ‘Mumber of Interfaces’ field
| Routing/Switching/Interfaces Lebe)
. futhjAccess Hosts Router ID Enable | Dizcovery Mode Protocal Interface Space ID Aidve
- Traffic Groups 1 176.8.0.1 - (F3) ~ Biasic 203132024 - 17508 - 0 Uns
+lg 3. Traffic 2 22214 - (P2 [V Extended Martini 2221432 - 17508 -1 0: Uns
- 4, Event Scheduler 3 23315 (P3) ¥  Edended Martini  :233215/32 - 17508 -1 0! Uns
-l 5. Statistic Setup 4 178.9.0.1 - (P4 ¥ Biasic 20.3.15.2/24 - 17609 - 0 Uns
I3 6, Capture g 22216 - (P4) W Extended Martini 122216032 - 17509 - 4 0: Lnz
_}% ?' Int fed T G 22217 -(P4) W Extended Martini  2.2217/32-178:09 -4 0: Lnz
|- . Integrated Te

- Diagram I Pors I Routers Route Ranges I User LSA Groups

Running
P4 Rurring To change number of Interfaces, select ‘Routers' tab, and enter number in Mumber of Interfaces' fislc

———-__.’. Riouter 1D Erahle C':;Tgﬁt.fd Protocal Inter face Intetface P
unning 1 176604 - (F3) [ [ 203132024 - 178.08 - 1 03132
P4 Running 2 Ivd - Unassigned Interface 11444
B = [l Unassigned Interface 11124
4 175.9.0.1 - (P4 Ird I~ 2003152024 -178:09 -1 203152
B Ivd - Unassigned Interface 11.1.34
6 I Il Unassigned Interface 11.1.41

Figure 118.  Protocol configuration window
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14. Click the Statistics window on the bottom left and click the Start all Protocols button
on the toolbar.

15. Click on the Global Protocol Statistics option for a summary of all protocols running on
each port.

a. Check if all of the OSPF and LDP sessions are up.

Statistics

Mame

=MD Wiews (Total: )
j_| Defaults (Total: )

_7_} 1 Ports (Tobal: 4

Stat Name £ JOSPF Full Nbrs. | LDP Basic Sess. Up | LDP Targeted Sess. Up

| Global Protocol Statistics P || 10.200. 134 45)cardotiec p3 1 1 2
Port Statistics O 10,200,134, 45/ Card01 /P P 1
(& Tx-Rix Frame Rate Statistics O 10.200.134.45(Carddfre P4 1 1 2

&) Test Configuration

10.200.134,45/Cardo/pe P2

1 Analyzer

@ Drata Miner

| Statistics

Figure 119.  Global Protocol Statistics Window

Note: Optionally click on each of the specific protocol statistics (LDP, OSPF) to see
statistics for that protocol (including up/down status as shown in Global Statistics).

Troubleshooting tip: If the sessions are not up

a. Go back to the Test Configuration window and double check the protocol
configuration against the DUT.

b. From the Test Configuration window, turn on Control Plane Capture,
then start the Analyzer for a real-time sniffer decode between the Ixia port
and the DUT port.
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

16. Once protocols have been

started, use the Ixia learned routes option to verify that each

Ixia peer is receiving the correct routes/labels for each peer.
a. View the MPLS labels learned by the Ixia LDP peers on P3.

Click on Learned Routes and then Refresh to see the labels learned by the
Ixia peer. In this test case there should be two Martini labels learned from the

DUT (PE) to the Ixia PE at 2.2.2.14. Check it against the setup topology.

Optionally:

a. View the OSPF routes learned by the Ixia P1 OSPF peering sessions and make
sure that the BGP routes are being redistributed properly.

b. View the regular L
P3 and P4).

DP labels coming from the DUT (PE) to the Ixia P routers (on

Test Configuration

----- E 1. Port Manager

2. Protocal

L@

MNumber of Labels 2 .

¢ P32 Running

7 RID - 178.8.0.1
- RID-2.2214

{ 2-Bt LDP Interfaces

-I Learned Martini Labels
Lakel Space Pty
;I Peer o W Type Group (O oD Lakel State
1 99.99.991 0; WLan 1] 1,524 28 ilp [
2 99.99.99.1 0: WLan 1] 1,525 B0 L [

= 0~ 22214
o Leamed Labels

Figure 120.  Protocol learned info

17. After all of the sessions are up, you need to build bidirectional traffic from CE-PE, and
from PE-CE. Launch the Advanced Traffic Wizard by clicking on the + sign.

|l-r‘d IxMNetwork [L3-¥PM.ixncfg]

File Miew Protocols  L2-L3 Traffic  Tool:

in = & | g, Protocols Wizards ]

Test Configuration @ |

Test Configuration

E 1. Port fManager
IEPJ 2. Protocols

: ﬁiﬁ Ruouking) SwikchingInterfaces
Q Authfaccess Hosks/DCE

Traffic Groups

add Traffic Tkem with Basic Wizard
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@ &dd Traffic Tkem with Advanced '-.-'-.-'izaru:ll
ﬂ &dd Quick Flaw Groups

Figure 121.  Create traffic
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

18. First configure the CE-PE traffic
a. Name the Traffic Item to CE-PE
b. Make sure the Traffic Type is Ethernet/VLAN
c. Change the Traffic Mesh to One-to-One.
d. Pull down the Traffic Group ID Filters and select all of them. Click Apply Filter.

i. This will filter the Source and Destination trees to only display items that
belong to these customer/VPNSs. It is also possible to select only one Traffic
Group ID at a time to see an exact view of all sources/destinations that belong
to that customers VPN.

ii. Even though both Traffic Group ID filters were selected at the same time,
IXNetwork is smart enough to only send traffic to/from sources and destinations
that belong to the same VPN

e. Setthe source Encapsulation Type to non-MPLS, and the destination to
L2VPN. This will further filter the source/destination tree for CE-PE traffic.

f. Select the Source — Static Mac VLAN Ranges checkbox.
This is a global option that selects all of the static MAC VLANS for the source
ports.

g. Select the Destination — LDP MAC VLAN Ranges checkbox .
This is a global option to select ALL of the LDP MAC VLANS for the destination
ports.

h. Click the down arrow sign to add the eight sources and eight destinations as a
traffic Endpoint Set.

i. Click Next.

Note: Itis possible to configure the PE-CE traffic at the same time by selecting the Bi-
Directional checkbox within this window. However, by creating them in separate Traffic
Wizard runs the resources (flows) used can be saved, allowing better use of flow
tracking, as selected in the Flow Tracking page of this wizard.

Note: Make sure to uncheck the Merge Destination Ranges checkbox if the same
routes are used on two or more VPNS in the test.
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d =1 B3
Endpoints

—— Traffic ltemm —————— —— Source / Destination Endpoints

Traffic Mame  |CE-PE I ITraFFic Group ID Filkers | Selected § of &

Type of Traffic | Ethernet/vLAN | ‘SDME o o] 7 |

|Destinatinn ||L2\fPN |? a, [~

— Traffic Mesh ————————— =) B All Ports
SourcejDest,  |One - Cne BJ|LOP MAC YLAN Ranges

FEMEEEE

Pl !
Routes/Hosts  |One - One E' Skatic B' LoR
[ Bi-Directional [£}[7] Ethernet SR -zz214 v
AN EH] Lz v FECS A
[] Allow Self-Destined - —
E}- LDP L2 Interfaces I apply Fiter I [ cancel )
= , [ZH¥] LOP L2 Inkerface - 1 - -
— :
& & : ] L2 wC Rangs - 99.99.99.1/32 - 1
= - B pz ¢ ] L2%PN Mar Ylan Range - WCTD: 1524 Count:1 Mac: 00:00:, .
& S e & ] Static ¥CI 00:00 YLA S
=] Ethernet ] L2 wC Rangs - 99.99.99.1/32 - 1
A =H Lz¥PM Mac ¥lan Range - YCI0: 1525 Count:d Mac: 00:00:...
3 = LA
) et [EAM|RID - 2.2.2.15
e | E} P4
e =H#] op
Murnber of hasts per Route 1

|:| Merge Destinakion Ranges

Uncheck this option ta test overlapping 9 |8‘ — Endpoint Sets

WPM addresses T~
| Encapsulation | Source Endpoints ‘ Destination Endpoints | Traffic Groups =

# | [] Name: EndpointSet-9 =
i Ethermet I1.MLAR & Endpaints & Endpoints L2WPM - 00000, L2YPN - 00001, L=YPM - 00002,

Figure 122.  Advanced Traffic Wizard Screen 1

19. Optionally, use the Packet/QOS window (not shown) to add an IP/TCP or IP/UDP
header, for example.

20. Optionally, use the Flow Group Setup window (not shown) to, in this case, separate
VLANSs/VPNSs per port into separate Flow Groups. Each Flow Group uses its own
transmit engine and can have unique content, and its own rate/frame size.

21. Set the Frame Setup and Rate Setup windows (not shown) to the desired settings.
Start with a simple configuration, such as 128 byte frames and 1000 pps rate. These two
parameters can also be easily changed in the Traffic Grid window after completing the
wizard.
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

22. Select the Flow Tracking options for CE-PE traffic.
a. In this test select Traffic Item, Source/Dest Value (MAC) Pair, and VLAN-ID.

Selecting these options will create a track able flow for every combination of the

selected items. Each Flow will provide full statistics, including rate, loss, and

latency.

b. Click Next.

Note: These options will also be available as Drill-down views in the Statistics windows.
In this case there will be an aggregated Traffic Item statistics that shows all of the

combined statistics for every flow within this Traffic Wizard. Then, the user can use a
right-mouse-click to select the Traffic Item and drill-down per Src/Dst Value pair and/or
VLAN-ID to see the detailed flow statistics within this traffic Item. This helps immensely
in pinpointing trouble areas without going through pages of flows.

Note: In large-scale tests, it may not be feasible to select multiple checkboxes. Use the
Resource Bar at the bottom to see how many resources are used or available when you
check each box. Also use the Validate window at the end of this wizard to understand
the precise number of resources used.

ﬁu-ﬁ Advanced Traffic Wizard

¥
@ Endpaints

Packet |/ Qo5

Q-E': Flows aroup Setup

Frame Setup

al

Rate Setup
Flow Tracking
Previgw

“A WYalidate

Flow Tracking

—— Track Flows by

[ ] Seurce/Dest Endpaint Pair
Source/Dest Value Pair
|| Source/Dest Port Pair

[ 5eurce Endpoint
[C] Dest Endpoint
[ sewrce Port

[ Traffic Group 1D
[T Ethernet IT ¢ Destination MAC Address 2
[T Ethernet IT ¢ Source MAC Address
[C] Ethernet IT ¢ Ethernet-Type
[C] Ethernet IT : PFC Queus
[] wLAN ¢ VLA Priority

YLAM ¢ WLAN-ID

|| IPw4 : Precedence

— . .

—— Egress Tracking

[ Enable Egress Tracking

2]

Yalue

1 k(0O

— Latency Measurements

=Type ko add value=
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=
-
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1.00
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EEEEEEEEE!
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

23. Optionally, in the Preview window, click the View Flow Group/Packets to see the exact
packets that be transmitted from each Port/Flow Group.
a. Inthis case on P1, Flow Group 1, there are 20 unique packets/flows that will be
sent. As shown in the setup topology, five MACs from each of the four VPNs on
P1 will send to the five MACs on the same VPN on P3. Clicking on P2, Flow
Group 2, will yield the same number of packets/flows to P4.

u-N Advanced Traffic Wizard H=] E3
) i -
@ Endpoints Preview IxN
a Packst | Qo Flow Groups/Packets —— (3) Current Traffic Tiem () &ll Traffic Ttems || view Flow GroupsPackets [|
a 0
E}E: Flow Graup Setup Flow Group | Traffic Item | |
& Port: P1
2 Port:P
@ Rate Setup 2 CE-PE - Flow Group 0002 CE-PE
% Flow Tracking
L —| 20 Packets for flow group: CE-PE - Flow Group DDDII
|EQ ' Packet # ~]
g?‘ Walidate : L
2 00:00:00:01:00:10 00:00:00:01:00:35 1} 1527
i 00:00:00:01:00:11 00:00:00:01:00:39 o 1527
4 00:00:00:01:00:12 00:00:00:01:00:3a 1} 1527 E
= 00:00;00:01;00:13 00:00:00:01:00:3b o 1527
& 00:00:00:01:00:0a 00:00:00:01:00:32 1} 1526
7 00:00:00:01:00:00 00:00:00:01:00:33 1} 1526
g 00:00:00:01:00:0c 00:00:00:01:00:34 1} 1526
9 00:00:00:01:00:0d 00:00:00:01:00:35 1} 1526 E
10 00:00:00:01:00: 0e 00:00:00:01:00:36 1} 1526
11 00:00:00:01:00:05 00:00:00:01:00:2d 1} 1525
12 00:00:00:01:00:06 00:00:00:01:00:2e a 1525
iks] 00:00:00:01:00:07 00:00:00:01:00:2f 1} 1525
14 000000 -0ne0s NO-A0-nn-ni-nn-3n n 1525
][l <l o]
| Prev | | et | | Finish | | Cancel | | Help |

Figure 124.  Advanced Traffic Wizard Screen 7

24. Optionally, on the Validate window, click the Validate button to understand the
resources used for the traffic item you are configuring, or all traffic items. Click Finish.

IA-N Advanced Traffic Wizard [_[O] =]
.4 alid: -
@ Endpoints Yalidate IxN
= etten O Al Traff
a Packet | QoS ) Current Traffic Item () &ll Traffic Items || alidate

i High level view to quickly identify category of errors detected per Traffic Item
E}E Flow Group Setup

Traffic Item Resource Information

Traffic Item Configuration Packets Flow Groups Flows

Frame Setup »

@ Rate Setup
é Flow Tracking

| ‘ Error | Traffic ... | Flow G... | Port

Figure 125.  Advanced Traffic Wizard Screen 8

PN 915-2602-01 Rev | June 2014 130



Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

Troubleshooting Tip: If errors are generated after hitting finish, see the Errors window at
the bottom of the screen. Follow the explanation/steps provided. In this type of test, it is
likely the test port cannot create the traffic because the DUT has not sent all the information,
usually MPLS labels, on the PE side. Check the protocols and view the Learned information
on both the Ixia and DUT side. To finish again, simply right-click on the affected Traffic ltem
and choose Regenerate.

Regenerate must also be used if the DUT sends new label information — for example, if a
topology change or flapping occurs. The symptom that this has occurred is usually when
certain flows are experiencing 100% loss.

25. Now configure the PE-CE traffic. Run the Traffic Wizard again by hitting the + sign. The
steps are practically the same as used for CE-PE, except in the other direction. Here are
the shortened steps (screenshot not shown):

a. Name the Traffic Item as PE-CE

b. Make sure the Traffic Type is Ethernet/VLAN

c. Change the Traffic Mesh to One-to-One.

d. Pull down the Traffic Group ID Filters and select all of them. Click Apply Filter.
e. Set the source Encapsulation Type to L2VPN, and the destination to non-

MPLS.

Select the Source — LDP MAC VLAN Ranges checkbox.

Select the Destination — Static Mac VLAN Ranges checkbox .

Click the down arrow sign to add the eight sources and eight destinations as a

traffic Endpoint Set.

i. Click Next.

s@a

26. Optionally, use the Packet/QOS window (not shown) to add an IP/TCP or IP/UDP
header, for example.

27. Optionally, use the Flow Group Setup window (not shown) to separate the MPLS labels
per port into separate Flow Groups. Each Flow Group uses its own transmit engine and
can have unique content, and its own rate/frame size.

28. Set the Frame Setup and Rate Setup windows (not shown) to the desired settings.
Start with a simple configuration, such as 128 byte frames and 1000 pps rate. These two
parameters can also be easily changed in the Traffic Grid window after completing the
wizard.

29. Select the Flow Tracking options for PE-CE traffic (screenshot not shown).
a. For this direction of traffic it is best to choose Traffic Item, Traffic Group ID, MPLS
Label (1), and Source/Dest Value (MAC) Pair.
b. All possible combinations from all checkboxes will create a track able flow in the
statistics, including rate, loss, and latency.

30. Optionally, in the Preview window, click the View Flow Group/Packets to see the exact
packets that will be transmitted from each Port/Flow Group.
a. In this case, on P3, Flow Group 1, there are 20 unique packets/flows that will be
sent. As shown in the Setup topology, five MACs from each of the four VPNs on
P3 will send to the five MACs on the same VPN on P1. Clicking on P4, Flow
Group 2, will yield the same number of packets/flows to P2.
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Preview

Flow Groups/Packets

(&) Current Traffic Tkem () All Traffic Trems View Flow Groups/Packets ||

Flow Group

| Traffic Item

] Port: P4
PE-CE - Flow Group 0002

—| 20 Packets far flow graup: PE-CE - Flow Group 0001 |
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& 00:07:ec:73:04:00 00:00:c6:46:f5:04 removeProtocol 20 00:00:00:01:00:34 00:00:00:01:00:0c 1526
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11 00:07:ec:73:b4:00 00:00:c8:46:F5:04 removeProtocol 19 00:00:00; 00:05 1525
1z 00:07:ec: 75:b4:00 0000846504 removeProtocol 19 00:00:00:01:00:06 1525
13 00:07:ec:73:b4:00 00:00:c5:46:F5:04 removeProtocol 19 00:00:00:01:00:07 1525
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] e o [o][<]]
Figure 126. Advanced Traffic Wizard Screen 8

31. Optionally, in the Validate window, click the Validate button to understand the resources
used for the traffic item you are configuring, or all traffic items. Click Finish.

32. Optionally, after finishing the Traffic Wizard you will see the Traffic (grid) window. There

are many operations that can be done here including:
Adding new (tab) views
Adding new columns to existing views, including packet contents fields
Many grid operation, including multi-select, and copy down/increment.
Changing the rate/frame size on the fly without stopping traffic.
Double-clicking a flow group to configure its properties/packet contents.

Performance test variables:
Manual performance testing of the data plane can be accomplished by increasing the
frame size and data rate.
Automatic throughput tests can be accomplished using IxNetwork’s integrated tests
as discussed in the Test Variables section below.

#F YR

Flow Groups for item 'PE-CE'

P4

[

|
I

=H Al Traffic ltems

) All Flow Groups
g Al Quick Flow Groups ...

il
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Tx Port ‘

Encapsulation Mame

Endpoint Set

Traffic Item Name

Flow Group Mame Frame Size Frame Rate

[ —

@pmm P3
@pmm r4

Ethernet ILMPLS.MPLS.IPv4 EndpointSet-3 PE-CE
Ethernet ILMPLS.MPLS.IPv4 EndpointSet-3 PE-CE

Figure 127.

33. Apply, and Start the traffic.
a. Click the Apply Traffic button at the top of the screen. This will send the Traffic
Item configuration to the test port.

AL 1213 Traffic

b. Click the Start (play) button

4
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Test Case: Layer 2 MPLS VPN — PWE Scalability and Performance Test

34. View the traffic statistics.

a. Click on Statistics -> Traffic Item Statistics. This will show the aggregated view of
all the traffic of each Traffic Item...from CE-PE, and PE-CE.

Note: The Traffic ltem aggregated view is very helpful to understand the performance of
the DUT at a large-scale without having to investigate large amounts of results. If
everything looks fine, then is no need to “drill-down” further. However, if there is loss or
high latency, drilling down within each traffic item to pinpoint the problem can become

very useful.

|.-r'u IxNetwork [13-vpn_5.40_New.ixncfg]

Statviewer Miew  Settings  Help

Statistics

Statistics

] Mame A |

E"—] Traffic (Tatal: 5)
[SHD) L2-L3 (Total: 5)

Flowy Statiskics)

P Bl Pumbmnbin

&) Test Configuration

| Statistics

|Snapshot | || |‘:‘§Protocols wizards (5| gl || | ” | L.2-L.3 Traffic 1] || | <2 Clear CPJDP Stats /7 Clear Statistic [E] Report 5 | =3/ [ |L

2]
Traffic Trem Statistics

AR ! Q A /‘v E]AutoUpdateEnabled CustomizeTrafFicUi...lEl e @ F - ﬁFavo

Drag a column header here to group by that ¢

Traffic Item | Tx Frames | Rx Frames | Frames De.l.l.:a | Loss %o | Tx Frame Rate | Rx Frame Rate |
CE-PE 372,008 372,008 a 0.000 2,000,000 2,000.000
PE-CE 372,008 372,008 o 0.000 2,000,000 2,000,000

Figure 128.  Statistics -> Traffic Item View

Performance test variable: Go back to the Test Configuration window and
increase the rate, in real time, of one or more flow groups until loss occurs. Then use
the following step to drill down to find the problem.

b. Now Drill Down on the CE-PE traffic by right-mouse clicking on the CE-PE Traffic
Item and finding the Flow Tracking options as defined in the Traffic Wizard. In the
example below, click on Drill Down per VLAN ID to see all the VLAN statistics
inside the CE-PE Traffic Item. These are the per-VLAN detailed statistics that make
up the aggregated CE-PE Traffic Item stat.

Note: This is very helpful to see if, or which, particular VLAN (i.e. customer VPN) is

having issues.
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(=] Traffic Ttem Statistics |
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Figure 129.  Statistics -> Drill down from Traffic Iltem View to VLAN ID

c. Now Drill down again on VLAN 1524 (right-click -> Drill down per Src/Dst Value
(MaC) Pair). Here you see all five MAC flows within VLAN 1524 from the CE-PE side

Note: This is very helpful to see if, or which, particular Src/Dst MAC within the
given VLAN (i.e. customer VPN) is having issues.

Ig ser Defined Skakiskics I
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L, ¥ Q A | B,
L
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E]AutoUpdate Enabled | Custamize Traffic vi... e | il & & i:?Fa\-'Drites ﬂv ISeIect ak

“@_: s |v| |{|3 ‘ YLAM:YLAM-ID SourcefDest Yalue Pair

Source;Dest ¥alue Pair T= Frames | Rx Frames | Frames Delta Loss %o | Tk Frame Rate | Bx Frame Rate
00:00:00:01:00:25-00:00:00:01:00:00 16,402 16,402 1] 0,000 50,000 50,000
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00:00:00:01:00:25-00:00:00:01:00:02 16,401 16,401 0 0,000 50,000 50,000
00:00:00:01:00:2b-00:00:00:01:00:03 16,401 16,401 0 0.000 50,000 50,000
00:00:00:01:00:2c-00:00:00:01:00:04 16,351 16,351 0 0.000 50,000 50,000

Figure 130.  Statistics -> Drill down from VLAN ID to Src/Dst Value (MAC) Pair
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d. Likewise, Drill-down on the PE-CE Traffic Item to the Traffic Group ID.

Note: This is very helpful to understand how the traffic on each VPN (Traffic Group
ID) within the PE-CE traffic is performing. The Traffic Group ID can also be used in
the CE-PE traffic item.

IQ Traffic Item Statistics I
iahe ¥ A A [T AutoUpdate Enabled ||| Custornize Traffic vi... v | |- | @ o i. {7y Favorites {B- ISeIectaProFiIe... vl | By G @ | i

Traffic Group ID | T Frames | R# Frames | Frames Delta Loss % | T Frame Rate | R+ Frame Rate | i Bytes | Rx Rate (Bps) | R= Rate (bps) | Rx |
L2YPM - 00000 10,650 10,650 0 0,000 250,000 250,000 758,512 292,000,000  2,336,000,000
L2VPM - 00001 10,650 10,650 1] 0.000 250,000 250,000 pEEm=rl

Show view as Floating

| 4| ShavfHide Crverview
EE 1 lz“E Page 1 of 1 {total flows @ 23, \ Digpleiy izt a5 Chart

Hide: view

-| All ||ﬂ| Shioy

lg User Defined Statisticsl Define Alert...
AL | B ,{3, 5;’,‘- Ej.ﬁ.utDUpdate Enabled || Customize Traffic ¥i... IEI | | E- ﬁFavorites ﬂv\ Edit Alert..

: v Remove Alert
Back - MPLS:Label Yalue (1)
_&.ﬁ.dd ko Custom Graph

Drill Down per MPLS:Label Yalue (1)
Cwill Dawn per Source/Dest Yalue Pair

MPLS:Label ¥alue (1) # Frames | Frames Delta Loss %o | T+ Frame Rate | Rx Frame Rate | |

Show Al Filkered Flows
18 154,756 154,756 a 0.000 250,000 250000 1 Dyl Down per R Part
19 154,760 154,760 0 0.000 250.000 250,000 1
20 154,760 154,760 0 0.000 250.000 so000 oSO
21 154,760 154,760 il 0,000 250,000 250,000 1 Edit Filter Selection
2z 154,756 154,756 a 0.000 250,000 zso.pop g EdiE Statistics Designer

4]
EE 1 E“E Page 1 of 1 {total flows ; &),

Figure 131.  Statistics -> Drill down from Traffic Iltem to Traffic Group ID
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e. Optionally, drill down again from each Traffic Group ID to MPLS label.

Note: This is very helpful to understand how the traffic on each MPLS label within
the given VPN (Traffic Group ID) is performing.
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L2YPM - 00000 10,650 10,650 0 0,000 250,000 290,000 758,512 292,000,000 2,336,000,000
L2YPM - 00001 10,650 10,650 0 0,000 250,000 250,000 pEpmEE

| 4 | ShawHide Overview
EE 1 E“E Page 1 of 1 (total flows + 2, \ Ligplaiy szt 2 Chrart
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13 154,756 154,756 0 0.000 250,000 250.000 1| Dot Down per Ry Port
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Figure 132.  Statistics -> Drill down from Traffic Group ID to MPLS label

f.  Optionally, drill down again from each MPLS Label to Source/Dest Value (MAC)
Pair.

Note: This is very helpful to understand how the Src/Dst MAC traffic within each
MPLS label is performing.

Note: Drill-down per Rx Port comes standard by default with every drill-down
view. In this case it will help determine which RX port on the CE side is receiving
the suspect MPLS traffic from the PE side. It may help determine which VPN is at
fault without having to go to the label database and track the label through the
network to the CE side.

Troubleshooting tip: In any of the above views, a small frame delta statistic does not
necessarily mean that loss is present. Stopping traffic will fully synchronize the results.
No test tool can measure Tx and Rx instantaneously, since the traffic must go through
the DUT first. If the frame delta is continually increasing, however, there is likely loss.
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Test Variables

Each of the following variables can be used in separate test cases to test a PE router in an L2
VPN - PWE network. They all use the test case above as a baseline, modifying a few
parameters in the same IxNetwork L2 VPN wizard views shown above. You can create control
plane scalability tests from 10x to more than 100x to fully stress the DUT’s capability as a PE
router and to understand its peering capacity with CEs, Ps, and other PEs. Once control plane
scalability is understood, data plane performance can be measured in terms of throughput,
latency, and loss for every frame size or IMIX pattern available.

Control Plane Performance Variables

Performance Variable

Increase CE Ports

Description

Step 5: On a real PE Router, there will be many more CE
ports than P or PE ports, and each CE port will have many
CEs/VLANs on it.

Increase PE Ports

Step 5: On a real PE Router, there are typically a minimum of
two provider ports (one for backup), and it’s possible that one
or more of these ports will be high speed (10G) and therefore
have high control plane scalability requirements.

Increase Emulated Ixia P
Routers

Step 6: Increasing Ixia P Routers per port will stress the
DUT’s (PE) ability to peer/run MPLS and IGP protocols. If
needed, use VLANS.

Use different IGP, or MPLS
Protocol

Step 6: Try the other routing/MPLS protocols, such as ISIS
and RSVP-TE. These protocols may have higher or lower
overhead on the DUT and performance may vary.

Increase Emulated Ixia PE
Routers

Step 7: This is one area that can grow quite large in a service
provider network, in terms of IGP connections and exchanged
VPN/VC information. This will test the DUT’s ability to
store/maintain VPN/VC information without leaking the
information to incorrect VPNs/VCs.

Increase VPNs/VCs per PE

Step 8: This parameter will test the DUT’s maximum number
of VCs.

Use different Interface types

Step 8: The different interface types have different
requirements inside the DUT in terms of power, cooling,
memory, and scalability.

Increase the number of MACs
per VLAN

Step 9: This will test the DUT’s ability to handle many MAC
addresses over each VLAN.
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Data Plane Performance Variables

Performance Variable ‘ Description

Increase Traffic Rate Step 21/32: Manually increase the rate at which traffic is sent.
Verify latency and loss levels per flow are as expected.

Change Frame Size Step 21/32: Manually change the frame size of the traffic.
Smaller frames generate more trouble for switches/routers, so
tests running with 64-byte packets at a high frame rate should
be tested by the operators. Additionally, select one of the real-
world IMIX patterns that Ixia provides.

Run Binary-search Go to IxNetwork Test Configuration Window and look for 7.
Throughput tests using Ixia’'s | Integrated Tests. These tests will automatically run binary-
“Integrated Tests” search throughput tests using any/all frame sizes and industry-

standard methodologies to determine the maximum amount of
throughput (without loss) that the DUT can handle.

Results Analysis

The test described in this booklet proved that the DUT, acting as a PE router, could maintain
and run a network consisting of eight customer VPNs/VCs, each with 2 sites. Adding to that was
emulation of two P routers, and four PE routers. In addition, the DUT was able to forward 64-
byte data traffic at a rate of 10% (of a 1 Gb link) across the network with no loss and low
latency.

Even in a small-to-medium size service provider network there can be tens or hundreds of
VPNs covering hundreds of locations. These VPNS can use tens or hundreds of ports spanning
hundreds or thousands of miles.

Because of this, control plane scalability testing and data plane performance testing is critical to
ensure that these devices and networks can handle the load placed upon them in real-world
scenarios. Go to the Test Variables section for a discussion of the various ways in which the
test case can be extended into more extensive scalability and performance tests.

As the control plane variables are increased to the DUT’s maximums, special attention must be
paid to the detailed protocol statistics, including up/down sessions, and protocol counters. On
the data plane side, each and every MAC address should be inspected for loss and latency as it
flows through the DUT.

Lastly, long duration tests at maximum scale are required with optional simulated outages to
ensure expected behavior in a volatile environment.
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Troubleshooting Tips

Issue

Can’t ping from DUT
to the Ixia Emulated P

Troubleshooting Solution

Step 12: Check the protocol interface window and look for red
exclamation marks (!). If any are found, an IP address/gateway
mismatch is likely.

Sessions won’t come
up

Step 15:

o Go back to the Test Configuration window and double check the
protocol configuration against the DUT.

e From the Test Configuration window, turn on Control Plane
Capture, then start the Analyzer for a real-time sniffer decode
between the Ixia port and the DUT port.

No “Learned” info

Step 16: There is likely a mismatch in the VPN/VC configuration on
the Ixia port or the DUT. Also check to make sure your VLAN IDs are
correct.

Traffic 100% Loss
from PE-CE

Step 24/31: Check the Warnings columns in the Traffic view (step
24) and make sure that there are no streams that say VPN label not
found. The DUT may have sent new label info. If so, regenerate
traffic by right-mouse-click on the traffic item. Then Apply traffic.

Stop/Start Protocols or
Link Down/Up has
Traffic 100% Loss
from PE-CE

Step 24/31: Check the Warnings columns in the Traffic view (step
24) and make sure there are no streams that say VPN label not
found, and then the DUT may have sent new label info. If so,
regenerate traffic by right-mouse-click on the traffic item. Then Apply
traffic.

Conclusions

This test verified that the DUT can perform with four ports of scale as a PE Router in a L2 VPN -

PWE network.

However, scalability and performance are of paramount importance when testing a DUT acting
as a PE router. Follow the Test Variables section above to test the PE at its maximum
capability before deploying into a real-world L2 VPN — PWE Network.
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Layer 2 MPLS VPNs — VPLS Testing

Virtual private LAN services (VPLS) are layer 2 Ethernet services offered by service providers.
Unlike pseudo-wire emulation (PWE) layer 2 VPN circuits that only provide L2 point-to-point
services, VPLS allows multiple sites to be connected in a single L2 switched domain over a
provider managed IP/MPLS network.

All customer sites that belong to a VPN (i.e. an enterprise customer) will appear to be on the
same Local Area Network (LAN), regardless of their locations. VPLS uses an Ethernet interface
with the customer, simplifying the LAN/WAN boundary. A VPLS-capable network consists of
three types of devices:

e Customer edge (CE) routers — The CE is a router or switch located at the customer’s
premises. It connects to a PE router. Unlike L2 PWE that can interface to the PE over
various L2 technologies, with VPLS only Ethernet is supported between the CE and the PE
for VPLS.

e Provider edge (PE) routers — The PE is where the intelligence of the customer’'s VPN
originates and terminates. All of the necessary virtual circuits (VCs) are set up to connect to
all the other PEs within the provider MPLS network. Unlike L3 VPN networks that require a
routing protocol session between the CE and PE, this does not matter with VPLS since the
PE is only required to keep the MAC table of each VPN. It switches the packets to other PEs
in the core belonging to the same VPN. The PE routers run an IGP protocol (such as OSPF
or ISIS) to the service provider core as well as a VPLS signaling protocol (either LDP
Extended-Martini or MP-iBGP) to the other PEs to exchange VPN information.

e Provider (P) router - The P interconnects the PEs and runs the provider MPLS core
network. It does not participate in the VPN functionality. It simply switches the VPN traffic
using MPLS labels. The P routers run an IGP protocol (such as OSPF or ISIS) to other Ps
and PEs within the service provider network, along with LDP or RSVP-TE for MPLS
signaling.
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Figure 133.  Typical Layer 2 VPN - VPLS network

Testing an L2 VPN - VPLS network is largely concerned with the PE routers.

The PE routers need to maintain separate MAC forwarding tables for each CE that belongs to a
unique VPN. These MAC tables must be maintained by the PE router without leakage to other
customer VPNs. The uncertainty of MAC table sizes, number of CEs for a given customer/VPN,
flooding of traffic to un-learned MAC destinations, CE flapping, and MAC-based router security
threats create the requirement for a plethora of functional and performance tests for the PE.

On the service provider side of the PE router, an IGP such as ISIS or OSPF must be chosen, as
well as a core MPLS protocol — either LDP or RSVP-TE. Combinations of these protocols must
be tested to ensure efficient operation in a service provider network.

Besides choosing either LDP or RSVP-TE for the outer MPLS label, the inner MPLS VPN labels
need to be exchanged between all PEs in the provider network using LDP Extended-Matrtini or
MP-IBGP. These two protocols are the brains of VPLS networks and require significant testing.

All of these PE router aspects need initial testing at the functional level, but more importantly at
the performance level, including:

e Scaling CEs (over VLANS) with a varied number of MACs per CE.

e Scaling PEs in the provider network. All PE neighbors must peer with each other, and many
VPN/VC MAC tables are exchanged. Flapping is another key test case. It is also very
important to test the scalability of both LDP Extended-Martini and MP-iBGP signaling
protocols.

e Tests should scale the Ps in the core of the provider network to test with massive amounts
of MPLS and (in some case) non-MPLS packets. When using MP-iBGP, these Ps are also
sometimes called upon to assume the role of I-BGP route reflectors.

PN 915-2602-01 Rev | June 2014 142



Layer 2 MPLS VPNs — VPLS Testing

¢ Data plane performance should be tested at the maximum CE, PE or P scale. Testing
should not only include throughput, but verify that MAC/VPN leakage is not present.

Further performance test cases using Ixia’s IxNetwork can be verified with the following step-by-

step test case, along with the Test Variables section below.

Relevant Standards

The PE Router LDP Specification — RFC 3036
e LDP Applicability — RFC 3037
e LDP State Machine — RFC 3215

e Virtual Private LAN Service (VPLS) Using BGP for Auto-Discovery and Signaling — RFC
4761

e Virtual Private LAN Service (VPLS) Using Label Distribution Protocol (LDP) Signaling —
RFC 4762

e Transport of Layer 3 Frames Over MPLS — draft-martini-l2circuit-trans-mpls-09.txt
e Virtual Private LAN Services (VPLS) over MPLS — draft-ietf-ppvpn-vpls-ldp-01.txt
e Pseudo-wire emulations:

o draft-martini-ethernet-encap-mpls-01.txt

o draft-martini-ppp-hdic-encap-mpls-00.txt

o draft-ietf-pwe3-frame-relay-02.txt

o draft-martini-atm-encap-mpls-01.txt

o draft-malis-sonet-ces-mpls-05.txt
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance
Test

Overview

Although L2 MPLS VPNSs - VPLS networks are becoming widely available, router vendors and
service providers should carefully consider a number of scalability issues.

Service Provider PE routers need to allow for the partitioning of their resources between unique
customer VPNs, and at the same time partition their Internet routing resources. The PE router
in an L2 MPLS VPN - VPLS network must:

¢ Maintain separate, uniqgue MAC tables for each customer/VPN.

¢ Run MPLS, IBGP and IGP protocols into the core of the SP network, usually connecting to
faster P/PE routers on high-speed links.

e Peer with all other MP-IBGP or LDP Extended-Martini PE neighbors and exchange VPN/VC
info with them.

e Make forwarding decisions at microsecond speeds while bi-directionally adding/popping
MPLS and VC labels.

o Keep enterprise customers’ VPN traffic and Internet traffic separate.

Because of this, the focus of the tests is largely centered on the PE, as all the unique
customer/VPN intelligence is implemented within the PE routers. Layer 2 MPLS VPN — VPLS
technology takes advantage of the emerging MPLS technology for tunneling data packets from
different VPNs over the same service provider network. LDP Extended-Martini or MP-iBGP is
extensively used for VPN exchange and for the distribution of VPN reachability information. The
combination of MPLS and BGP working together make up this exciting technology.

The best methodology in performance testing a PE is to create a scalable baseline test, and
then modify it in different ways to test the control plane and data plane performance. This
testing will verify the PE’s ability prior to being deployed in a real-world, revenue generating,
service provider network.

Objective

The objective of this test is to baseline the scalability of a single DUT acting as a PE router in a
Layer2 VPN — VPLS network.

At the end of this test other test variables will be discussed that will provide many more
performance test cases, using the topology described below as the baseline.
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Setup

The test consists of a DUT acting as a PE router, and four Ixia ports.

One Ixia test port will emulate two customer (CE) devices. Each of these CE devices belongs to

a different customer/VPN.

The other three Ixia port emulate the entire service provider network, which includes three Ps,

six PEs, and twelve additional CEs.

In total, this test will emulate three Ps, six PEs, and fourteen CEs (that consist of two VPNs

each with seven sites), as shown in the Figure 134 below.
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Figure 134.
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

Step-by-Step Instructions

These instructions will result in a Layer2 VPN — VPLS performance test for the topology in
Figure 135. Optionally, use the steps below as a guide to building other Layer2 VPN — VPLS

performance test scenarios.

1. Reserve four ports in IXNetwork.

Im Port Selection [ %]
~ihassis ~Ports
& | X |28 | X
ChassisfCard/Port &| Type | ﬂ Chassis/Card/Port
(0 Port 07 10/100/1000 Base T £10,200.134.45:01:14
{3 Port 08 10/100/1000 Base T 10.200,134.45:01:16
- {Z» Part 09 104100{1000 Base T @ P3 10,200,134,45:01:13
- Port 10 10/100/1000 Base T P4 10.200,134.45:01:15
i Port 11 10{100{1000 Base T =
. L]
oK Cancel | Help |
%

2. Rename the ports for easier use throughout the IxNetwork application.

Figure 135.  Port reservation

- FortManaqger

Parts g | X ﬂ Connect Al ‘ Release &l |

Tvpe
Ethermet

1

2 @ |Ethernet [Pz 10.200.134.45:01: 16

3 @ |Ethermet |3 [ 10.200.134.45:01:13

4 @  |Ethernet | P4 [ 10.200.134.45:01:15
Figure 136.  Port naming

3. Click the Protocol Wizards button on the top toolbar in the IxXNetwork application.

Iu-N IxMetwork [default_jjohnston6.ixncig]

File Wiew Tools Settings  Help
ﬁ = ' E] R, Praotacals Wizards &J IJ : : E] Lz-L3 Traffic
‘ Test Configuration - FortManager

Figure 137.  Protocol wizards
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4. Run the L2 VPN/VPLS protocol wizard.

a— -
ixN Protocols Wizards
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20,2020 224
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# Connected Inferface
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Figure 138. L2 VPN wizard

Note: the Wizard supports both L2 VPN — PWE and L2 VPN - VPLS. In brief, L2 VPN —
PWE runs point-to-point virtual circuits across the MPLS core, and L2 VPN — VPLS supports
use of MPLS as an effective layer 2 switch for point-to-multipoint.

Note: the figure above represents a typical test case for testing a PE router in an L2 VPN
network.
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5. Configure P1 to emulate the CE (left) side of the topology, and P2, P3, and P4 the SP
(right) side of the topology, then click Next.

L2 ¥PN,/¥PLS Wizard - Port Select - 3P, 6PE, 14CE, 2¥PN (7 sites each), 140 MACs (70 per ¥PN) [E4

Ixia Port

Ixia Port

DUT Leaphback IP Addr.
2020201532 hWP- B G
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i I OSPF

2310101024
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Ixcfmrs- 1|

— Select Port(z] for \Wizard Configuration

911153
PE L2Site

L2 5ie
#PEs = 2 #L2 Siles/FE= 4

#Frovidar Porks = 3
I_I & Connected Interfoce

Provwider .
Side Part Descrigtion

Customer

r P1 - 10100000 Base T

[  FF2-10400/1000 Bese T

I~ P33 - 10100000 Base T

| La RO =

a7«

I~ P4 - 10100000 Base T

Figure 139. L2 VPN Wizard Screenl of 6

Note: The screen above updates with the number of customer-side ports as well as the
number of provider-side ports.

Performance test variable: Increase the number of customer and provider ports to test

the DUT’s (PE’s) ability to scale at a port level. In a real-world network, there are more
customer ports than provider ports.
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6. This window configures P2, P3, and P4 with emulations of one or more P routers. These
ports are configured to talk directly to the DUT (PE) router.

a. Keep the default of 1 P router. This is a per-port setting.

b. Configure a starting subnet between the Ixia P router and the Ixia PE routers.
Any subnet will work. In this case use 11.1.1.0/24.

c. Configure the IGP Protocol and MPLS Protocol running in the SP core.
= In this test use the defaults of OSPF and LDP, respectively.

d. Configure the L2 VPN Signaling Protocol running in the SP core
* In this test use MP-iBGP.

e. Configure the Ixia P Router IP address on P2 and the DUT IP Address
» |nthis test they are 23.10.10.2/24 and 23.10.10.1/24, respectively

b. Configure the Increment per port option to support P3 and P4 IP addresses.
e Inthistestitis 0.0.1.0.

f. Click Next.

Optionally:

a. Disable (uncheck) Enable P Routers. In this case, Ixia ports(s) would then only

emulate PE routers (i.e. no P router emulation), and will test the DUT in a PE-to-
PE scenario.

Performance test variables:

¢ Increase the number of Emulated P Routers to test the DUT’s ability to
peer with many P routers, all running an IGP/MPLS protocol.

e Check the Enable VLAN checkbox (not shown) to run these protocols over
VLANS. Enter the first VLAN ID and choose to increment.
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

LZ ¥PN/¥PLS Wizard - DUT - L2¥PN - PWE - 2

Ixia Port Ixia Port
22214032
VC PE Vi
DUT Loophack IP Addr. #:!’M .
00,0009 17 = =
ve . et . ve
03PF
ve 205130024/ ye
03132024 .
Ve VO
#FEse 2 #UCLPE- 2
o ovidar =
#CE Pork = 2 o P # Connected Infarfoce
[ ouT - F'I
—1 Enable vLaM
WLAM (D 100 Inerement By |1
[T Fepeat VLA &omoss Ports ¥ sz Same WILAH for ) Emulated Fouters

—Iv Enable P Routers

Murnber of P Routers

qi

Starting Subnet Between P and PE 11.1.1.0/24

IGP Pratocal {ospPr | optional 1515
MPLS Protocal |LOF | Optional RSVP
L2 %PM Signaling Protocol IMF‘-iEGF‘ j Optional LOP-Ext.

F Router IP Address

DUT IP Address

Increment Per Router

203132724

203131

Increment Per Port

|n.1.u.n

0.01.0

[ Continuous Increment Across Parts

Figure 140. L2 VPN wizard screen 2 of 6
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

7. This window configures P2, P3, and P4 with emulations of one or more PE routers that
work directly behind the emulated P router(s).

a. Configure the Number of PE Routers Connected to the P Router. This is a
per-port setting.
e Inthistestitis 2 PEs (per P).

b. Configure Emulated PE Loopback Address (and its incrementing function for
the additional PES).
o Inthistestitis 9.1.1.1 (the second to sixth will get 9.1.1.2 — 9.1.1.6)

c. Configure DUT Loopback IP Address.
= Inthistestitis 20.20.20.1.

d. Click Next.

Performance test variable: Increase the number of PE routers per P router. This
will test the DUT’s ability to peer with many PE routers with potentially many
VPNs/VCs.

LZ ¥PM,¥PLS Wizard - PE Router - 3P, 6PE, 14CE, 2¥PM {7 sites each), 140 MACs (70 per ¥PN)

Ixia Port Ixia Port
9.1.1.1432
L9 Site PE L2 5ie
DUT Lospback IP Addr. > |~
020152 ki %
L25ite L L L € s L25ite
I l 0SFF p > :
12 Site PE 12 5ite
23.10.10.1/24 el
23.10.10 2424 L — =
125 ™~ L2 Site
I [ I#l2 SitesFE = &
w=REID0 1 LB Lo = Connecled Interfoce
- FE Router[z)
Mumber of PE Routers Connected to the P Router I2
AS Mumber |2D
Emulated PE Loopback Addiess Increment Address By
|9.1.‘I.1£32 |D.|:|.D.1
DUT Loopback. IP Address Inzrement Address By
|2D.2D.2D.1 /32 ID.D.D.D

Figure 141. L2 VPN wizard screen 3 of 6

8. This window configures the BGP VPLS VPNs for all provider side ports in the test.

a. Configure the VPN Traffic ID Prefix.

For most L2 VPN test cases use L2VPN.

b. Configure the Route Target for the first VPN/VRF. In most test cases this is a
combination of the AS # and a unique identifier. The Route Distinguisher is the
same.

In this test it is 151:1. The second VPN will use 151:2.

c. Configure the Number of VPNs per PE Router. This will partially determine the
number of customers/VPNs that will be used in the test. This number will also
determine the number of CE routers that are in used in Step 9.

In this test it is 2.
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

d. Configure the DUT Side — Start L2 Site ID and the Ixia Side - Start L2 Site ID.

The site ID must be unique for each circuit within a given VPN.

i. Inthis test they are 101 and 201, respectively

ii. Incrementby 1.

e. Change the Label Block Offset and Block Offset Step to 1 and O respectively.

-

Click Next.

Performance test variable: Increase the Number of VPNs per PE Router. This will
test the DUT’s maximum ability for number of VPNs.

Troubleshooting tip:

- Make sure the site IDs and label block values are consistent with the DUT’s.

LZ ¥PN/¥PLS Wizard - LZ Site - 3P, bPE, 14CE, 2¥PN (7 sites each), 140 MACs (70 per ¥PN)

Ixia Port Ixia Port
91112
L2Sie PE L25ie
DUT Loopbock IP Addr. @< .
.
i w2021 66 - o
j05rF .
L 23.11; 10,1424 L25ite
23.10.10.3424 =
L2Site L25ite
#PEi= 2 ML Siee/PE < 4
HCE Park = { #hrovider Ports = 3

#* Connected Inferfoce

{ BGP YPLS Instances [WPM] ||

WPz Traffic ID Name Prefiz L2¥PN I ™ Auto Prefix

Fioute Distinguisher [151:1] Step I[U 1] ¥ Use Route Targst
Raoute Target m Step I[D 1

Nurnber of WPNs Per PE Router 2_ B

Tatal Murber of Emulated L2 Sites |2 |

Inerement Site 1Ds Per VPN 1 ‘

DUT Side
’7 Stark L2 Site 1D 10
Ixia Side
Start L2 Site 1D 201

I™ Repeat Site D' Per VRN

Label Blocks Per Site |1

1L

Increment Site 1D Per Site 1

Inerement Site [Ds Per VPN |100

r— Per Label Block.
Label Start Value 16

MNumber of Labels 1.000

411

Label Block Offset

1]

Block Difset Step

Wharning : Care must be taken to ensu
those of DUT's

Figure 142.
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

9. This window configures the number of MACs used per VPLS VPN and the VLAN ID for
the CE side.

a. Configure the Number of MAC addresses per VPLS instance. By default, 50%
of the MACs go on P1 and P2, and 50% on P3 and P4 (this is configurable in
Distribute MAC Address).

In this test case it is 20. 10 MACs will be used per VPN site (70 MACs per VPN
total).

b. Enter the First VLAN ID for the first VPN on P1.

i. Inthistestitis 101.
ii. The second VC on P1 will use VLAN 102.

c. Click Next.

Performance test variable: Increase the number of MACs per VPLS Instance.
Unlike PWE, the DUT using VPLS needs to maintain unique MAC tables for each
VPN so it can switch the packets to the appropriate site. Therefore, increasing the
number of MACs will stress the DUT’s ability to handle many MAC addresses on
each VPN.

LZ ¥PN/Y¥PLS Wizard - Ethernet/¥LAN - 3P, 6PE, 14CE, 2¥PN {7 sites each), 140 MACs {70 per ... [E4

Ixia Port Ixia Port
a1z
L2 Site PE L25ite
DUT Loopback IP Addr. -
-
020201532 paApipG
L2 Siter PE LOR P ' L2 Site
A I aspPF
L25ile 231014 | L2 St
2310102024 s
L2 Site L2 Site
#whEs = 2 #L2 Siles/FE = 4
WHCE Ports » 1| WProvider Ports = 5

- Connected Interfoce

[ MACAILAN I

Mumber of MAC addreszes per WPLS ingtance |2D

Starting PE MAC Address IDD 000001 0000

Starting CE MAC Addiess |DD 000007 00 78

Diztribute MAC Address Customer % |50 Frovider % |5|:|
=

First ¥LAN D m YLAM Step Size |1

(—

Figure 143. L2 VPN Wizard Screen 5 of 6

Note: The MAC addresses are assigned sequential across all ports in the test. The
VLAN IDs have a Step function as shown above.
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

10. This window configures the name of the wizard run and the action to take with this run of
the wizard.

a. Use a descriptive name for the wizard. In this test use 3P, 6PE, 14CE, 2VPN (7
sites each), 140 MACs (70 per VPN).
b. Specify what to do with the finished wizard configuration.

In this test select Generate and Overwrite All Protocol Configurations. This
will overwrite all previous configurations

LZ ¥PN/¥PLS Wizard - 3P, 6PE, 14CE, 2¥PN{7 sites each), 140MACs {70 per YPN)

Ixia Port Ixia Port
9111432
L2 Site PE L25ite
DUT Leepback IP Addr. .
-
20.20.20.1/32 4
L2Site PE e iBoe L25ite
| I O5PF
LZSite 23.14'3.10.1;'24 L23ite
3.10.10.2/24 e
L2 Site L2 Site
#PEs = 2 #L2 Siles,/FE= 4
HCE Ports = 1 #Frovidar Parls = 3
# Connecled Interfoce
|3F. BPE. T4CE, 2WPN(7 sites sach], TAOMACs [70 per VPN
" Save Wizard Config, But Do Mot Generate on Ports
" Generate and Append to Existing Configuration
{~ Gererate and Owenwrite Existing Configuration
anfig :
e interface configurations alzo]
Figure 144. L2 VPN Wizard Screen 6 of 6
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

11. This window shows the saved wizard template.
a. Click Close to finish the wizard configuration
b. Optionally, when using saved wizard templates, you may:
= Come back to the same wizard to (double-click) view and/or modify.
= Save new or modified wizards with a new name (or overwrite).
= Create a library of templates for use in different tests.
= Highlight each template and preview the configuration in the topology below.

Iﬁl Protocols Wizards ]
Select a'wizard  Fun Wizard |

=1 Routing/Switching
Bl L2ZVPMAPLS
Bl L3VPM/EYPE
B RSVP-TE
B BPE

B 05PF

- 05PFv3
B 1515v4vE
-.El BGP/BGP+
Multicast
B Mulicast VPN
B sTP

B MSTP

B CPMAr173 12She
LACP DUT Loopback IP Addr.
PEE-TE 0.E0.E0 AL ppiEG
220 Authiéccess Hosts L25ite PE LDF
Bl PPPa w/ ANCP i DERE
~B) DHCP Client w/ AN, 125t j |
B IPw/aNCP
B L2TP w/ RADIUS

Ixia Port Ixia Port

911032
PE

AR
22.40.10.2/24

125
#PEs = I #L2 Siles/FE = 4
#CE Ports » { #hrovidar Ports = 3

* Connected Inferfoce

I Cloze “ Help

Figure 145. L2 VPN wizard saved wizard template

‘ |
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

12. Click on the Routing/Switching/Interfaces window on the top, and the BGP protocol in
the middle. Note how the wizard incremented the fields and check that the settings will
work with the DUT configuration. For example:

a. On P2, P3, P4, see the Local IP (aka the Ixia PE) and make sure the DUT
configuration is peering with these addresses.

c. On P2, P3, P4, see the Site IDs and Route Distinguisher/Target and check
that the DUT is configured the same.

d. If necessary, manually change the configuration in the protocol table/grid to your
liking. Another option is to highlight columns and right-mouse click to easily
customize with Same or Fill Increment options.

ﬁ'u IxNetwork [LZ-¥PLS-booklet-final.ixncfg]
File V¥ew Tools Settings Help

5]

A LeLa Traffic B Application Traffic > B

Test Configuration .
Diagram I Ports IF‘VB Peers I RouteRanges I MPLS RouteRanges I YRFs I YPh RouteRanges l L2 Sil
H 1. Part Manager .
oz B w KR E
d t' — Intc i Part Enable Type Local P r:;:';ii'ﬂf; DUT IP E”ab'ﬁs‘;we Local AS#
e, 1 P2 v Internal EXEE] 1 2020201 r 20
=3 Pratacal Interfaces 2z I~ Internal 9112 1 2020204 r 20
Rauting/Switching Protacols B ] ~ internal BEE 1| 202020 ~ 5
BEL 1 v internal 3174 i1 2020201 r 30
— 5 Pa v Internal 9115 1 2020201 - 20
: unining 5 v Internal 9116 1 2020.20.1 nl 20
P3 Running
£ P4 Running =

Diagram I Pars I IPv4 Peers I |IPwE Peers I RouteRanges I MPLS RouteRanges IVRFS IVPN RouteRanges L2 Sites ILabeI Block List I M

To change number of L2 Sites, select 1Pv4/1PvE Peers' tab, and enter number in 'Mo. of L2 Sites' field

Target IP Target A5 Target Distinguish | Distinguish | Distinguizh | Humber of
Bty Enetal= izl TEIREER TS Adgrass NSmbEr Ass;nad Ty?]e AS NEthr Assiggned Label Blocks: THEHH G I
1 9.1.1.1 -(P2) ~ 201 AS 0.0.00 151 1 AS 151 1 1) L2%PN - 00000
2 v 30 AS 0.0.0.0 151 2 AS 151 2 1 L2¥PN - 00001
H 9112-(P2) v 202 AS 00.00 151 1 A5 151 1 1) L2%PN - 00000
4 v 302 Az 0.0.00 151 2 A 151 2 1) L2%PN - 00001
3 91.1.3-(P3 v 203 AS 0.0.0.0 151 1 AS 15 1 1§ L2vPN - 00000
B v 303 AZ 0.0.00 151 2 AZ 151 2 1) L2PN - 00001
7 9.1.1.4-(P3) v 204 AS 0.0.00 151 1 AS 151 1 1) L2%PN - 00000
8 v 304 AS 0.0.0.0 151 2 AS 13 2 1) L2vPN - 00001
g 9.1.1.5-(P4) ~d 205 AZ 0.0.00 151 1 AS 151 1 1) L2%PN - 00000
10 v 305 AS 0.0.0.0 151 2 AS 151 2 1 L2¥PN - 00001
1 91.16-(P4) v 206 AS oo.0o0 151 1 A5 151 1 1) L2%PN - 00000
12 rd 306 AZ 0.0.00 151 2 AZ 151 2 1) L2PN - 00001

Figure 146. Protocol configuration window
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

13. Click the Statistics window on the bottom left and click the Start all Protocols button

on the toolbar.

14. Click on the Global Protocol Statistics option for a summary of all protocols running on

each port.

Check whether all of the BGP, OSPF and LDP sessions are up.

Statistics
Statistics Global Prokocol Statiskics
Mame £

=HZJ Views (Tatal; 12}

ZHET) DeFaults (Tatal: 12)
_:_} 1 Ports (Total: 4

Stat Name

£ JIOSPF Full Nbrs. | BGP Sess. Configured | BGP Sess. Up | LDP Basic Sess. Up

= | Global Protocol Statistics
|| Part Statistics
Tx-Rx Frame Rate Sta. ..
Port CPU Statistics

tushar-400kHCard03/Port0 1
tushar-400t M Card03Pork0z|
tushar-400tHCard03,Port03]

tushar-400t i Card03,/Port04

Figure 147.  Global protocol statistics window

Optionally:

Click on each of the specific protocol statistics (LDP, OSPF, and BGP) to view

statistics for that protocol (including up/down status as shown in Global Statistics).

Troubleshooting Tip: If the sessions are not up:

e Go back to the Test Configuration window and double check the protocol

configuration against the DUT.

e From the Test Configuration window, turn on Control Plane Capture, then
start the Analyzer for a real-time sniffer decode between the Ixia port and the

DUT port.
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

15. After protocols have been started, use the Ixia Learned Routes option to verify that
each Ixia peer is receiving the correct routes/labels for each peer.

a. View the MPLS labels learned by the Ixia BGP peers on P2.
i.

Click on Learned Routes and then Refresh to see the labels learned by the

Ixia peer. In this test case there should be two BGP-VPLS labels learned from
the DUT (PE) to the Ixia PE at 9.1.1.1. Check it against the DUT.
Optionally:

a. View the LDP labels learned (these are the outer labels).
b. View the OSPF Routes Learned.

Test Configuration
&8 1. Port Manager WPLS Routes. 2
=HZa| 2. Protocols /
PLLE RoutingfSwitching/Interfaces — Leaed Routes [VFLS) ff
- L Authjiccess Hosts ] o
@ Traffic Groups Meighkar Description
i) 1 9114 (R 131, I 101, Block Offset; 201, Block Size: §, Label Baze; S00516,
] LT [ | 2 9111 .ar‘ﬁf;’g:{ : ize: -
T . B 12, Site ID: 102, Block Offset: 257, Block Size: 4, Label Base: 800524,
=2 P2 Running
d% |Pv4 Peers /
= I Intemal - 97171 il
Learned Routes

Figure 148.  Protocol learned info

16. After all of the sessions are up, you need to build bidirectional traffic from CE-PE, and
from PE-CE. Launch the Advanced Traffic Wizard by clicking on the + sign.

ﬁ‘u IuMetwork [L3-¥PM.ixncfg]

File  View Protocols L2-L3 Traffic  Tool:

i = | g, Protocols Wizards [5]
Test Configuration E‘ |
[ Test Configuration |

ﬂ 1. Part Manager

Er-=,j 2, Protocols
i ﬁiﬁ Raouting)Switching/Interfaces
Q AuthiAccess Hosts/DCE

Traffic Groups

Options

AT

) (5

Add Traffic Ibem with Basic Wizard

52
% Add Traffic Ibem with Advanced Wizardl
ﬂ Add Quick Flow Groups

Figure 149.  Create traffic
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

17. First Configure the CE-PE traffic

a

b.
c.
d

h.

Name the Traffic Item as CE-PE

Make sure the Traffic Type is Ethernet/VLAN

Change the Traffic Mesh to One-to-One.

Pull down the Traffic Group ID Filters and select both of them. Click Apply

Filter.

i. This will filter the Source and Destination trees to only display items that
belong to these customer/VPNSs. It is also possible to select only one Traffic
Group ID at a time to see an exact view of all sources/destinations that
belong to that customers VPN.

ii. Even though both Traffic Group ID filters were selected at the same time,
IXNetwork is smart enough to only send traffic to/from sources and
destinations that belong to the same VPN .

Set the source Encapsulation Type to non-MPLS, and the destination to

L2VPN. This will further filter the source/destination tree for CE-PE traffic.

Select the Source — Static Mac VLAN Ranges checkbox.

This is a global option to select all of the Static MAC VLANS for the source ports.

Select the Destination —-BGP VPLS MAC Ranges checkbox .

This is a global option to select ALL of the LDP MAC VLANS for the destination

ports.

Click the down arrow sign to add the 2 sources and 12 destinations as a traffic

Endpoint Set.

Click Next

Note: Itis possible to configure the PE-CE traffic at the same time by selecting the Bi-
Directional checkbox within this window. However, by creating those in separate Traffic
Wizard runs the resources (flows) used will be separately saved, allowing better use of
flow tracking as selected in the Flow Tracking Page of this wizard.

Note: Make sure to uncheck the Merge Destination Ranges checkbox if the same
routes are used on two or more VPNS in the test.
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

Endpoints

—— Traffic Item

—— Source / Destination Endpoints

Traffic Mame  |CE-PE Traffic Group [0 Fiters Selected 2 of 2

Type of Traffic | Ethernet/VLAN E ISource | " IZII 7 Q
2,

| |pestination | Bap-v... [V]| T < B4

[— Traific Mesh

SourcefDest,  One - One

RoutesfHosts  |One - One

[] Bi-Directional

[] allow Self-Destined

2—8

N —e— A

Mumber of hosts per Route

=

o v <]
] e

All Parts

G Peers

[H[¥] BGF Pesr Range - 9.1.1.1

[£H¥] BGP Meighbord.1.1.1-20.20.20.1
EH¥] wRrF's L2 Sites
YRF, &5 L2 Site:151:1 , Id ; 201
=l - MAC Address Range
: WPLS Mac Range @ Mac: 00:00:00:01:00:00 YLAN :101
[ZH¥] WRF, A5 L2 Site:151:2 , Id : 301
] MaC Address Range

[iH[¥] BGF Pesr Range - 9.1.1.2

' i) Igl — Endpoint Sets

[[] Merge Destination Ranges Encapsulation

Source Endpoints | Destination Endpaints | Traffic Groups |

Uncheck this option to test overlapping [5] Name: Endpoi
irileRllses 1 »| Ethernet ILYLAN

Figure 150.

12 Endpoints

<l 1

/P - 00001,

Advanced Traffic wizard screen 1

a) Optionally, use the Packet/QOS window (not shown) to add an IP/TCP or IP/UDP

header, for example.

b) Optionally, use the Flow Group Setup window (not shown) to; in this case, separate
VLANSs/VPNSs per port into separate Flow Groups. Each Flow Group uses its own
transmit engine and can have unique content, and its own rate/frame size.

c) Setthe Frame Setup and Rate Setup windows (not shown) to the desired settings.
Start with a simple configuration, such as 128 byte frames and 1000 pps rate. These two
parameters can also be easily changed in the Traffic Grid window after completing the

wizard.
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

18. Select the Flow Tracking options for CE-PE traffic.

ﬁi Advanced Traffic Wizard =]

¢ In this test select Traffic Item, Source/Dest Value (MAC) Pair, and VLAN-ID.
Selecting these options will create a track able flow for every combination of the
selected items. Each flow will provide full statistics (rate, loss, latency, etc.)

o Click Next.

Note: These options will also be available as Drill-down views in the Statistics
windows. In this case there will be an aggregated Traffic Item statistics that shows
all of the combined statistics for every flow within this Traffic Wizard. Then, the user
can use the right-mouse-click select the Traffic ltem and drill-down per Src/Dst
Value pair and/or VLAN-ID to see the detailed flow statistics within this traffic Item.
This helps immensely in in pinpointing trouble areas without going through pages of
flows.

Note: In large-scale tests, it may not be feasible to select multiple checkboxes. Use
the Resource Bar at the bottom to see how many resources are used or available
when you check each box. Also use the Validate window at the end of this wizard to
understand the precise number of resources used.

F@j Endpaints Flow Tracking

—— Track Flows by —M
@ Packet [ Qo5 V5] Traffic Ttem|

[v]
[ ] Source/Dest Endpoint Pair
[v]

|:>E': Flow Group Setup
I'E Source/Dest Value Pairl

SourcefDest Port Pair

g Frame Setup
[[] source Endpoink
@ Rate Setup [ mest Endpaint
[ i

B

[] souree Part Value
[ Traffic Group ID 1 »|O
D Ethernet II : Destination MAC Address 2 =Type to add value=
[] Ethernet 11 : Source MAC Address
[_] Ethernet 11 : Ethernet-Type

[ Ethernet 1T : PFC Queue

YLAM ¢ WLAN Priority

I% WLAN : VLAN-IDI

| flj'v‘} ! Precede_nclel,

—— Egress Tracking ————————————— —— Latency Measurements
[ Enable Egress Tracking ["] Enable Latency Measurements

Greater Than (us) | Less Than or Equal Ta (us)
0.00 1.00
1.00 l1.42
L 2.00

EEEEEEEEE | B Ingress :l Egress . Latency Bins 0

1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 17 18 19 20 21 22

@M =] |
d

| Prev | | Mk | | Finish | | Cancel | | Help |

Figure 151.  Advanced Traffic wizard screen 6
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Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

19. Optionally, on the Preview window, click the View Flow Group/Packets to see the
exact packets that will be transmitted from each Port/Flow Group.
a. Inthis case on P1, Flow Group 1, there are 12 unique packets/flows that will be
sent. As shown in the Setup topology, 10 MACs from each of the two VPNs on
P1 will send to the 60 MACs on the same VPN on P2, P3, amd P4.

Preview

Flow Groups/Packets

-

IxIN

(%) Current Traffic Tkem () &ll Traffic Items I| Wiew Flow GroupsiPackets l

Flaw Group | Traffic Ttem | |
=] Port: P1
duaiaa (CE-FE - Flow Group 0001
—_— Packets For Flow group: CE-PE - Flow Group 0001
fPacket # Destination MAC Address | Source MAC Address | WLAM Priority | MLAN-ID
00:00:00:01:00:0a 0
z2 00:00:00:01:00:0b 00:00:00:01:00:53 a 102
& 00:00:00:01:00:0c 00:00:00:01:00:84 0 102
4 00:00:00:01:00:0d oo:00:00:01:00:8% 0 102
5 Q000000100 0e oo:00:00:01:00:86 0 102
-1 00:00:00:01:00:0F 00:00:00:01:00:87 a 102
7 00:00:00:01:00:10 00:00:00:01:00:88 a 102
g 00:00:00:01:00:11 00:00:00:01:00:59 a 102
9 o:o0:00:01:00:12 oo:00:00:01:00:82 0 102
] o000 010013 00:00:00:01:00:88 0 102
11 O0:00:00:01:00:1e om:0o:0o:01:0mEz2 0 102
12 00:00:00:01:00: 1F 00:00:00:01:00:83 a 102
) 00:00:00:01:00:20 00:00:00:01:00:54 a 102
14 Oo:00:00:01:00:21 00:00:00:01:00:85 0 102
15 00:00:00:01:00:22 00:00:00:01:00:86 0 102

Figure 152.

Advanced Traffic wizard screen 7

20. Optionally, on the Validate window, click the Validate button to understand the
resources used for the traffic item you are configuring, or all traffic items. Click Finish.

IA-N Advanced Traffic Wizard H[=] B3
y =R -
@ Endpoints validate IxIN
Traffic Item Resource Information (%) Current Traffic Tiem () all Traffic Ttems | walidate ]
Packet [ Qo5 —
i High level view to quickly identify category of errors detected per Traffic Item
E}E: Flow Group Setup
Traffic Ikem Configuration Packets Flow Groups Flows

Frame Setup

Rate Setup

BOE

Flow Tracking

f Preview
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| | Errar

| Traffic ... | Flow G... | Part: |

Figure 153.
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21. Troubleshooting Tip: If errors are generated after hitting finish, see the Errors window
at the bottom of the screen. Follow the explanation/steps provided. In this type of test, it
is likely the test port cannot create the traffic because the DUT has not sent all the
information (usually MPLS labels) on the PE side. Check the protocols and view the
Learned information on both the Ixia and DUT side. To Finish again, simply right-click on
the affected Traffic Item and choose Regenerate.

Regenerate must also be performed if the DUT sends new label information — for
example if a topology change or flapping occurs. The symptom that this has occurred is
usually when certain flows are experiencing 100% loss.

22. Now configure the PE-CE traffic. Run the Traffic Wizard again by hitting the + sign. The
steps are practically the same as used for CE-PE, except in the other direction” Here are
the shortened steps (screenshot not shown).

Name the Traffic Iltem as PE-CE

Make sure the Traffic Type is Ethernet/VLAN

Change the Traffic Mesh to One-to-One.

Pull down the Traffic Group ID Filters and select both of them. Click Apply

Filter.

Set the source Encapsulation Type to BGP-VPLS, and the destination to non-

MPLS.

f. Select the Source — BGP VPLS MAC VLAN Ranges checkbox.

g. Select the Destination — Static Mac VLAN Ranges checkbox .

h. Click the down arrow sign to add the 12 sources and 2 destinations as a traffic
Endpoint Set.

i. Click Next.

Qan0oaQa

@

23. Optionally, use the Packet/QOS window (not shown) to add an IP/TCP or IP/UDP
header, for example.

24. Optionally, use the Flow Group Setup window (not shown) to separate the MPLS labels
per port into separate Flow Groups. Each Flow Group is its own transmit engine and can
have unique content, and its own rate/frame size.

25. Set the Frame Setup and Rate Setup windows (not shown) to the desired settings.
Start with a simple configuration such as 128 byte frames and 1000 pps rate. These two
parameters can also be easily changed in the Traffic Grid window after completing the
wizard.

26. Select the Flow Tracking options for PE-CE traffic (screenshot not shown).
b. For this direction of traffic it is best to choose Traffic Item, Traffic Group ID,
MPLS Label (1), and Source/Dest Value (MAC) Pair.
c. All possible combinations from all checkboxes will create a track able flow in the
statistics, including rate, loss, and latency.

27. Optionally, in the Preview window, click the View Flow Group/Packets to see the exact
packets that will be transmitted from each Port/Flow Group.
d. In this case on P2, Flow Group 1, there are 40 unique packets/flows that will be
sent. As shown in the Setup topology, 20 MACs from each of the two VPNs will
send to the 10 MACs on the same VPN on P1.

PN 915-2602-01 Rev | June 2014 164



Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test
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Figure 154.  Advanced Traffic wizard screen 7

28. Optionally, on the Validate window, click the Validate button to understand the
resources used for the traffic item you are configuring, or all traffic items. Click Finish.

29. Optionally, after finishing the Traffic Wizard you will see the Traffic (grid) window. There
are many operations that can be done here including:

Adding new (tab) views

Adding new columns to existing views, including packet contents fields.
Many grid operation, including multi-select, and copy down/increment.
Changing the rate/frame size on the fly without stopping traffic.
Double-clicking a flow group to configure its properties/packet contents.

Performance test variables:

=20
o S cere
& B re-ce

MR

All Traffic Items

All Flow Groups
----- 5 All Quick Flow Gr. ..

Manual performance testing of the data plane can be accomplished by increasing the
frame size and data rate.

Automatic throughput tests can be accomplished using IxNetwork’s integrated tests
as discussed in the Test Variables section below.

U“D |
Flow Groups for item "‘PE-CE] ————— P2 ! 1|s T T i

=
i Endpoint Sek | Transmit State | Tx Port Encapsulation Mame Traffic Ikem Mame Frame Rate Frame Size

i b |EndpaintSet-1 @ [+ [ Pz Ethernet IT.MPLS.MPLS. Ethernet I without FCS.YLAM.IPv4 PE-CE Packet rate: 1000 Fixed: 123
2 EndpoinkSet-1 - @ 0 P3 Ethernek II.MPLS.MPLS. Ethermet IT withauk FCS.YLAN. IPv4 PE-CE Packet rate: 1000 Fixed: 128
K} EndpointSet-1 @ p 0 P4 Ethernek II.MPLS.MPLS. Ethernet IT withouk FCS.YLAN. IPv4 PE-CE Packet rate: 1000 Fixed: 125

Figure 155.  Post-Wizard Traffic Grid
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30. Apply, and Start the traffic.
a. Click the Apply Traffic button at the top of the screen. This will send the Traffic
Item configuration to the test port.

I 12-13 Traffic

b. Click the Start (play) button
I

31. View the traffic statistics.
a. Click on Statistics -> Traffic Item Statistics. This will show the aggregated view of
all the traffic of each Traffic Item from CE-PE, and PE-CE.

Note: The Traffic Item aggregated view is very helpful to understand the performance of
the DUT at a large-scale without having to investigate large amounts of results. If
everything looks fine, then is no need to “drill-down” further. However, if there is loss or
high latency, drilling down within each traffic item to pinpoint the problem can become
very useful.

[ Statistics 1| [ Traffic Them Statistics

“Name ¢| IE o ! Q Ay ’,v Cuskomize Traffic Wi, |E| - @ s ﬂ;Favo

7 Traffic (Total: 5)

] L2-L3 (Total: 53
T Daka Plane Pork Stati,
= | Traffic Ttem Statistics

O] User Defined ghatistics [
| Flows Statistic o
Flow Detectiy E|

Drag a column header here to group by th

Traffic Item | T= Frames | Rx Frames | Frames Delta | Loss %o | Tx Frame Rate | Rx Frame Rate |
CE-PE 200,897 200,897 0 0.000 1,000,001 1,000,950
PE-CE 602,695 602,695 0 0.000 3,000.016 3,003,000

wmbmmmle Tk mly £

5 Test Configuration I

| Statistics

Figure 156.  Statistics -> Traffic Item View

Performance test variable: Go back to the Test Configuration window and increase
the rate in real time of one or more flow groups until loss occurs. Then use the following
step to drill -down and find the problem.

b. Now Drill Down on the CE-PE traffic by right-mouse clicking on the CE-PE Traffic
Item and finding the Flow Tracking options as defined in the Traffic Wizard. In the
example below click on Drill Down per VLAN ID to see all the VLAN statistics inside
the CE-PE Traffic Item. These are the per-VLAN detailed statistics that make up the
aggregated CE-PE Traffic Iltem statistic.

Note: This is very helpful to see which particular VLAN (i.e. customer VPN) may be
having issues.
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EEE

s | Rx Rate {Bps) | Rx Rate {bps) | Rx Rate (Kbps)
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& ¥ B AN 0 [T sutoUpdate Enabled || Customize Teaffic ... e @ | Fakc  Show iR ]
s | neacn S
N e \ Remave Alert
g a co ad o group b at ca
YLAN:¥YLAN-ID | Tx Frames | Rx Frames | Frames Delta % | Tx Frame Rate | Rx Frame Rate ¥ Add to Custom Graph 5 ps) | Rx Rate {(Kbp:
101 < 359,940 359,940 i 0,000 494,998 EEAMN  Drill Dovin per YLAN:VLAN-ID 000 594,01
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Show Al Filkered Floves
Drill Dowin per Rx Port

4 | Bl

Customize. ..

Edit Filter Selection
Edit Statistics Designer

Figure 157.  Statistics -> Drill down from Traffic Iltem to VLAN ID

c. Now Drill down again on VLAN 101 (right-click -> Drill down per Src/Dst Value
(MaC) Pair). You see all 60 MAC flows within VLAN 101 from the CE-PE side.

Note: This is very helpful to see which particular Src/Dst MAC within the given VLAN
(i.e. customer VPN) may be having issues.

User Defined Statistics I

. ¥ | A E;If‘v‘l:]nutnLIpdate Enabled| Custarnize Traffic Vi, - | i 5 ﬂ?Favnrites ﬂv ISeIectaPrDFiIe

“t& Back |,‘ ‘ﬂ | YLAMYLAN-ID Source/Dest Yalue Pair

IEE' 1 ME 183 Page 1 of 2 {total Flows

Figure 158.  Statistics -> Drill down from VLAN ID to Src/Dst Value (MAC) pair
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Source;/Dest ¥alue Pair | TsFrames| Bz Frames| Frames D... Loss % | TH Frame ... | BX Frame ...
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Likewise, Drill-down on the PE-CE Traffic Item to the Traffic Group ID.

Note: This is very helpful to understand how the traffic on each VPN (Traffic Group
ID) within the PE-CE traffic is performing. The Traffic Group ID can also be used in

the CE-PE traffic item.

I raffic Item Statistics I

- VB A [T AutoUpdate Enabled ||| Customize Traffic vi... e | @ = 7 Favorices ﬂ-lSelectaProFile... 'I Ej G 9
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Figure 159.
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e. Optionally, drill down again from each Traffic Group ID to MPLS label.
Note: This is very helpful to understand how the traffic on each MPLS label within
the given VPN ( Traffic Group ID) is performing.
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& ! I:_J Ry Qv E]AutoUpdate Enabled || Customize Traffic Yi... |E| e @ F - ﬁFavorites {hv ISeIect a Profile. .. vl ﬁ ‘i i
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Figure 160.  Statistics -> Drill down from Traffic Group ID to MPLS label

f. Optionally, drill down again from each MPLS Label to Source/Dest Value (MAC)
Pair.

Note: This is very helpful to understand how the Src/Dst MAC traffic within each
MPLS label is performing.

Note: Drill-down per Rx Port comes standard by default with every drill-down view.
In this case it will help determine which RX port on the CE side is receiving the
suspect MPLS traffic from the PE side. It may help determine which VPN is a fault
without having to go to the label database and track the label through the network to
the CE side.

Troubleshooting tip: In any of the above views, a small frame delta statistic does

not necessarily mean that loss is present. Stopping traffic will fully synchronize the

results. No test tool can measure Tx and Rx instantaneously, since the traffic must

go through the DUT first. If the frame delta is continually increasing, however, there
is likely loss.
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Test Variables

Each of the following variables may be used in separate test cases to test a PE router in an L2
VPN - VPLS network. They all use the test case detailed above as a baseline, modifying a few
parameters in the same IxNetwork L2 VPN wizard views shown above. You can create control
plane scalability tests from 10x to over 100x to fully stress the DUT’s capability as a PE router
and understand its peering capacity with CEs, Ps, and other PEs. Once control plane scalability
is understood, data plane performance can be measured in terms of throughput, latency, and
loss for every frame size or IMIX pattern available.

Control Plane Performance Variables

Performance
Variable

Increase CE Ports

Description

Step 5: On a real PE router, there will be many more CE ports than P or
PE ports, and each CE port will have many CEs/VLANs on it.

Increase PE Ports

Step 5: On a real PE router, there is a minimum of two provider ports
(one for backup), and it's possible that one or more of these ports will be
high speed (10G) with high control plane scalability requirements.

Increase
Emulated Ixia P
Routers

Step 6: Increasing Ixia P routers per port will stress the DUT’s (PE) ability
to peer/run MPLS and IGP protocols. If needed, use VLANS.

Use different IGP,
MPLS, or L2 VPN
Protocols

Step 6: Try other routing protocols, such as ISIS, RSVP-TE, and LDP-
Extended-Martini. These protocols may have higher or lower overhead on
the DUT, and performance may vary.

Increase
Emulated Ixia PE
Routers

Step 7: This is one area that can grow quite large in an service provider
network in terms of IGP connections and exchanged VPN/VC information.
This will test the DUT’s ability to store/maintain VPN/VC information
without leaking the information to incorrect VPNs/VCs.

Increase VPNs
per PE Router

Step 8: This parameter will test the DUT’s maximum capacity for VPNs
attached to one or more PE routers. Increase this number along with the
number of PEs to expand the test substantially.

Increase the
number of MACs
per VPLS
instance

Step 9: Unlike PWE, a DUT using VPLS needs to maintain unique MAC
tables for each VPN so it can switch the packets to the appropriate site.
Therefore, increasing the number of MACs will stress the DUT’s ability to
handle many MAC addresses on each VPN. Forward traffic to all MACs
and track all MACs to truly test performance of each/every MAC per VPLS
instance.
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Data Plane Performance Variables

Performance Variable‘ Description
Increase Traffic Step 18-23: Manually increase the rate at which traffic is sent. Verify
Rate that latency and loss levels per flow are as expectations.

Change Frame Size | Step 18-23: Manually change the frame size of the traffic. Smaller
frames typically cause more trouble for switches/routers, so tests
running with 64-byte packets at a high frame rate should be tested by
operators. Additionally, select one of the real-world IMIX patterns that
Ixia provides.

Run Binary-search Go to the IxNetwork Test Configuration window and look for 7.

Throughput tests Integrated Tests. These tests will automatically run binary-search
using Ixia’s throughput tests using any/all frame sizes, and apply industry-
“Integrated Tests” standard methodology to determine the maximum amount of

throughput without loss that the DUT can handle.

Results Analysis

The baseline test demonstrated that the DUT, acting as a PE router, could maintain and run a
network consisting of two customer VPNSs, each with eight sites, and each site having ten MAC
addresses. Think of these MAC addresses as hosts/PCs. Additional emulation of three P
routers and six PE routers was added. Finally, the DUT was able to forward 64-byte data traffic
at a rate of 10% of a 1Gb link. The DUT maintained performance across this network with no
loss and low latency.

However, even in a small-to-medium size service provider network there can be tens or
hundreds of VPNs covering hundreds of locations. These VPNS may use tens or hundreds of
ports spanning hundreds or thousands of miles.

Because of this, control plane scalability testing and data plane performance testing are critical
to ensure that these devices and networks can handle the load placed upon them in real-world
scenarios. Go to the Test Variables section for a discussion of the various ways in which the
test case can be extended into more extensive scalability and performance tests.

As the control plane variables are increased to the DUT’s maximums, special attention must be
paid to the detailed protocol statistics, including up/down sessions, and protocol counters. On
the data plane side, each and every MAC address should be checked for loss and latency as it
flows through the DUT. Packet/MAC leakage is another critical check, to make sure that one
VPN customer’s traffic/forwarding table is not mixed with others. Lastly, long duration tests at
maximum scale are required with and without real-world outage situations to ensure expected
behavior in a volatile real-world network environment.

PN 915-2602-01 Rev | June 2014 171



Test Case: Layer 2 MPLS VPN — VPLS Scalability and Performance Test

Troubleshooting Tips

Issue
The VCs are not
coming up

Can’t Ping from DUT to
the Ixia Emulated P

Troubleshooting Solution

Step 8: Make sure the site IDs and label block values are
consistent with the DUTSs.

Step 12: Check the protocol interface window and look for red
exclamation marks (!). If any are found, an IP address/gateway
mismatch is likely.

Sessions won’t come up

Step 14:

e Go back to the Test Configuration window and double check
the protocol configuration against the DUT.

e From the Test Configuration window, turn on Control Plane
Capture, then start the Analyzer for a real-time sniffer decode
between the Ixia port and the DUT port.

No “Learned” info

Step 16: There is likely a mismatch in the VPN/VC configuration
on the Ixia port or the DUT. Also check to make sure your VLAN
IDs are correct.

Traffic 100% Loss from
PE-CE

Step 24-25: Check the Warnings columns in the Traffic view
(step 24) and make sure there are no streams that say VPN label
not found. The DUT may have sent new label info. If so,
regenerate traffic by right-mouse-click on the traffic item. Then
Apply traffic.

Stop/Start Protocols or
Link Down/Up has
Traffic 100% Loss from
PE-CE

Step 24-25: Check the Warnings columns in the Traffic view
(Step 24) and make sure there are no streams that say VPN label
not found. The DUT may have sent new label info. If so,
regenerate traffic by right-mouse-click on the traffic item. Then
Apply traffic.

Conclusions

This test verified that the DUT can perform with four ports of scale as a PE router in a layer 2
VPN - VPLS network. However, scalability and performance are of paramount importance
when testing a DUT acting as a PE router. Follow the Test Variables section above to test the
PE at its maximum capability before deploying into a real-world L2 VPN — VPLS Network.
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Test Case: Impairment Testing of Layer 2 MPLS VPN

Overview

WAN networks typically suffer from network conditions such as drop, delay and jitter because of
slow WAN links. It is important for service providers to measure the VPN service performance
when their network uses WAN links. Impairment modules emulate WAN link impairment
conditions by introducing drop, delay and jitter in the traffic, thus providing a solution for
impairment testing. Ixia’s Impairment solution also allows impairing traffic in each direction
independently, emulating the asymmetric WAN link configuration.

Testing Layer 2 MPLS VPNs is discussed in the previous test case. This test case simulates
real world network impairments, thereby adding another dimension to the Layer 2 MPLS VPN
performance testing. Service providers can observe the impact of network impairments on VPN
services and roll out their revenue-generating network accordingly to meet the SLA agreements.
The PE Router being the key component in the provider network, the focus of this test is to
impair the traffic on PE router ingress, and provide impairment measurements.

Objective

The objective of this test is to introduce drop, delay and jitter in the traffic flowing from the Ixia
emulated Service Provider Network to DUT PE. The traffic is classified for impairments, based
on outer and inner MPLS Labels.

Impairment module can be inserted in any link where impairment is needed. The steps used in
this test case can be applied equally well for Layer 3 VPN, multicast VPN and NG multicast
VPN.

At the end of this test, other test variables will be discussed that will provide many more
performance test cases.

Setup

The test setup requires

e aDUT acting as a PE router,

e a pair of Ixia impairment ports, and
e four Ixia test ports

This test topology follows the topology of Layer2 MPLS VPN, which means, one Ixia Test port
emulates the CE routers and the other three ports emulate the entire service provider network.
A pair of Impairment ports is connected to emulated service provider network on one side and to
the DUT PE on the other. The lightning icon denotes impaired traffic on the link.
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Figure 161. Impairment testing - Ixia emulated layer 2 MPLS VPN network

Step-by-Step Instructions

These instructions will result in Delay, Jitter, Drop and Rate Limit Impairment testing of Layer2
MPLS VPN topology similar to the one shown in Figure 161. You may also use these steps as a
guide to build other Impairment test scenarios.

1. Follow the steps in the section Test Case: Layer 2 MPLS VPN = VPLS Scalability and
Performance TestError! Reference source not found. to configure Layer 2 MPLS
VPN Topology. Note that the L2 VPN configuration parameters in this test case are
different from those of Layer 2 MPLS VPN test case, and accordingly there will be
differences in the traffic and impairment statistics. For example, the traffic rate is set to
2% in this test setup.

2. Reserve two impairment ports in IXNetwork. The Impairment ports are added in the

same way as other Ixia test ports with the exception that Impairment Ports are always
selected as a port pair.
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Im Port Selection =l
| Chassis '{Lr' % "gé?; =2 % e @ Al ports = Ports in configuration C:]'J Add Offline Ports 22 Al ports = |
Chassis/Card/Port Type State Mame Chassis/CardfPart Type
-~ (@ 10.200.134.42 ixos £.10.0.913 eb 1 v @ P1Impairment
» BB Card 01 15 PORT 10/100/1000 LSM XMVDC18 2 @ P2 Impairment
b EE Card 02 15 PORT 10/100/1000 LSM XMy15 3 (RG]
v BY Card 03 32 PORT XDM10G325 ol e
» B8 cardo4 16 PORT 10/100/1000 LSM XMV15 —1 @
v EB Card 05 016 PORT FlexAP10G165 e @ e
~ B§ Card 05 4 PORT EIM10G45
i@iPort 01 LAN SFP+ 10GBASE-SR/LR
"] AN D DGEA R D
LAN SFP+ 10GBASE-SR/LR
3 13 PORT 1010041000 ASM XMV12X
» BR Card 0B 3 PORT 10GE LSM XM3
» B card 05 4 PORT 10/100/1000 STXS4-256MB
v B8 Card 10 2 PORT ATM/POS 622 Multi-Rate-255MB
4 I | 3
fal e Cancel Help
Figure 162.  Impairment Port Selection

Optionally, rename the ImpairNet ports just like any other test ports. You can then refer
to impairment ports throughout the IxNetwork application.
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3. Ixia’s IxNetwork Impairment GUI provides an easy to use one click option to create an

impairment profile directly from the traffic flow group. Right click on the desired flow

group in L2-3 Flow Groups view and choose Create Impairment Profile from the menu.

< (2} < Traffic Configuration

r G L2-3 Flow Groups

Transmit State Suspend Tx Port Rx Ports
v@&h R Traffic Item Name: PE => CE  TX Mode: Interleaved, Src/Dst My
1 > @b . 10 200 124 ADOE O ,10'3”:
Flow Group properties. ..
Create Impairment Profie
p
B Stop
Figure 163. Impairment Profile Creation

Creating impairment profile directly from the traffic flow group has the advantage that all
the L2-3 traffic classifiers are automatically added in the list of classifiers for this profile.

Note: The view changes from L2-3 Flow Groups view to Network Impairment view on

clicking Create Impairment Profile.
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4. The Network Impairment view has three tabs: Diagram, Profiles and Links. The Diagram
tab is chosen by default. Select the Profiles tab to see the list of all the impairment

profiles.
ﬁ Home Automation Results / Reports Views
® X% ¥
Tt e T
Apply Add Delete Raise Lower Copy
Impairments Profile  Profile Priority Priority  Classifier
Apply Edit Impairments

Test Configuration

« Q ﬂl ) Metwork Impairment

3

¥
[
3

3

I][“] Cwerview

- O Ports

g Chassis

~ EB Protocol Configuration

@ Protocol Interfaces
£ LoP

B ospr

B static

» o Traffic Configuration

¢ L2-3 Traffic Items
oo L2-3 Flow Groups

Metwork Impairment |

QuickTests

Figure 164.

Diagram
Enabled
1 s
2 J
3 J
4 4

Profiles | Links

Profile Mame

Impairment Profile &
Impairment Profile 7
Default Profile

Network Impairment view

Configuration

Priority =
4
5]
i
lowest

Optionally, change the name of the impairment profile. A named profile can be easily

referenced throughout the IxNetwork application.

Note:

e The Network Impairment view has commands for creation, deletion, and raising
or lowering priority of impairment profiles as shown in Figure 164.

e When the impairment profile is created, it is enabled by default. Each profile has
a check box next to it to disable/enable the profile.

5. To see the list of available traffic classifiers, click on the Classifier grid in the Network

Impairment -> Profiles tab.

There are two MPLS label value; the first is the LDP or RSVP-TE transport label, and the
second is the VPLS instance label. Select the second MPLS Label Value from the list of

patterns.

The classifier pattern value has hexadecimal format and is aligned to an octet boundary.
The unused bits in the value can be ignored by using don’t care bits in the mask.
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An MPLS label value contains the first 20 bits out of 32 bits (4 bytes) field, set the mask
to FFFFFO to ignore the last 4 bits. The TTL byte is ignored in this setting. In this test
case, the traffic for the VPLS instance with label value 19 is being impaired. The label
value 19 translates to hex value 00 01 30.

| Classifier
{Pattern(Value=00 01 30, Offset=,,, -

— Packet Classifier # Matchers Used: Z/8

5P Add $€ Delete | =] Edit

Enabled Pattern MNane Offset Yalue Mask Figld Size (hits)
i  { Ethernet Destination M... 0 00:00:05:66:63:42 FF:FF:FF:FF:FF:FF 48
- Ethernet,Source MAC A, 6 00:00:05:65:53:35 FF:FF:FF:FF:FF.FF 45
Ethernet.Ethernet-Type 17 G647 FF FF 16
MPLS.Label Value 14 0001 00 FF FF ED 20
MPLS.MPLS Exp 16 00 0E 3

W MPLS.Label Value 15 0001 30 FF FF FO 20 ”
MPLS.MPLS Exp 20 00 0E 3
P4, Protocol 45 30 FF g
IPvw4, Source Address 45 1.1.1.1 255.255.255.255 32
14, Destination Address %2 1.1.1.2 255,255,255,255 32
oK Cancel

Figure 165.  Traffic classifiers
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6. Each impairment port pair has two links that denote the direction of traffic flow between
the two impairment ports. Click the Links grid of the desired impairment profile. Select
the appropriate link to impair the traffic flow from the Service Provider to the PE DUT.

Links= Classifier
P1 Impairm|~ | all packets

(70 all Links Selected Link,

(20 Selected Links ¥ [ P1 Impairment-=P2 Impairment

P2 Impairment-=F1 Impairment

Ok Cancel

Figure 166.  Network Impairment Link Selection

7. Right click the Drop grid of the desired impairment profile to apply drop impairment. Tick
the Enabled check-box and set the drop percentage to 50%.

I Drop I Links Classifier

|5EI°.-"o EF‘I Impairment->PZ Impairment  Pattern(Yalue=00 01 30 , OFfset=18)
~ | Enabled all packets
Percentage of packets to drop: all packets
all packets
Mumber of packets to drop at a time: 1

Drop packets, 2 at a time

o] 4 Cancel

Figure 167. Drop Impairment Configuration
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8. Change the bottom tab to Delay in Network Impairment -> Profiles tab, to apply delay
and delay variation impairments. Select the impairment profile and right click on the
Delay. Tick the Enabled checkbox and enter 100 microseconds.

< m | i) Network Impairment |

Diagram Profiles | Links

Enabled Profile Name Priority = Delay Delay Variation Custom
1 I v L2VPN Impairment 4 mﬂusE disabled disabled
2 Fi Impairment Profile & [3 ¥| Enabled
3 i Impairment Profile 7 7 -
4 V Default Profile lowest Delay: I 10d] |microseconds | > I

Delay received packets before forwarding them.

0K Cancel

Summary PacketActions Other | all ﬂ

Figure 168. Delay Impairment Configuration

9. Select the impairment profile and right click Delay Variation grid. Tick the Enabled
check-box and select the radio button Gaussian. Set Standard Deviation to 10
microseconds.

| Delay Variation | Custom
Gaussian (standard deviation 10 us) |"_| disabled
Enal:-led
(=) Uniform Standard deviation: | 12| |microseconds | -
(7} Exponential

Std dev 0 +5td dev

OK Cancel

Figure 169.  Jitter Impairment Configuration
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10. To apply the impairment profile in the hardware, click Apply Impairments icon in the
configuration ribbon. If applying impairment profile changes is successful, then the
exclamation mark on the Apply Impairment icon will disappear.

@ _pl @ |

:'\_r’ .l
Appry
Impairments Im paFrpmer.ts

Figure 170.  Apply Impairment Icon Change

Note:

e Only the enabled profiles are applied to the hardware.

e If the impairment profile contains configuration errors, the exclamation mark will
not disappear and a pop-up window will appear on the right hand side bottom
corner of the IxXNetwork GUI. For further troubleshooting, follow the instructions in
the Troubleshooting Tips section.

11. After applying impairments, the impairment statistics starts updating. Select Impairment
Profile Statistics and click the Dropped tab at the bottom in the impairment statistics
view.

[:I[ Impairment Statistics | Traffic ltem Statistics Impairment Link Statistics | Impairment Profile Statistics |
Stat Name Dropped Frames| Dropped Frame Rate| DroppedBytes | Dropped Bit Rate
1 |Default Profile 0 0 0 0
2 | Impairment Profile 6 0 0 0 0
3 | Impairment Profile 7 0 0 ] 0
Ip 4 I L2VPN ImpairmEI'ItI 558,146,599 11,325 142,885,516... 23,193,600

Al | BitError | Delay | Dropped | Duplicate | FCS | Forwarding | Rate Limit | Rer

Figure 171.  Drop Impairment Profile Statistics

PN 915-2602-01 Rev | June 2014 181



Test Case: Impairment Testing of Layer 2 MPLS VPN

12. Only the profiles with drop impairment enabled will drop the packets. Ensure that the
packets are dropped at the configured rate. To view the dropped packet statistics for
each link direction of the Impairment module, select the Impairment Link Statistics tab
and then select the Dropped tab at the bottom.

C|[ Impairment Statistics | Traffic Item Statistics | Impairment Link Statistics | Impairment Profile Statistics
Stat Mame Dropped Frames|Dropped Frame Rate|Dropped Bytes | Dropped Bit Rate
Pl | lEI.ZI]EI.134.44;E;1-:>2| 560,479,034 11,325 143,482,632... 23,193,600
2 | 10,200.134.44;8;2->1 i] i] o] a

Figure 172.  Drop Impairment Link Statistics

Note: In this test case, only packets from P1 Impairment -> P2 Impairment link direction
are dropped because of the Links configuration.

13. To view the packet delayl/jitter statistics for L2ZVPN Impairment profile, select
Impairment Profile Statistics tab and select Delay tab at the bottom.

Note: Two profiles show delay statistics: L2VPN Impairment profile and Impairment
Profile 6. Based on the profile priority value, Impairment Profile 6 is applied to all the
traffic that is not classified under L2VPN Impairment profile. Since ImpairNet module has
an intrinsic delay of 30 us, all the traffic classified under Impairment Profile 6
experiences a delay of 30 us.

EI[ Impairment Statistics | Traffic ltem Statistics Impairment Link Statistics | Impairment Profile Statistics |
Stat Mame Packet Delay Minimum |Packet Delay Maximum |Packet Delay Average |Packet Delay Std Dev
1 | Default Profile
2 |ImpairmentProfie 6 | 30,000 30,440 30,001 s

3 |Impairment Profile 7
b 4 | L2VEN Impairmentl 58,280 131,720 100,231 g,gzul

All | BitError | Delay | Dropped | Duplicate | FCS | Forwarding | Rate Limit | Re b

Figure 173.  Delay Impairment Profile Statistics
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14. To view the packet delay/jitter statistics for impairment links, select Impairment Link
Statistics tab in the Impairment Statistics view and select the Delay tab at the bottom.

E|[ Impairment Statistics | Traffic [tem Statistics | Impairment Link Statistics | Impairment Profile Statistics Impairmer
Stat Name Packet Delay Minimum |Packet Delay Maximum |Packet Delay Average |Packet Delay Std Dev
v 1 10.200.134.44;8;1->2 || 30,000 131,700 40,035 24,852

2 | 10,200, 134.448;2->1

Figure 174.  Delay Impairment Link Statistics

Note: Unlike impairment profile statistics, impairment link statistics show the delay
statistics for all the packets passing through the impairment links and hence there is a
minimum delay of 30 us. Hence the Standard Deviation is also centered on ~25 us.

15. This step demonstrates how to configure a 100% drop when the traffic for MPLS Label
19 exceeds 4 Mbps.

Go to Profiles Tab in Network Impairment view and select Summary or All tab. Tick the
Enabled check-box in the Rate Limit grid and set the rate limit to 4 Mbps.

< O [

Diagram | Profiles | Links

Enabled Frofile Mame Friority = | Fate Limit Delay Drop Links
g v 4 [4bes ........ 100 us P1 Impairment-=P2 Impairment
2 v Impairment Profile & f Enatled
3 W Impairment Profile 7 7
4 v Default Profile lowest Receive rate fimit: | 4| Mbjs - |
Commonly used values: v

Drop received packets when receive bandwidth exceeds limit.

Ok Cancel

Delay Packet Actions | Other | Al ﬁ

Figure 175. Rate Limit Impairment configuration

Note: For this test setup, L2 MPLS VPN parameters have been configured such that
more than 4 Mbps traffic is flowing through the ImpairNet module for L2VPN impairment
profile. If in your L2 MPLS VPN configuration, traffic for the MPLS Label selected for
impairment is less than 4 Mbps, then choose a different rate limit. The steps below are
still applicable although Impairment measurements will vary.

16. Click the Drop grid for L2VPN Impairment Profile and set the Drop rate to 100%
without opening the configuration dialogue as the impairment is already enabled.
When the impairment profile is changed, the Apply Impairment icon will show an
exclamation mark as shown in Figure 170. Click on Apply Impairment icon again to apply
the impairment profile changes.
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17. Note: Impairment profile changes can be applied without disrupting the traffic flowing
through the ImpairNet module. To view how much of traffic is dropped due to rate limit
setting, select Rate Limit tab from the bottom of Impairment Profile Statistics view.

The statistics show a total of ~23 Mbps traffic dropped with 50% drop enabled, which
means, 23 Mbps * (100% / 50%) = ~46 Mbps traffic with MPLS label 19 enters ImpairNet
module. The rate limit being set to 4 Mbps, ~42 Mbps traffic is dropped at the ingress of
the ImpairNet module.

E|[ Impairment Statistics | Traffic Iltem Statistics Impairment Link Statistics | Impairment Profile Statistics | Impairment Profile Detai
Stat Name Rate Limit Dropped Frames|Rate Limit Dropped Frame Rate|Rate Limit Dropped Bytes|Rate Limit Dropped Bit Rate
» 1 0 0 0 0
2 |Impairment Profile & 0 0 [i} [i}
3 |Impairment Profile 7 0 0 [i} [i}
4 | L2VPM Impairment I 24,347,999 20,691 6,233,087,744 42,375,168

All | BitError | Delay | Cropped | Duplicate | FCS | Forwarding | Rate Limit | Re b

Figure 176.  Rate Limit Statistics for Impairment Profile
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18. To view the rate limited traffic for the Impairment Links, select the Rate Limit tab at the
bottom of the Impairment Link Statistics view. The link dropped statistics is the
aggregation of all impairment profile dropped statistics.

EH Impairment Statistics | Traffic Item Statistics | Impairment Link Statistics | Impairment Profile Statistics Impairment Profile Detail Statistics
Stat Name Rate Limit Dropped Frames|Rate Limit Dropped Frame Rate RateLimit Dropped Bytes|Rate Limit Dropped Bit Rate
Pl | 1 .200.134.44;8;1—:=Z| 1,195,820,311 20,683 308, 129,394,886 42,365,024
2 |10.200,134.44;8;2->1 0 0 0 0

All | BitError | Delay | Dropped | Duplicate | FCS | Forwarding | Rate Limit | Rer

Figure 177.  Rate Limit Statistics for Impairment Link

19. To view the dropped packets statistics for the impairment profile, select the Dropped tab
at the bottom of the Impairment Profile Statistics tab. A total of ~4 Mbps traffic is being
dropped as per the drop configuration.

[:|[ Impairment Statistics | Traffic Itemn Statistics Impairment Link Statistics | Impairment Profile Statistics |
Stat Mame Dropped Frames|Dropped Frame Rate|Dropped Bytes | Dropped Bit Rate
vo1 Default Profile| 0 0 0 0
2 |Impairment Profile 6 i 0 0 0
3 |Impairment Profile 7 ] i] ] 0
4 |L2'I.I'PN Impairment 1,316,748 1,953 337,087,438 3,999,744

All | Bit Error | Delay | Dropped | Duplicate | FCS | Forwarding | Rate Limit | Res »

Figure 178. Dropped Statistics with Rate Limit for Impairment Profile
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20. To view the Dropped statistics for impairment links, select the Dropped tab at the
bottom of the Impairment Link Statistics view.

() Impairment Statistics | Traffictem Statistics | Impairment Link Statistics | Impairment Profile Statistics
Stat Name Dropped Frames|Dr0pped Frame Rate DruppedB}'tes|Drupped Bit Rate
v 10.200.134.44;8;1-2 1,539,409 1,952 394,088,704 3,897,636
2 |10.200,134,44;8;2->1 0 0 0 0

All | BitError | Delay | Dropped | Duplicate | FCS | Forwarding | Rate Limit | Res i

Figure 179. Dropped Statistics with Rate Limit for Impairment Link

Test Variables

Each of the following variables may be used in separate test cases to test a PE router in an L2
VPN - MPLS network with impairments. These variables use the test case detailed above as a
baseline, with a few modifications in the parameters. You can create various scalability tests to
stress the DUT’s capability to the fullest in presence of real-world network impairments.

Performance Variable Description

You can create up to 32 bidirectional or 64 unidirectional
impairment profiles per impairment port pair.

Use multiple classifiers You can introduce multiple classifiers in a single impairment
profile. Classifiers can also be copied and pasted across
impairment profiles by using Copy Classifier and Paste Classifier
commands in the Network Impairment Configuration tab. A
maximum of 16 classifiers can be added for each link direction.

Apply impairments in both | You can choose to impair either one or both the links.
link directions

Apply different drop rates Apply drop rates from 0-100% in clusters to a maximum of 65535

packets.
Apply different packet Apply reorder and duplicate and BER impairments in addition to
impairments drop impairment. Reorder and duplicate impairments are present

in the Packet Actions tab at the bottom of the Profiles tab.

Increase Delay Introduce delay up to 6s for every impairment profile on a 1G
impairment module and up to 600ms for a 10 G impairment
module.
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Performance Variable Description

Apply different kind of Introduce delay in us, ms or km. 1 km of WAN Link causes a

delays delay of 5 us.

Apply different delay You can apply uniform, exponential and customized delay

variations variations.

Apply different packet Apply rate limit to a maximum of the full line rate. Optionally,

impairments choose the most commonly used rate limits from the drop-box.

Apply BER impairment Apply BER impairment in the Other tab. Optionally, you can
choose to enable: Correct L2 FCS error and Drop the packet with
L2 FCS errors in the Checksum grid.

Results Analysis

The baseline test demonstrated the DUT’s capability of handling common impairments like drop,
delay and jitter. Finally, you can observe the traffic statistics at the Ixia emulated CE router to
check the impact on VPN service performance. Consider each MPLS Label classifier as a LSP
for a set of customer sites. Test the performance under stress and impairment conditions to
understand the DUT’s capabilities.

A medium to large sized VPN network has thousands of PE and CE routers. Divide the PE
routers into a small number of categories based on their types, and impairment-test a few PE
routers under each category. This can help you plan the VPN service roll-out.

The rate-limit testing is an important aspect of service provisioning. This testing helps to
ascertain that the SLA agreements are met and network bandwidth is utilized properly.

Finally, impairment testing can also help in planning service restoration during severe network
conditions.
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Troubleshooting Tips

Issue Troubleshooting Solution

Impairment profiles Ensure that the Apply Impairments icon does not have any

are enabled but exclamation mark. Ensure that 100% drop is not configured for all
impairment statistics impairment profiles.

are not updated.

No traffic is flowing To check that the traffic is flowing through the impairment module,
through the disable all the impairment profiles except the default profile, which
impairment links. cannot be disabled. Apply Impairments and ensure that Rx/Tx Frames

statistics for the impairment link corresponds to the traffic. Also make
sure that both the links for the impairment port pair are forwarding,
which means that the check-boxes for Interrupt Forwarding are
unchecked in the Links tab.

Look for impairment profile configuration error. Ensure that the
impairments are applied with in the configuration limits. You can look
into ImpairNet module specifications for the configuration limits.

Ensure that the classifier value, mask and offset are set correctly.
Also see that a profile with more generic classifier does not have a
lower priority than that of the desired impairment profile. Ensure that
the Enabled checkbox is ticked for the configured impairments.

Conclusions

This test verified that the DUT can perform in a layer 2 VPN - MPLS network with impairments.

However, scalability and performance are of paramount importance when testing a DUT, which
is acting as a PE router. Follow the Test Variables section above to test the PE at its maximum
capability before deploying into a real-world L2 VPN — MPLS Network
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Introduction to MPLS OAM

Operation, Administration and Management (OAM) is an essential part of any service-carrying
network — from the old days of TDM network to the current days of global Internet. It is meant to
provide failure detection and diagnostics for potential connectivity issues such as congestion,
routing loops, bad addresses, black holes, and possible misbehaved nodes. An effective OAM
not only means a better network reliability, but also it means potential savings of big money in
terms of Opex.

In the context of MPLS, MPLS OAM is a set of tools that provides error detection for an MPLS
data forwarding path (either LSP or PW). A data forwarding path could be completely broken but
the control plane (LDP, RSVP-TE, or BGP) can work correctly. It is because that the control
plane messages (for example LDP Hello and RSVP-TE SRefresh) are not going through the
same path as the data plane packets (label forward).They are typically forwarded based on
destination IP address which is controlled by an IGP protocol such as OSPF.

The following are the top reasons why a data forwarding path in an MPLS network can be
broken:

Intermittent wrong label value because of a faulty hardware
e Label/Port mismatch in a node due to software bugs

¢ Mismerge of multiple ingress routers towards the same egress due to human mis-
configuration

e Accidental disable of MPLS functions in one or more nodes due to user error

To detect data plane forwarding path failure, a new approach can be taken. Send the control
plane packets in-band — using the exact MPLS labels as used by the data plane packets. If
MPLS OAM own messages are not responded to by the far end, it can be understood that there
is a broken link in the data forwarding path.

The ‘black hole’ in the network can be determined, when an MPLS OAM toolset determines that
MPLS OAM messages are lost or negatively responded to. The ability to simulate black holes in
an MPLS network is an important requirement for test tools, since network operators use fall-out
strategies such as Fast ReRoute (FRR) to protect revenue generating traffic when black holes
are detected in a live network. These fall-out strategies must be thoroughly tested in the lab to
ensure that it is working before putting it in service.

LSP Ping/Traceroute (MPLS Echo Request/Reply)

One of the key building blocks of MPLS OAM for data forwarding failure detection is the LSP
Ping and Traceroute (MPLS Echo Request and Reply). LSP Ping/Traceroute operates in similar
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way as of IP Ping and Traceroute but with distinctive differences. the following is a brief
description about how IP Ping/Traceroute works.

IP Ping relies on ICMP Echo Request or Reply messages to achieve connectivity verification.
The optional field in an ICMP message carries Echo Request departure timestamp and Echo
Reply arrival timestamp. The Round Trip Time (RTT) can be calculated for each request or reply
pair, and an average, minimum and maximum can be computed based on many samples.

IP Traceroute extended the IP Ping by encapsulating the ICMP Echo Request inside IP/UDP
payload with a predefined UDP port number (33434). This is done to have extra IP header so
that the TTL field is open for write. The IP header TTL field for the traceroute message (or
IP/UDP encapsulated ICMP echo request) is gradually incremented for each successive request
sent by the source host. All the intermediate nodes between source host and destination hosts
will perform two actions:

1) Decrease the TTL by one (or some other values) and if it is <= zero, send back to the
source host an ICMP message with message type = TTL Expiry (11)

2) Else, continue the encapsulated ICMP Echo request to its next hop to the final destination.

Given a max hop count of x, the source host will send x number of IP/UDP encapsulated ICMP
Echo request with TTL=1, 2, ... x. Based on received ICMP message with TTL Expiry, the
source host will have a complete picture of all the intermediate nodes from the source host to
the destination host.

The LSP Ping/Traceroute or the MPLS Echo Request/Reply works in a similar way but with a
few differences.

The diagram below explains how LSP Ping works.

MPLS Echo-req mm‘mm@{ LsSP

. /—\ [ sa [2SFI Echo |

SA=Source Addr 49 4 <

DA=Destination Addr | 53%:& R1
ng/ R4 R2 -

MPLS Echo-Reply

Figure 180. How a LSP Ping (MPLS Echo) Works

Step 1: The source router (R3) establish an MPLS LSP between R3 and R1

Step 2: The source router (R3) constructs an LSP Ping (or MPLS Echo-Req) message and then
encapsulate the message using the LSP label. Send the MPLS Echo Request in-band so that it
can flow on the exact path as the data packets.

Step 3: All the intermediate nodes (R4 and R2) will perform label swap on the MPLS Echo
Request as if it is real data.
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Step 4: When the destination router (R1) receives the label encapsulated MPLS Echo-Request,
it pops out the label and processes it further. Echo Requests must be replied with an Echo-
Reply. The Echo-Reply can be in plain IP/UDP, or IP/UDP plus Router Alert bits in the IP
header, with or without MPLS label for the reversing path. The reply mode is configurable and
carried in the Echo-Request, set by the source router. The source node can demand the
destination node to perform FEC verification, and in such a case, the verification result is
returned to the source.

Step 5: When the source router finds a positive Echo-Reply, it understands that the LSP
forwarding plan is error free — The nodes (R3, R4, R2, and R1) are not malfunctioning.
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The following paragraphs explain the key difference between an MPLS Echo Request and an
ICMP Echo Request.

E MPLS Echo Request

+] 2L Frame 28 (110 bytes on wire, 110 byvtes captured)
] 2L Bthernet I, Sro 000001 £t 401 £ (0000001 f:oi 71 1), Dt 0000001 £0d2:14: 32 (00:00:1 f:o2:f4:532)
=+ ___',.[MuttiPru:ntu:u:u:uI Label Switching Header, Label 1000, Exp: 7,501, TTL: 255 ]
+ <L Internet Protocol, Src: 2224 (22240, Dat{127.001 (127.0.01]
+ 2% User Datagram Protocol, Src Port: 3503 (3503), Dst Port: 3503 (3503
=] 2L hduttiprotocol Lakbel Switching Echio
@ Yersion: 1
Global Flags: 0x=0001
Mezsage Type:[MPLS Echo Request (17)
Reply Mode: Reply via an IPvd4iPvE UDP packet (2
Return Code: Mo return code (00
Return Subcaode: 0
Sender's Handle: 0x00000001
Sequence Mumber: 10
Timestamp Sent: Oct 20, 2011 23:23:49. 7355 UTC
Timestamp Received: MULL

Target FEC Stack
o Type: Target FEC Stack (1)

o Length: 24

=] = FEC Element 1; RSVP IPvd Session Guery
= Type: REYP IPv4 Session Query (3)

Length: 20
IPv4 Tunnel endpoirt address: 3.3.31 (3.3.3.1)
Mzt Be Zero: O
Tunnel ICx: 1
Extended Tunnel ID: 0x02020201 (2.221)
IPv4 Tunnel sender address: 2221 (2.2.2.1)

Muzt Be Zero: O
LSPIC: 1

Figure 181. How a LSP Ping Differs from an IP Ping

™
]
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The above figure shows the decode of an MPLS Echo Request. It has the following distinctive
properties that distinguish it from ICMP Echo.

1.

It carries the same LSP label as the regular data packets - indicating that it is an in-band
MPLS Echo Request.

The destination IP address 127/8 is quite unique. From the RFC 1122, it says that 127/8, it
is an ’Internal host loopback address’ and it must not appear outside a host. This is a
precautionary measure: If LSP in question gets broken, chances of an ICMP Echo Request
being delivered to a user of an MPLS service is minimized. Any node that spots the packet,
intended or not, will consume it internally without forwarding. The broken node is guaranteed
to receive the LSP Ping request and returns a negative match since it is not the correct
egress node of the LSP under test. The source node will immediately know which node is
broken based on negative reply by the broken node. It has a two way advantage: it detects
whether a destination node can be pinged, if not, the exact place from where it is broken.

UDP port number 3503 is reserved for MPLS Echo and further message type identifies if it is
a request or a reply. The reply mode is also specified at the source. Sequence number of
timestamps works in a similar way as ICMP Request.

The MPLS Echo Request carries a 'Target FEC Stack’ which is different from a regular
ICMP Echo Request. The 'Target FEC Stack’ specifies the nature of the LSP under test so
that the destination node can perform independent verification whether or not it is the egress
node of the said LSP. The MPLS Echo Request does not remain just a connectivity tool but
also a LSP verification tool. The latter is not a feature of the ICMP Echo Request. It is the
verification part of the MPLS Echo Request that makes it extremely effective tool for trouble
shooting, in the occasion that an LSP is broken. This makes the LSP Ping is complex and it
gets more difficult to scale it to hundreds or even thousands of LSP and PW (as explained
later).
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LSP BFD

You are now aware of MPLS Echo Request and fathomed its power in detecting LSP failures,
the relative complexity and hence limit of scale. The following explains a better way to detect
and monitor many LSPs in an MPLS network. BFD is used exclusively for failure detection by all
known protocols, and it is similar in case of LSP.

BFD control packets ride over known UDP port (3784). It’s also carried in-band using the same
MPLS labels as the actual data packets. The packet decode is shown below.

B
# =\ Frame 25 (76 hytes on wire, T6 bytes captured)
#] o\ Bthernet |, Sec: 0000001 f:o :f01 f (00:00:1 f:ad1 42111, Dat: 00:00:1 fal2:14:32 (0
£l _,_'_IMurtiF‘rDt-:n::n:-I Lakel Switching Header, Lakbel: 1004 Expe 7501, TTL: 255]
# <L Internet Protocol, Src: 2224 (222.4), Det 127.001 (M27.001)
=] =Ll User Datagram Protocal, Sec Port: 49153 (491530, Dst Part: 37584 (3734)
@ Source port: 49153 (49153)
= Destination port: 3784 (3784
o Length: 32
@ Checksum: 0x0000 (none)
= h_'_{ BFC Control message ]
@ 001, ... = Pratocol Version: 1
@ 00000 = Diagnostic Code: Mo Diagrostic (00000
- I 11 = Session State: Up (0:03)
=+l L0000 = Message Flags: =00
Detect Time Multiplier: 3 (= 3000 ms Detection time)
Meszage Lendgth: 24 Bytes
My Dizcriminstor: 0=00001 385
Your Discriminator: 000001333
Deszired Min TX Interval: 1000 ms
Reguired Min Bx Interval: 1000 ms
Feguired Min Echo Interval: 0 ms

Figure 182. LSP BFD Packet Encoding

One of the key advantages of using BFD over LSP Ping is that that BFD is light weight and most
vendors have it in the BFD messages in their hardware therefore it is extremely scalable.
Furthermore, BFD offers different Continuity Check Interval (CCI); offering the user flexible
options to run BFD control packets: faster for high paying services (LSPs or PWs) and slower
for less important services. You need not issue any command to activate BFD sessions, since
they start as soon as the LSPs are up.

BFD is a lightweight tool and does not act as a verification tool. In an actual network, BFD runs
in parallel with the LSP Ping/Traceroute. BFD runs in an auto mode while LSP Ping/Traceroute
runs on-demand or periodically, on selected LSP or PW.
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PW VCCV Ping VCCV BFD

L2VPN Peduowire (PW) is a popular way to transport difference services (legacy and new) over
the MPLS infrastructure. A PW works like TDM circuit and is popular among traditional
transport community. An area where PW is widely adopted is mobile backhaul transport. The
OAM associated PW, as defined in ’Pseudowire Virtual Circuit Connectivity Verification (VCCV)
— RFC 5085’ is an integral part of the overall L2VPN service. Essentially, we need to extend the
“LSP Ping” capability for an MPLS LSP to a L2VPN PW — it is termed as VCCV Ping. We do not
need the 'LSP traceroute’ for the PW because, by definition, a PW is a point to point connection
and therefore the other end is only one hop away. All the intermediate nodes (P router) in an
L2PVN network are transparent to the PW service; they are strictly between two PE routers.
Similar to LSP Ping, the VCCV Ping can be issued on-demand or periodically., It must, like the
LSP Ping, include the PW verification part to work reliably. The verification aspect of VCCV Ping
does not make it scalable to large number of PWs; therefore, BFD is needed as an add on —
therefore came the VCCV BFD. BFD is light weight, and typically sits in the hardware making it
extremely scalable. In a typically L2VPN network where there are thousands s of PW or VPLS
being deployed, a combination of VCCV Ping and VCCV BFD is usually deployed.

The fact that there are thousands or even more PWs riding over a single LSP, and both user
data and OAM messages flows on the same path (they share the same LSP and PW labels),
the question remains as to how you can separate a control plane message (OAM) from up to
line rate of user data. There has to be a mechanism so that when an MPLS OAM message
arrives at a far end PE router, it can be delineated from the wire from a pile of actual user data,
and deliver to the CPU for processing and responding.
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Introduction to MPLS OAM

1. Use in-band method with ACH encoding with ChannelType = IP. MPLS Echo Request will

then be IP/UDP encoded like a standard LSP Ping, following the ACH header;

2. Use an out-of-band way called Router Alert Label (RAL, value=1) which is inserted in the

middle of a total three label stack (LSP Label, RAL, PW Label);

3. PW Label carries TTL=1 to force expiry.

#] L Bthernet |, Sro; 0000 24: 29 2088 (00:00:24: 29 20ea), Det 00000: 24: 28 2c:de (00000 24: 28 20dc)

MPLS, Label Stack: 17:19, ACH IPv4

] = huttiProtocol Label Switching Header| Label: 17 Exp 7, % 0, TTL: 255

# =L huttiProtocol Label Switching Header| Label: 19) Exp 7,301, TTL: 1

=] <4 GACH P Cortrol Channel Header |

@

@

@

@

Control Channel: 0x1

Wersion: 0x0

Rezerved: 0x00

Channel Type: ACH P4 (0x0021)

=+ Jfinternet Protocol, Src: 1.1.1.2 (1.1.1.2), Dst 127.0.0.1 (127.0.0.1]

+] =\ User Datagram Protocal, Src Port 35303 (3503, Dt Port 3503 (35037

=l <& Multipratocol Label Switching Echol

@

E3]

o @ @ @ @ @ @ @ @

Wersion: 1

Global Flags: 0x0001

Meszage Type:[MF‘LS Echo Request (1 j]

Feply Mode: Reply via application level control channel (4)
Feturn Code: Mo return code (00

Feturn Subcode: 0

Sender's Handle: 000000002

Zequence Mumber: 2

Timestanp Sent: Oct 28, 2011 15:54:49 45010 UTC
Timestamp Received: MULL

Figure 183.  VCCV Ping using In-Band ACH Encoding
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E MPLS Echo Request

+] L Frame 178 (114 bytes on wire, 114 bytes captured)

+] 2L Ethernet I, Src: 00:00:24:29: 2cea (00:00:24: 29: 2ccea), Det: 00:00:24: 28: 2c:de (00:00:24: 28: 2o
+] 2L MultiProtocaol Label Switching Header [Lakbel: 17, Exp: 7, 5. 0, TTL: 255

+] &b MultiProtocol Label Switching Header | Label: 1 (Router Alert), Exp: 7,5 0, TTL: 1

+] =L MultiProtocal Label Switching Header S0, TTL: A

+] <l Internet Pratacal, Sre: 1.4 4.2 (1.4.4.2), Dst{127 004 (127.0.0.17

+] 2L User Datagram Protocol, Src Paort: 3503 (35033, Dat Port: 3503 (3503
=] <X Multipratacal Label Switching Echol
Wersian: 1
Global Flags: 0:=x0001
Mezzage Type:[l'-.ﬂF‘LS Echo Reqguest |:1i
Reply Mode: Reply via an IPv4APvE UDP packet with Router Alert (737
Return Code: Mo return code (0]
Return Subcode: 0
Sender's Handle: 0x00000002
Sequence Mumber: 1
Timestamp Sent: Oct 28, 2011 17:25:56.9994 UTC
Timestamp Received: MULL
Target FEC Stack
o Type: Target FEC Stack (1)
o Length: 20
—=| = FECElement 1: FEC 128 Pseudowire (new)
@ Type: FEC 128 Pzeudowire (new) (110)
@ Lencth: 14
@ Sender's PE Address:1112(1.11.2)
o Remoate PE Address: 222302223

= PR IR 4D

£

@ @ @ @ @ @ @ @ @ @ @

Figure 184. VCCV Ping using Out-of-Band RAL

To add to more flexibility to the Echo Request/Reply, the standard allows both ICMP Echo
Request and the MPLS Echo Request to be supported (called Connectivity Verification, or CV
options). Availability of various options raises a question as to how you can ensure that two
devices can talk immediately without much of user configuration. Can this be automated?
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Fortunately, for some protocols like LDP, it has the ability to negotiate CC/CV options in the
beginning, during the PW establishment phase. A sub interface TLV can be specified in the LDP
Label Mapping Message, which clearly indicates the preferred CC and CV types.

D[ Label Mapping Message]

= 000 0000 0000 0101 = %G Type: Ethernet (0:00005)
@ % Info Length: 12

Group 0 1

WCID: 13

Interface Parameter: MTU 1500

Interface Parameter: W COCW

o D WCCY (0x0c)

TIPSR r |
jEiaE

=l = CCType
. 1 = PWES Control Word: True
= ... =MPLS Router Alert: True
L @ ....1.. =MPLS Inner Lakel TTL = 1: True
ﬁ o CW Type
"L 1 = ICMWP Ping: True
= ....1. =LEPPing True
= ....1..=BFD IPADP Encap for Fault Detection Only: True
@ ._..0... =BFDIPAUDP Encap for Fault Detection and ACIPW Fault Status Signaling: False
@ .1 ... = BFD PW-ACH Encap for Fault Detection Only: True
@ 0. ... =BFDPM-ACH Encap for Fault Detection and ACPW Fault Status Signaling: False,
=] = Generic Label TC
e 00 ... = TLY Unknown kits: Known TLY, do not Forseard (0=000
o TLW Type: Generic Lakel TLY (0=200)
= TLW Length: 4
@ Generic Lakel: 19

Figure 185. LDP Signaling for CC/CV Capability

Protocol like LDP has defined procedures on how to negotiate the CC/CV capability during PW
establishment; other protocol such as BGP does not have this. In such cases, operators have to

reply on manual configuration of CC/CV mode. It is important for test tools to support both the
auto negotiation and the manual configuration.

In VCCV BFD, the encoding and operation is straightforward. BFD has its own ACH

ChannelType (value=07), it is therefore easy to support either in-band or out-of-band (via RAL)
for VCCV BFD to operate.

To summarize, MPLS OAM encompasses many different flavors for both MPLS LSP and MPLS
PW services. They are an integral part of a healthy MPLS network. Network operators need all
the flexibility to troubleshoot and proactively maintain an MPLS network.
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Relevant Standards
o RFC 4379 — Detecting Multi-Protocol Label Switched (MPLS) Data Plane Failures

e RFC 5884 — Bidirectional Forwarding Detection (BFD) for MPLS Label Switched Paths
(LSPs)

e RFC 5085 — Pseudowire Virtual Circuit Connectivity Verification (VCCV): A Control Channel
for Psedowires

e RFC 5885 — Bidirectional Forwarding Detection (BFD) for the Pseudowire Virtual Circuit
Connectivity Verification (VCCV)
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Test Case: Troubleshoot LDP or RSVP-TE LSPs with LSP
Ping/Traceroute, and LSP BFD

Overview

LDP and RSVP-TE are two MPLS signaling protocols that they are the basic building blocks of
an MPLS network. There is usually a large number of LSPs in an MPLS network. To
troubleshoot LDP or RSVP-TE, created LDP requires both on-demand LSP Ping and the
automatic LSP BFD running in the background to monitor each LSP’s liveliness and their long
term health.

Objective

The objective of this test is to create some (10 for example) LDP (or RSVP-TE) LSPs, and run
the LSP Ping on selective LSP and observe whether LSP Ping responds per the reply mode
settings. Repeat the same for LSP Traceroute. Finally, enable the LSP BFD auto sessions on all
configured LSP and ensure BFD sessions are running. Capture packet for detail analysis.

Setup

The test consists of two Ixia test ports. Any number of DUT can be connected in between the
two test ports and the procedure for conducting the test as detailed in the test steps are the
same and are not likely to change, regardless of the number of P routers. Both Ixia ports will be
Label Edge Routers (LER) while DUT or DUTs, if any, will be acting as the Label Switch Router
(LSR). If there are LSRs in the test setup, LSP traceroute works better, since they create
multiple hops for the selected LSP of interest.

LSP Ping
LSP Traceroute
LSP BFD
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Step-by-step Instructions

The operation of LSP Ping/Traceroute and LSP BFD over LDP created LSP is similar to the

LSP created by RSVP-TE, the procedure below use LDP as an example. RSVP-TE LSPs needs

to use the RSVP-TE wizard.

Follow the step-by-step instructions to create 10 LDP LSPs and issue LSP Ping and Traceroute
on selected LSPs to observe response. Capture control packets to ensure correct encoding of

packets. Enable LSP BFD on all LSPs to observe the statistics of the BFD session.

1. Reserve two ports in IXNetwork.

[I[|[| Orverview
b O Poris

- & Protocol Configuration
b €D Protocol Interfaces

b @ Static

= Traffic Configuration

Figure 186.

e

Skate

Connection Skakus

& 10,200,134, 42:01:15-EL.,
@ 10,200, 134.42:01: 16-EL...

Port Reservation

2. Click Add Protocols button on the ribbon area of the IxNetwork application and then select

LDP wizard.
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3. Double click to open the wizard.

ﬁ Home Autormation Results

[ 1 Filter Sel

B rlEh

CHEH
Add Grid
Protocols » | Operations -

3| Clear Filt

Actions Build Grid

Test Configuration @ | <€ {
E||]|] Owverview

b ) Ports

@ Protocol Configuration
b £ Protocol Interfaces 2
» €D Static

xM Protocols Wizards
Select a'wizard Rur tizard |
[

L2 1515
] BGF/BGP+

] Multicast

] bulticast VPN
] S5TF

] MSTF

] CFMA 1731

] LACP
FBE-TE
Lirk-0Ak

E hAF -
E-LMI
-0 Authiscoess Hosts/DCE
IP w ANCP
DHCP Client w/ ANCP
DHCF Server

Figure 187. Launch Protocol Wizard and Open LDP Config Wizard
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4. Select the port to run the LDP protocol.

Note: The LDP wizard is designed for both P2P and P2MP tunnels. P2MP parameters are

ignored since P2P LSP is tested.

LDP Wizard - Port Select - Name

|xia Port

1Lz

g 00200
# PEs =1 #Ps=( #P2PLSPs =0
# Provider Ports = | -+ Connected Inkerface
— Select Port(z] for Wizard Configuration
Custamer | Provider Multica st -
Side Side Endpaint Type Port Dezcription
1 r W Mare 10.200.134 42:01:15-Ethernet - 104100/ 000 B:
]
2 r 10.200.134 42:01:16-Ethernet - 104100/ 000 B:
Figure 188.  Select the First port to Join LDP Emulation
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5. In next page, enable the P router and keep the default parameters for number of P, IGP and
IP addresses. Go to the MPLS OAM section to enable both LSP Ping and Reply to LSP
Ping option. Leave the LSP BFD out . LSP BFD can be enabled later by manually.

Mumber of P Routers I I'I

Starting Subnet Between P and PE I'l 1.1.1.0/24

IGP Protocol IDSPF j Optiohz |
P Rauter [P &ddress I2EI.2D.2EI.2£24

DUT IP sddress |2EI.2D.2EI.‘I

Increment Per Router Increment Per Part

o010 [1.0.00

[T Cortinuous Increment Across Ports

[~ Enable BFD Opticrs |
1MF‘LS-D.-’-'I.M i
[~ Enable BFD MPLS Dptions |

@nable L5SP Fing
®nal:ule Feplying Ta LSF Ping

Figure 189. The Second Page of the LDP Wizard
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6. The next page in the LDP wizard configures the number of FECs or LSPs to be established
by the LDP protocol, and the label start.

— PE Routerz] .
MHurnber of PE Routers Connected ta the P R aouter 10 |
Emulated PE Loopback P Address |ncrement Per Bouter
|2222/32 0001
Inzrement Per Port
I [T Continuous Increment &cre
DUT Loopback, IP Addreszs Increment Per Bouter
|1.1.1.‘I£32 |u_n.n.n

Inzrement Per Port

I ™| Continuows [ncrement e

dvertize LDP FEC TL%z for PE Loopback Addiessze

Label alus |Dthe, L ahels =] |1 5|

Figure 190.  The Third Page of the LDP Config Wizard

7. Inthe last page of the wizard, provide a name to the configuration and select the save to
overwrite existing configuration option.

F1

" Save‘Wizard Config, Eut Do Mot Generate on Ports

" Generate and &ppend ta Existing Configuration

" Generate and Ovenwrite Existing Configuration

= Generate and Ovenwrite &l Protocol Configurations
MarARMIMG : Thiz will clear the interface configurations alza]

Figure 191. The Last Page of the LDP Wizard
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8. Configure the second port to run the LDP protocol in a similar way. The configuration steps
for the first port, except the P router address and DUT address that is reversed, keep the
other configuration the same. Optionally, you can configure a different LDP start label value.

Note: If you are not using Ixia back-to-back ports, then simply rerun the wizard for ports
2 through n, following the steps above with appropriate address.

It is also possible to run this wizard only once for all ports by selecting all of them as
shown in Step3.

9. Click the Protocols icon to start to run all protocols including LDP, OSPF, and MPLS OAM.
Note: By default OSPF uses Broadcast interface type. You can change both ports to

Point-to-Point type to make the icon green.

T 2 &
apii
@ & 3

= Cl
MPLSOAM MPLSOBM  Traffic Add
- Actions ~  Group ID Protocaols -
Actions Build
Test Configuration « (€ . @ &
|:||]|] Overview

Dizgram l Pat

i3 Ports
' To change nur

~ Ep Protocol Configuration
v €3 Protocol Interfaces
~ B LDP 1
b Eg 10.200.134.42:01:15-Etherr |2
b Eg 10.200.134.42:01:16-Etharr
~ €3 MPLS OAM

b Eg 10.200.134.42:01:15-Etharr
b Eg 10.200.134.42:01:16-Etharr

v €D OSPF

b ER Static
Figure 192.  Run All Configured Protocols

10. The LDP stats show that a basic session is running. The MPLS OAM statistics however will
show no record. This is because the BFD auto session is not enabled, and periodic LSP
Ping is not enabled. No OAM messages are therefore going on the LSPs.

MPLS OAM Statistics MPLSOAM Aggregated Statistics
tat Name BFD Session Count |BFD Up-Sessians [BFD Sessions Flap Count |EFD PDUS T [BFD POUS Rx [LSP Fing Request T [LSP Ping Request Rx [L5P Ping Reply Tx|LsP Fing Reply Rx
10,200,134 42iCard0L Far . 0 0 o 0 0 o o o |
0,200,134, 42/Card0LiFort L6 o 0 o o 0 0 0 0 |

Figure 193. MPLS OAM Initial Stats

11. Go to the MPLS OAM Learned Information and click on the Refresh button in the ribbon.
The learned info area will display a total of 20 LSPs — 10 Ingress and 10 Egress. It also
displays other information related to the LSP and the Ping related statistics for the selected
LSP.
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= ‘. &
\PLSOAM  Traffic | Refresh |Trigger dd
Actions ~

MPLSOAM A Grid
= roup [0 Protocols »  Operabions -
Actions Build Grid
‘iguration « | € {2} €D Pratocol Configuration » €8 MPLS OAM B 10.200.134.42:01:16-Ethemet Running » [B) Learned Informaticn
verview
Leamed info records : Filter
s ’V General : 20 Triggered Ping : 0 Triggered Traceroute : 0 ‘ ™ Protacal Interface |2n 20201424 - 23222 1 j ™ Signaling

T 1T T |E
rotocol Configuration ™ Turnel Type LSP x I~ Tunne

3 Protocol Interfaces

3 LoP }
E General Leamed Info | | Trggers pi i
B 10.200.134.42:01:15-Etherr Tigor g | Tigerd Tocomo vl |

[ 10.200.134.42:01:15-Etherr
; MPLS OAM

Tunnel Endpoirt
Type

Peer IP Address

Incoming Lakbel Stack | Outgoing Lakbel Stack |Tunne\Type

‘ Signaling Protocol

EE 10.200.134,42:01: 15-Etherr 1
E 10.200.134.42:01: 16-Etherr 2
» JL Router- ID 20.20.20.1 3
;
.§ QSH 5
J Static 3
7
raffic Configuration G
etwork Impairment 10
11
uickTests 12
13
aptures 14
I
K |

Figure 194. MPLS OAM Learned Information

12. Now follow these sub steps to issue a LSP Ping

Click the row and select an Ingress LSP for injecting LSP Ping.

Click the Trigger button.

Select Send Triggered Ping/Traceroute tab.

Select Send Triggered Ping.

Select Advanced Options and select Do not reply as the Reply Mode.
Click OK to send the triggered LSP Ping.

rigaer dd | Grid - -
e ielG LR e BRI MPLSOAM Learned Info Trigger Settings

~pooow

Build Grid i o
: . Set/Reset Echo Return Code | Pause/Resume BFD POU [Send Triggered Ping/Traceroute ] 1 | 4
¥ Protocal Configuration + FH MPLS ——
b —@end Triggered Fing '@J
nedinforecords: ——————————— .
¥ Enable FEC Yalidation inati
seral: 20 Tifsmeed Fing: Destinalion Address [Pvd  [127.00.1 Er

Echao Responge Timeout (ms) |2,DDD r
@Advance Optionz

Feply Mode
ral Learned Info lTriggered Ping Info ] 1
™ Include endor Enterprise No TLY Wendor Enterprize Mumber I
Prito etface ‘ P Signali
@ A Include Pad TLY

| Pad TLY 13t Ot Drop Pad TLY From Reply ﬂ Pad TLY Length I

- ’—r Send Triggered Traceroute

Figure 195.  Steps to Issue LSP Ping

13. Click Triggered Ping Info to display unreachable as the status, and the MPLS OAM
statistics shows a LSP Ping sent by the second port and received by the first port.
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Leawed rio reconds e

Gererdd - 20 Tegpmed Prg 1 Trggered Teacerouts - 0 ™ Protocet Inkerdace | “r [_ﬁ
r e 3 r [roms 2

O [y |y

Profocal ktertace I Poer P Adaress I ooming Labed Stack I COrutgoing Label Stack I e | Meachabity

1
J=il | ST |
MALS O Stateitcs MPLSOAM Aggregated Statistics
St Neme BFD Sesson Court BFD Up-Sessons |BFD Sessiors Flap Court  [BFD POUS T BFD POUS R W P Request Ty ASP Png Reguest Bx LSP PingReoly T P Pry) Reph
: ; ; o o o o Qo
2 10200, 534 A2)Card0L Port 16 0 0 0 0 0 @ 0 0

Figure 196.  Trigger Ping Info and Corresponding MPLS OAM Stats

14. Repeat the process and change the Reply Mode to Reply via an IPv4/IPv6 UDP packet.
Note: The Triggered Ping Information shows the LSP as reachable and the MPLS
OAM stats shows 2 tx 1 reply.

MPLSOAM Learned Info Trigger Settings

Set/Reset Echo Return Code | Pause/Resume BFD PO 3&nd Triggered Ping) Traceroute |

—Iv Send Triggered Ping

¥ Enable FEC Yalidation Dieztination Addrezs |Pwd I‘I 27.0.01

Echo Responze Timeaut [mz] |2,EIEIEI

v Advance Options
Reply Mode Feply via an [Pvd/\FPvE UDP packet %

|LSP Ping Request Tx |LSP Ping Request Rx |LSP Ping Reply Tx |LSP Ping Reply Rx |
0 2 1

2 0 0 o I

Figure 197.  Set up Return Code for Negative Test

15. Select Reply Mode and see other responses. Capture the LSP Ping and LSP Ping Reply to
make sure they are encapsulated correctly.

For example, the LSP Ping should be encoded in the right LSP label, while the LSP
Ping Reply is native IP with correct IP/JUDP/MPLS Echo Reply encapsulation.

16. You can perform the on-demand LSP on multiple selected LSPs simultaneously and
observe the response.

Note: The Route Trip Time min/max/average are reported for the LSPs that is Pinged
and has replied.

17. Enable LSP Traceroute. If there are DUTs in the setup, the number of LSP pings issued by
LSP traceroute will be the number of DUTSs in the setup plus one (Ixia egress).

18. Go to the MPLS OAM router level and toggle to enable the periodic Ping. Configure the right
reply mode, and the interval for the periodic Ping. Disable and then enable the router and
restart the protocols again.

Note: The MPLP OAM LSP Ping Tx/Tx and the Reply Tx/Rx will increase continuously.
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Test Case: Troubleshoot LDP or RSVP-TE LSPs with LSP Ping/Traceroute, and LSP BFD
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Figure 198.  Enable Periodic Ping

19. The last step of the exercise is to enable the LSP auto BFD session. To do this, you need to
go to the LDP protocol tree and select Routers tab. Toggle to check the option Enable BFD
MPLS for Learned LSPs.

Overview
Poris

Pratocol Configuration
9 Protocol Interfaces

‘(B LoP
b BE 10.200.15%.%.:01:15-Ethamet Bunning

4 E§ 10.200.134.42:01: 16-Ethernet Runmning

A MPLS OAM

Figure 199.

20.

Routers

Diagram l Pottz [ Irtetaces l Target P... l Dol |

Mummker of Req FEC Tnable BFD MPLS fu:ur} Er
Ranges Learned LSPs
1 a v
2 ] "

Manual Enabling of BFD Sessions over LSP

To configure BFD intervals and the other BFD specific parameter, you need to go to MPLS

OAM -> Interface -> BFD MPLS.

wview

ts

Diagrarm IPMS IRoubers

To change number of nterfaces, select 'Raouters' tab, and enter number in ‘Mumber of Interfaces’ field
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Protocol Interfaces
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21.
MPLS OAM statistics.

|| MPLS O4M Statistics

Skat Mame

Interface

Sending Side LSP Ping Fl BFD MPLS K all

Figure 200. BFD Protocol Configuration

To check BFD statistics and ensure that all BFD sessions are running, you can verify the

| MPLSOAM Aggregated Statistics

BEFD Session Count |BFD Up-Sessions |BFD Sessions Flap Count |BFD POUs Tx [BFD PDUs R [LSP Ping Request

|l |ID.ZEIEI.134.42,I'Cardl2|1,l'PDr...

Z |10.200.134.42/Card01Port16

20 0 8,613 8,613
20 0 8,633 8,633

20
20

Figure 201.

MPLS OAM BFD Stats

You can also verify individual LSP BFD statistics by navigating to the MPLS OAM Learned
Information -> General Learned Info -> BFD MPLS OAM Sessions.
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Test Case: Troubleshoot LDP or RSVP-TE LSPs with LSP Ping/Traceroute, and LSP BFD
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Figure 202. MPLS OAM BFD Learned Info
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Test Case: Troubleshoot LDP or RSVP-TE LSPs with LSP Ping/Traceroute, and LSP BFD

22. You can create black holes on selected LSPs by creating BFD disparity and data plane
forwarding. Navigate to the BFD learned information display and select one or more BFD
sessions. Click the Trigger button to inject BFD abnormality. The figure displays how to
Pause tx/rx BFD PUDs. Once activated, BFD sessions become inactive instantly and the
MPLS OAM statistics show BFD flapped sessions.
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Figure 203. Inject Black Hole to Test DUT’s Reaction
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Test Case: Troubleshoot LDP or RSVP-TE LSPs with LSP Ping/Traceroute, and LSP BFD

Test Variables

The following list of variables can be considered to be added in the test to add more weight to
the overall test plan.

Performance Description

Variable

Data plane traffic You can introduce data plane traffic to verify LSP Ping/Traceroute
and LSP BFD functions. Note that that they are in-band and hence
are sharing the same pipe. The more OAM overhead it consumes
the less bandwidth is available for user data. It is always interesting
to test if line rate traffic at smaller packet size will have negative
impact on the OAM operation; especially when the auto BFD
sessions are enabled.

BFD Tx/Rx Intervals | BFD interval affects the performance. Some DUTs cannot handle
many sessions when BFD is running at high rate (smaller interval). It
is interesting to observe how a real DUT behave with respect to BFD
intervals, and the total number of LSPs running BFD.

Mix LSP BFD and A mixture of periodic LSP ping and LSP BFD is more useful in an
Periodic LSP Ping actual network. You must know that LSP Ping has the ability to force
LSP verification and BFD does not. LSP Ping is therefore more
stressful to the DUT.

A mix mode is ideal to achieve assurance and scalability.

Long Term Soaking It is important to run LSP BFD over a long period of time to observe
with LSP BFD if the MPLS forwarding engine experiences any abnormal condition.
(or/and LSP Ping) Most hardware of today works fine over a few hours but with
increased temperature over time the hardware’s behavior may
change. In such a case BFD session flap count would be an
indication of any abnormal behavior.

Conclusions

LSP Ping/Traceroute and LSP BFD offers flexible and effective trouble shooting, and network
diagnostic tool to support and maintain an MPLS network. IXNetwork offers all key features with
scalability.
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

Test Case: Maintain and Support a live BGP VPLS Network Using
VCCV Ping and VCCV BFD

Overview

BGP VPLS is one of the earliest flavors of VPLS in use hence it enjoys its popularity among
service providers. In a typical service provider's network, there are 4,000to 8,000 BGP VPLS
instances running in parallel to deliver revenue generating traffic. The operator needs test tool to
support and maintain such a large network.

Objective

The objective of this test is to use IxNetwork to create 4,000 to 8,000 BGP VPLS instances that
correspond to a typical service provider’s network, and use VCCV Ping and VCCV BFD to
troubleshoot and detect if there are any instances in which are in a bad state. This approach
can be deployed in a live network. Care must be taken when running VCCV BFD, since it may
generate large number of control packets that may negatively cause performance issues.

Setup

The test consists of one or more Ixia test ports connected to a live network. All sites belonging
to the same VPLS instance have any to any connectivity. If Ixia’s simulated VPLS sites for all
the VPLS instances can perform VCCV Ping or VCCV BFD to one or more PE routers in the
network, the network then can be assumed to be working correctly. If, however, any VPLS sites
does not get VCCV Ping reply or the VCCV BFD sessions go down, there is an indication that
the network has errors.

Ixia Test Port

Area 2.
VCCV Ping and
BFD  /

Figure 204.  Test Setup
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

Step-by-step instructions

Follow the step-by-step instructions to create 100 BGP VPLS instances and issue on-demand
VCCV Ping for reply from the Device Under Test (DUT). Capture control packets to ensure
correct encoding of packets per MPLS OAM configuration. Enable periodic VCCV Ping on
selected VPLS, and also enable VCCV BFD to ensure BFD sessions are maintained over the
VPLS instances. Inject BFD errors to observe DUT’s response to black hole conditions.

1. Reserve two ports in IXNetwork.

- - T
olly Qverview Skate Mame Connection Stakus
Lcip @ 10,200,134, 42:01:15-Ek,..
» g Ports 2 @ | 10.200.134.42:01:16-EL...

- @ Pratocol Configuration
b €D Protocol Interfaces
b ED Static
~+ Traffic Confiquration
Figure 205. Port Reservation
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

2. Click Add Protocols button on the ribbon area of the IxNetwork application and then select
L2VPN/VPLS wizard. Double click to open.

ﬁ Home Automation Results

[ 3| Filker Sel

Em == A Clear Filt
Add Grid =
Protocols = | Operations -

Actions Build Grid

Test Configuration @ | € {
E||]|] Overview

b ) Ports

B &% Protocol Configuration

b @ Protocal Interfaces 2
» EQ Static

. e -
il xN Protocols Wizards

Select a wWizard Fun Wizard

=11 Boutingss witching
B2 WPNAPLS
L3 WPH/BVPE

m

Bl RsvP-TE
El sPE

Bl 0sFF

Bl 05PFv3
Bl 151546
El L2155

=] BGP/BGP+

—

Figure 206.  Launch Protocol Wizard and Open L2VPN/VPLS Config Wizard

[y [ ] i )
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

3. Once L2VPN wizard is open, select the port to emulate VPLS PE and VPLS instances.

L2 ¥PN/YPLS Wizard - Port Select - ¥PLS

Ixia Port Ixia Port
22220032
L25ie PE L2 5ite
DUT Loepback IP Addr. .
-
1.1.1.14832 MAP-iBGP
L2Site e L25ite
I l OsPF
L25ie 20,20 20,1124 25t
03020 224 5
L2 Site L2 5ite
#FEs= 1 #L2 Siles/FE = 100
WCE Porks = ) #Frovidar Ports = 1
* Connecled Inferfo
Select Port(z] for Wizard Configuration
Custamer| Provider -
Side Side Part Descrigtion
1 r 10.200.134 42:01:1 5-Ethernet - 104100/ 000 Base
2 r 10.200.134 42:01:16-Ethernet - 10100/ 000 Base
Figure 207.  Select the First port to Join L2VPN/VPLS Emulation
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

4. In next page of the wizard, enable P router and keep the default parameters for number of
P, IGP and IP addresses. Select “MP-iBGP as the L2VPN Signaling Protocol. This is
known as BGP based VPLS.

v Enable P Routers
Mumber of P Routers |1

Starting Subnet Between P and PE |'| 1.1.1.0/24

IGP Protocal II:ISF'F j O ptions |
MPLS Protocol |LoP =] options |

Lz %PH Signaling Protocol kP-BGF _‘i]
F Fouter IF &ddress IEEI.ZEI.:ZEI. 2424

CUT IP Address IEIZI.ZIII.2IZI.1

Increment Per Bouter Increment Per Part

|n.u.1.n |1.n.n.n

[T Cortinuous Increment Across Ports

[T Enable BFD Dptiohs |

Figure 208. The Second Page of the L2VPN/VPLS Wizard
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

5. The next page in the L2VPN/VPLS wizard is to configure the number of PEs to emulate. The
test objective being monitoring and troubleshooting VPLS instances, one emulated PE is
enough to start.

—PE Router[z]
Mumber of PE Routers Connected to the P Fouter W
AS MNumber 100
Emulated PE Loopback Address Increment Per Router
|2.2.2.2£32 |u.n.n.1

Increment Per Part
I IT | Cortinuouz Inerement &cross Parts

DUT Loophack IP Address Increment Per Router
|1.1.1.1£32 |u.n.n.d

Increment Per Part

I I" | Cortinuous Increment &cross Parts

Figure 209.  The Third Page of the L2VPN/VPLS Config Wizard
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

6. Next page of the L2VPN/VPLS wizard is the key to configure VCCV Ping and VCCV BFD.
Toggle to enable both Enable BFD VCCV and -Enable VCCV Ping options. Click Options to
configure BFD intervals, the discriminators for the BFD sessions to run over the VPLS
instances. Enable the on-demand Ping and manually enable the automatic Ping. A number
of VCCV parameters are disabled because we are using BGP as the L2VPN signaling
protocol. As of now, BGP doesn’t have procedures to negotiate CC or CV options. LDP is
the one that has clearly defined procedures to advertise and negotiate CC and CV options.
These options are for LDP based VPLS or PW.

MPL5-0AM Configurations b

— MPLS-04M

nable BFD WCCY
nable YOOV Ping

— | Enable CCEY Negotiatior——

B

r Channel Control
" Fouter Alert CE
[T PwiaCH T Enable Periadic Ping

Echo Request Interval

—L5F Ping

ms

r Connectivity Yenfization

11

[~ | LSF Fing T/ Echo Responze Timeout ms
™| BFD IR/UDE
- —BFD MPLS
R0 Al L Min B [nteral mz
T Interval 5,000 s
kultiplier

11

Flap T# Intervals

Dizcriminator Start I'I ana
Discriminater End |2,Dnc| I

Screen 4 of 7

Figure 210. VCCV Ping and VCCV BFD config page
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

7. Next page of the L2VPN/VPLS wizard defines the number of VPLS instances, and all the
parameters for the VPLS instances. Here 100 VPLS instances have been defined.
Note: The L2 Site ID for both Ixia and DUT must match with the actual value configured in
the DUT. Site ID can be the same for VPLS instances defined. The corresponding label
blocks and the block offset needs to match the DUT configuration.

—BGP WYFLS Instances [VPM]
YWPM = Traffic 1D Mame Prefix

Step I ¥ Use Route Target
Fioute T arget (100:1) Step I[EH]

Mumber of WPMz Per FE Raouter |1an Tatal Hurber af Emulated L2 Sites I
L2 Site MTU

Raoute Diztinguizker

il

—DUT Side
Start L2 Site D

Increment SiteAVE 1D per WP |0

17

— |=ia Side
Start L2 Site [D 2 Increment SiteAVE |D per FE |1
¥ PFepeat Site/VE |D per WEN Increment Site 1D per WFN

Label Blocks Per Site |1

— Per Label Block
Label Start W alue 16 Label Black Offzet

i

Mumber of Labelz 100 Block Offset Step

I

Warning : Care muzt be taken to ensure label block parameters and L2 site |Ds are compatible with

Figure 211. BGP VPLS Instance Configuration Page

8. Skip the next page of the wizard. In the last page of the wizard, name the configuration
properly and generate and overwrite existing configuration.

WPLS

" Save Wizard Config, But Do Mat Generate on Ports

" Generate and Append ta E isting Configuration

" Generate and Ovenwrite Existing Configuration

v Henerate and Overante A1l Protocol Configurations
[aARMIMG : This will clear the interface configurations also

Figure 212.  The Last Page of the L2VPN/VPLS Wizard
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

9. Click the Protocols icon to start to run all protocols including LDP, OSPF, and MPLS OAM.
If the configuration is right, you should see a total of 100 BFD configured sessions and the
running sessions. You can go to the BGP learned information for the learned VPLS
instances if the BGP related configuration is configured correctly.

- P Protocol Configuration

1 @ Protocol Interfaces
» P BGP/BGP+
1 @ LDP
+ B MPLS OAM
- EE 10.200.134.42:01:13-Etherr
¥ &I Router - ID 2.2.2.2
[z Learned Information
- EE 10.200.134.42:01:14-Etherr
3 nun Router - ID 1.1.1.1
kf Learned Information
b 6.-} OSPF
» @ Static

¢t Traffic Configuration
7 Network Impairment
4] QuickTests

;;'. Captures
10.200.134.42:01:15-Eth
10.200.134.42:01:16-Etharns

Figure 213.
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

10. To inject on-demand VCCYV Ping to selected VPLS instances, follow these sub steps:
a. Select the MPLS Learned Information
b. Click Refresh
c. Click interested VPLS instances from General Learned Info tab
d. Click Trigger.

J‘ a-\- [
L.;
*rotocols M*-‘_CA‘)I MPL! CA4 Grid
- = Achions - Gl—éﬂ;ﬁ jin) REﬁESh nuger Protu:ncu:nls = Operabons
cticns Build Grid
‘est Configuration & { a} t‘B Protocol Configuration + €8 MPLS 0AM » B 10.200.134.42:0;
|]|] Ooverview -
0 Leamed info records
X O Ports ’7 aeneral : 100 Triggered Fing : 0 Triggered Traceroute

) Protocol Configuration

3 @ Protocol Interfaces
b @ BGP/BGP+
v 6D LDP

[ General Learned |ﬂfﬂ] lTn’ggered Ping Irif Trigered Traceroute Info

- @ MPLS QAM
Protocol Interface

- E§ lC.ZE'E'.].SQ;CI:'_S-Emerr
b .H,. Router 2,222

Learned Information

¢ Traffic Configuration

MIEIE] -

7 Network Impairment

Learned LSP/FW  , BFD MPLS DAM Sessions |

Figure 214.  Steps to Inject On-Demand VCCV Ping
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

11. Once the trigger setting page is open, follow these sub steps to send triggered VCCV Ping:

a. Click Send Triggered Ping/Traceroute

b. Toggle to enable Advanced Options

c. Select the appropriate Reply Mode

d. Send the VCCV Ping on the selected VPLS

e. View the MPLS OAM statistics of LSP Ping Request Tx and LSP Ping Reply Rx
PLSOAM Learned Info Trigger Settings
Set{Reset Echo Return Code | Pause/Resume BFD POU | Send Triggered Ping/Traceroute | R

—Iv Send Triggered Ping

¥ Enable FELC ¥ alidation Diestination Address |Pwd |‘I 27.0.01
Echo Responze Timeout [mz] |2,EIEIEI
@dvance Options
Reply Mode Reply via an IPvd/PvE UDP packet

Do not repl

[T Include Yendar Ef

Include Pad TL —LBeply via application level contral channel

Pad TLW 15t Octet | D'rop Pad TLY From Reply j Pad TLW Length

—1 Send Triggered Traceroute

TTL Limit |

| Include Downstream bapping TILY

[T b5 | Flag ¥ bS5 M Flag
Downstream Address Type IIF"M Urnnurmbersd j

Davnztream 1P Address I

Downztream Interface Addresz |

| Ik I Cancel Help

Figure 215.  Configure VCCV Ping

| MPLS OAM Statistics | MPLSOAM Aggregated Statistics
Stat Mame ‘ BFD Session Count ‘BFD Up-Sessions |BFD Sessions Flap Count ‘EFD PDUs T= |BFD FDUs R |LSP Ping Request Tx ‘LSP Ping Request Rx ‘LSP PFing Reply T |LSP Ping Reply Rx |
I 10,200,134,42/Card01/Par .. 100 100 a 16,900 16,816 @ a a

Figure 216. MPLS OAM Stats After On-Demand VCCV Ping
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

12. To activate the periodic VCCV Ping, go to click the port then click the Interface top tab and
Sending Side LSP Ping tab. Select Enable Periodic Ping.
Optionally:
You can configure the interval, reply mode and a other parameters. After all parameters
configured, either Disable orEnable the router or restart the protocol emulation.

TVIEW

5
To change number of Interfaces, select 'Routers' tab, and enter number in Number of Interfaces’ fisld

ocol Configuration

srotocol Interfaces Fouter 1D ‘ Enable Periodic Ping ‘ Reply Mode
3GP/BGP+ 1 Ird Regply via an IPvdAPvE UDP packet
P

VPLS Qs

E 10.200.134.42:01:15{“]

b o Router - 1D 2.2.2.7
Learned Information

EE 10.200.134.42:01:16-Ethemr

JEPF

static

fic Configuration
1]

work Impairment Interface |}, Sending Side LSP Ping { 67D MPLS }y 41 /
Figure 217.  Configuring Periodic VCCV Ping

13. To force the emulator to reply with a particular error code on selected VPLS, you can go to
the trigger setting page and select Set/Reset Echo Return Code and set the trigger type to
be Forced Return Code. Click the exact return code from the list.

MPLSOAM Learned Info Trigger Settings 3

Pause/Resume Reply [-Set,l'Reset Echio Return Cu:u:le]l Pause/Resume BFD POU I send Triggered F'iI'II;I.I"LI_’

@ets’ﬂeset Echao Returh Code

Trigger Type | Force Retur Code | |
Feturn Code Label gwitched at stack-depth <RSC: T||
Ma return code H

i 4 alfarmed echo request received

Fistum Sub-Cods Orne or more of the TLYs was not understood
Replying rauter iz an earess for the FEC at stack depth <RSCx -
Replying router has no mapping for the FEC at stack depth <RSC:
Downztream Mapping Mizmatch

Upstream Interface Index Unknown

L5P Ping Reserved
: -hed at stack-depth <B5Cs

Label zwitched but no MPLS fonwarding at stack-depths RSC

M apping for thiz FEC iz not the given label at stack depth<RSC:

Ma label entry at stack-depth <RSCx

Pratocal ot azzociated with interface at FEC stack depth<RSC:
Fremature termination of ping due to label stack shrinking to a single label

Figure 218.  Set Specific Return Code for Negative Test
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

14.

15.

PN 915-2602-01 Rev |

To change BFD intervals and the other BFD specific parameter, go to MPLS OAM ->
Interface -> BFD MPLS
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Figure 219. BFD Protocol Parameters

You can also verify individual LSP BFD stats by going to the MPLS OAM Learned
Information -> General Learned Info -> BFD MPLS OAM Sessions.

To create VPLS black hole based on BFD sessions, you can go to the trigger setting page
and select Pause/Resume BFD PDU. If Tx-Rx are paused, BFD session flaps appear. View
DUT to ensure that right action is taken in order to cope with the black holes.

— == [IMPL50AM Learned Info Trigger Settings
- [l €31 =
= | Reports Views PausefResume Reply | Set/Reset Echo Return Code l Pause/Resume BFD PDUJ' Send Triggered Ping/" 4| *|
» ' ﬂ Fause/Resume BFD PDU
7 ! . EE'L" Pauze/Resume options IF'ause j
sh Trigger Add
Protocols ~

Trigger Options

Build

{2} B Protocol Configura

I

Zancel | Help |

MPLS OAM Statistics

Skat Name EFD Session Count BFD Up-3essions  |BFD Sessions Flap Count |BFD POUs Tx |BFD POUs R |LSP Ping Regue
| 10,200,134, 42 Card0lfPar .. 100 97 & 53,873 83,789
10,200, 134,42/Card01/Port16 100 97 3 §3,816 53,789

Figure 220. Creating BGB VPLS Black Holes
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

Test Variables

The following list of variables can be considered to be added in the test to make the overall test

plan better.

Performance
Variable

Description

Different L2VPN
technologies: LDP
based PW or VPLS
created by FEC 128
or FEC 129

BGP VPLS is used as an example in the illustration on how VCCV
Ping and VCCV BFD can be used to maintain an MPLS network.
There are other types of L2VPN types, such as the LDP based
VPLS, or LDP based PW created by FEC 128 or FEC 129. Note that
FEC 129 is specifically used for VPLS using BGP as Auto Discovery
(AD) and LDP as signaling protocol. The operation of VCCV Ping
and VCCV BFD are almost the same as illustrated in the example.
LDP has the ability to advertise CC/CV capabilities, and has more
options in the wizard, and in the LDP protocol folder for enabling or
disabling these options.

Data plane traffic

You can introduce data plane traffic to verify VCCV Ping and VCCV
BFD functions. Note that since they are in-band, they are sharing the
same pipe. The more OAM overhead it consumes, the less
bandwidth is available for user data. It is interesting to test if line rate
traffic at smaller packet size would have any negative impact on the
OAM operation; especially when the auto BFD sessions are enabled.

BFD Tx/Rx Intervals

BFD interval affects performance.. Some of the DUT cannot handle
many sessions when BFD is running at a high rate (smaller interval).
It is interesting to observe how a real DUT behaves with respect to
BFD intervals and the total number of VPLS instances running BFD.

Mix VCCV BFD and
Periodic VCCV Ping

A mixture of periodic VCCV ping and VCCV BFD makes sense in an
actual network. VCCV Ping has the ability to force PW verification
and BFD does not. VCCV Ping is more stressful to the DUT. Mixture
mode is ideal to achieve assurance and scalability.

Long Term Soaking
with VCCV BFD
(or/and VCCV Ping)

It is important to run VCCV BFD over a long period of time to
observe if the MPLS forwarding engine experiences any abnormal
condition. Most of the hardware today works over a few hours but
with increased temperature over time the hardware’s behavior may
change. In this case, BFD session flap count offers a good indication
if there is an error.
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Test Case: Maintain and Support a live BGP VPLS Network using VCCV Ping and VCCV BFD

Conclusions

VCCV Ping and VCCV BFD offers flexible and effective trouble shooting and network diagnostic
tool to support and maintain an BGP based VPLS network. IXNetwork offers all key features

with scalability.
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Introduction to MPLS Inter-AS VPN Options

Three options exist in accordance with RFC 4364 section 10 for extending MPLS VPN beyond
a single Autonomous System (AS), as summarized by the following diagram.

Summary of Inter-AS Options

Option
A

Back-to-Back VRFs

.\' Service MP-eBGP for VPN

Provider A
\ i
_ _ % Option <

Multinop MP-eBGP
betwean ARs

Figure 221.  Various Options for Inter-AS VPN Route Distribution

Option A, also known as back-to-back VRF, is the simplest case in which each ASBR PE router
is treated as if it is a CE router. VRF routes are converted back to their regular IPv4 or IPv6
routes and are then advertised to the neighbouring AS through the regular BGP. To maintain
uniqueness of routes in each VRF, sub-interfaces are commonly used at the connecting
interface to provide hard separation between routes belonging to different VPNs. Each VPN
requires a separate BGP session to communicate the routes in the same VPN to neighbouring
AS. This limits the scalability of the solution as it requires the same number of BGP sessions as
the number of VPN or VRFs supported by an ASBR router.

Option B improves the efficiency and scalability over Option A in two aspects. First, it does not
require VRF routes being converted back to regular route format. Hence, the VPN concept is
kept all the way through across different ASes. Secondly, there is no need for as many BGP
(more precisely MP-eBGP) sessions between two adjacent ASBRs; because VRF routes are
kept in its native format. A single session is enough if it can satisfy other requirements per inter-
AS policy. However, the problem with this option is that the ASBR has to maintain all VRF
routes in its database in order for them to be distributed across ASes — a job usually belonging
to a router known as Router Reflector (RR). This puts extra burden on the ASBR router, which
is already busier than others in the network. Additionally, when packets are entering the
network, they must pass through MPLS label (transport label — provided either by LDP or
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RSVP-TE), imposition (ingress PE), and deposition (egress PE) twice; one at the ingress/egress
PEs that belong to the same AS, the other at the ASBR where they enter the other AS.

Option C improves the efficiency and scalability over option B also in two aspects. First, a multi-
hop BGP (MP-eBGP) is established between the two RRs in the two neighbouring ASes. This
MP-eBGP session is used to exchange VRF routes, in much the same way as in the case of
Option B to relieve the ASBR routers from learning and storing VRF routes and labels.
Secondly, there is a need for another MP-eBGP session between the two ASBRs to exchange
the loopback addresses of all the PE routers in both of the ASes, along with the MPLS label
assignment for these loopback addresses. These labels for the PE loopback addresses are
propagated by the ASBR towards the other AS, and subsequently reach the RR and made
known (reflected) to all the other PEs in the other AS. These labels will be used as the middle
label in a total of three labels encapsulation at the ingress PE, when packets first enter the
MPLS network from a CE router.

Ixia’s IxNetwork has supported both Option A and Option B in as early as version 5.20. In its
latest release 6.30, the option C is finally supported with not only control plane emulation, but
also scalable data plane with auto resolution of 2 labels or 3 labels stack, depending on Ixia’s
role to play in a multiple DUT setup environment.

The following diagram illustrates the idea how the IxNetwork is used to test both the functionality
and scalability of Inter-AS option B, and Option C. A minimum of two test ports are required, one
to act as regular MPLS VPN CE/PE and the other as PE/ASBR/RR from the other AS. The MP-
eBGP peers between the emulated ASBR and the DUT/ASBR exchanges PE loopbacks and
their associated labels, while the emulated RR and the DUT RR exchanges VRF routes and
VRF labels. Traffic form the emulated CE/PE has a three labels encapsulation, while the traffic
by the emulated ASBR/RR has two labels. Most importantly, one can easily scale the test by
emulating a large number of PE routes in each AS, and a large number of VRF in each AS. The
data plane traffic can encapsulate either 2 labels or 3 labels with correct label binding based on
control plane learned info, all without user intervention. This concept makes the solution
extremely scalable — a focused solution for system test engineers to test Inter-AS VPN without
the need for many real DUTSs in the test topology.

PN 915-2602-01 Rev | June 2014 232



Introduction to MPLS Inter-AS VPN Options

Traffic with 3 label stack:
LDP/RSVP-TE, RFC 3107, VRF

A " ';s

s VR oBGP

Traffic with 2 label stack:
RFC 3107, VRF

Figure 222.  How Inter-AS Option B and C Work

Relevant Standards

RFC 4364 - BGP/MPLS IP Virtual Private Networks (VPNSs)
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Test Case: How to Test L3VPN Inter-AS Option B

Test Case: How to Test L3VPN Inter-AS Option B

Overview

Inter-AS option B refers to the two ASBRs residing in two ASes exchanging the VRF info.
Hence, VPN information can be kept across ASes. Traffic leaving one ASBR contains only VRF
label (transport LDP or RSVP-TE labels are removed) and the ASBR at the other AS is
responsible for inserting the transport label of its own AS in order to move the packets across
the network to reach far end PE/CE. See the above introductory section for more description
and a comparison between different options.

Objective

This is to test DUT Inter-AS option B functionality and scalability as an ASBR router.

Setup

Two Ixia test ports are required to carry out the test. One test port is to emulate one entire AS
including PE/CE routers, and the ABSR router. The other test port emulates either CE routers,
or both the CE and PE routers in the other AS to test DUT as ASBR, and optionally a regular PE
rotuer.

>R as2 VB >0 -

Figure 223.  Test Setup for Option B
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Step-by-Step Instructions

1. Launch the IxXNetwork L3VPN/6VPE Wizard and navigate throughout it. First designate

which Ixia test port(s) to participate PE at remote AS (es) (AS2) and which is to

participate at CE, or optionally both CE and PE side.

L3 ¥PN/6YPE Wizard - Port Select - InterAS-OptionB

Ixia Port
VLAM IO 500

| DUT Loopbadk IP Addr
CE 99,9999, 99/32

LDF

Ixia Port

PE

CE

MRoulas, VEF = 10

'I.f.'f_:';..l.:romor F‘n-rr.: -

— Select Port(z] for YWizard Configuration

| EBGF ﬁ .'-"?"ﬁDSFF

20.3.1.1024

Provicler Porks = 1

20031202 g
E e
YRF
WRouas

PE Lnupl:ucl::
1323032 F

Routes

Resubes

BPFE; = 2 WYRFs = 2 VRF = 10

+ (Connected Infarface

Cu;’ic;u;ner Pm;éier Part Description
1 I 10.200.134.45:01:01 -Ethernet - 10/ 004000 Base
2 ™ r 10,200,134 .45:01;02-Ethernet - 101004 000 Base
3 r r 10,200,134 .45:01;03-Ethernet - 101004 000 Base
4 r r 10,200,134 .45:01:04-Ethernet - 101004 000 Base
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Test Case: How to Test L3VPN Inter-AS Option B

2. Configure the physical port address of the DUT that is connected to Ixia Port 1

(simulating PE/ASBR routers at AS2). Keep default OSPF as the MPLS IGP and LDP as

the MPLS signaling protocol. Note that neither OSPF nor LDP is actually used in the
inter-AS scenario. You can later manually remove the configured OSPF and LDP

session by the wizard.

L3 ¥PMN,/6Y¥YPE YWizard - DUT - InterAS-OptionB

[xia Port
VLAM ID 500

MRoules,/VEF = 10

#ushomer Forls = 1

-~ DUT-P

| EBGP g

BUT Loopback IP Addr

99.99.99.99532

LDF
Sy O5PF
QLT
PE .
20.3.1.1/24

Ixia Port
PE Loophacks

2323032 F

p PE Routes
*.

. Rautes

PE -

YRF

WRoulas

BPEs = 2 WVRFs = 2 WEF = 10

F'F'rv:vid.er Ports = 1

# (Connected Inferface

DUT IP A&ddresz

P Raouter |P Addresz
|GP Protocol

MPLS Protocol

[ Configure P Router IP Address
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Figure 225.  Configure the P Router
June 2014

237



Test Case: How to Test L3VPN Inter-AS Option B

3. Inthe next window, enter 2 as the number of PEs to be emulated by Ixia test port 1
(simulating PEs from AS2), and enter the AS number used by the Systems Under Test
(SUT) for now. We use manual method to change the iBGP to eBGP as well as the
correct AS number for the eBGP session later on. Also, enter loopback addresses for

the two emulated PE router and the DUT loopback address.

L3 ¥PMN,/6¥PE Wizard - PE Router - InterAS-OptionB

Ixia Port
VLAM ID 500 DUT Loopback IF Addr

CE 09,9999 99,532

Foules . _ Lor
= EBGP @2 0SPF
: s
= PE %

Foutes 0311024
CE

MRoulas,VEF = 10

- ustomer Porls = {

Ixia Port

F'F'rv:vid.er Ports = 1|

PE Loophacks

2323432 F

PE Reutes
*‘.

4 Rautes

YRF

Whouwas

BFE: = 7 WifFs = 2 WEF = 10

# Connected Interface

— PE Router(z]

Murnber of PE Routers Connected ta the P Bauter

|E
|55,nm

A5 Mumber

Ermulated PE Loopback IP Addrezs |nzrement By

|2.2.2.2£32 |u.n.n.1

DUT Loopback IP Address |nizrement By
|99.99.99.99;32 |u.n.n.n

~ [ Use Route Reflector
MHumnber of Boute Reflectars I1
Route Reflector IP Address Increment By
|99.99.99.99 0.0.0.1
Figure 226.  Configure the PE Routers
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Test Case: How to Test L3VPN Inter-AS Option B

4. The next window of the configuration wizard contains VRF definitions. Enter the correct
RD value and the number of VRFs behind each PE. Select a start value of routes behind
each VRF. By default, routes are split between CE and PE side equally as 50%.

L3 ¥PM,/6YPE Wizard - ¥RFs - InterAS-OptionB

Ixia Port
WVLAM ID 500
CE
Foules

MRoules,/VRF = 10

#ustomer Forls = 1

—WhRFs [Pz

Ixia Port
DUT Loopback IP Addr PE Loophacks '

99,99 99 99,32 2323 F

o PE! Reutes
F : kY

20.3.1.1024 2031202 ‘.‘. Raubes

VRF

WRoulas

BPEs-2  WVRFs=2  VEF = 10

SPeovider Pork = 1

 Connecled Inferface

WPM= Traffic 1D Mame Prefis

R oute Diztinguizker

—%PM - IPvd Routes

Mumber of WFFz Per PE Fouter |2

L3WFH -5
(B50071:500)

v At Prefis

™ Unigue ¥FRFs

T otal Humber of Unique YRFs IE

Fioutes Per VRF |2|:I

First Floute in the WRF |1DD.1 1.0/24

Diztribute A outes

Increment Address By ||:|_‘| nn
Distribute Routes Custamer % Iﬁ Prowider 2 Iﬁ
— BWPE - IPvE Routes
Routes PerVRF |0 Firzt Route in the WRF IED:EI:EI:I:I:I:I:I:I:EI:EIJEd
Increrment Address By ||:|;|:|;1 -0:0:0:0:0

Customer % |5|:|

Provider 2

o
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Test Case: How to Test L3VPN Inter-AS Option B

5. Inthe next window CE side parameters are setup. Like in a typical VPN deployment
scenario, EBGP is chosen as an example between CE and PE. Each CE for different

VPN is separated by VLAN.

L3 ¥PMN,/6¥PE Wizard - Customer CE - InterAS-OptionB

Ixia Port
VLAM IO 500
CE
Foules
-
-
-
Foules
CE
MRoulas,VEF = 10

Ixia Port

DUT Loopback IP Addr

99.99.99 99,32

LDF

#ustomer Foris = 1

EBGP %DSFF

PE

PE Loopbacks

20.3.1.10524 ,

BPEs = 2

WVRFs = 2

Rebes

Whouwas
WRF = 10

:‘F'rv:-vider Ports = 1|

- (Connected Infarface

— Cuztomer CE

VPN - IPyd

CE-PE Protocal »| DUT IP Address

¥ Enable WLaM YLAN |D

f20.201.1/24

500

= BYEE - [Fvb

CE-FE Fratocol IDSPFVE vI

¥ | Enable /AN LA D

100

DT P &ddress |2EII]4:EI:EI:EI:EI:EI:D:'I.-"54

BGP Local AS Number |500

SIS Level ||_eve| 2

El
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Test Case: How to Test L3VPN Inter-AS Option B

6. The last step of the configuration wizard is to either save the configuration without
configuring the ports, or simply save and configure the ports at the same time. This

approach is same for all the other wizards supported by Ixia’s IxNetwork.

L3 ¥PN/6YPE YWizard - InterAS-OptionB

Ixia Port Ixia Port
VLAM ID 500 DUT Loopback IF Addr
E 09,99 99 09532
Roules . LOF
EBGP I*._ S 05PF
PE %
Roules 10.3.1.1024
(E
ARzutes,VEF = 10 BFEs = 7 WRFs = 2

#ushomer Forls = 1

#Provider Ports = |

# Connected Interface

WRouas
VRF = 10

7. Manually modify the configuration created by the protocol wizard. First and foremost,
disable OSPF and LDP on the provider port. Neither is required for Inter-AS Option B

testing.

I:Inl] Overview

D Ports
2 Chassis

i Protocols

» Protocol Interfaces
» (P BGP/BGP+

» (3 LDP

» Q) OSPF

b €D Static
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Figure 229.  Save and Overwrite the Config
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Figure 230. Disable Unwanted Protocols
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Test Case: How to Test L3VPN Inter-AS Option B

8. Further, change the MP-iBGP sessions to MP-eBGP sessions. First, click BGP on the
protocol tree to access all BGP sessions followed by selecting Peers tab on top and All
tab at the bottom. As shown below, the two internal BGP sessions are as a result of the
protocol wizard in step 1. We need to change both Internal sessions to External
sessions. Change the Local AS number according to your network design.

' Configueaton'wieads
SN T — [ee— ]r..a-tnr ([ Sreey (VNN ey (PR [T AT [reyrrny e |
Prodggol intesices
[8 ]l T + X W
- EE'.WTR 4507 04 E ot
M 10000 1 A O et Fort |m[ Tyee |l=1m| Lol P | i | e | Local 454 | agaa Te
Pegteers
=) OsFF i 1 F irdmrad == 13217 1 PR #5004
o 1020138 4507 9. et T E “ 2333 T aaens | espem
=l ""_'"' 3 (=) ] i X213 1 mie h &0
:ll ;5;_:?'! 0 F Fitmmad Pl ErF P 1 mamd s
= (2 LD
Wl 1020013 4500 09 £ vt
=) R#®
) fufrg
3 GuF
= D
) P
3 e - - ; i |
o [ remghben fto | idewrcnd |, Coptlitan [nm [ ]
= Trafe G bd T

Figure 231.  Change Internal BGP to External BGP

9. The following image reflects the parameters to modify. Make sure you select the check
boxes in the Is ASBR column for the eBGP peers for the Provider port(s). The option Is
ASBR is used by the traffic wizard to construct data plane traffic with correct amount of
labels.

Diagrarn | Poz  IPw4 Peers IIF‘n'E Peers ]UserDeﬁn... lUserDeﬁn... l R

Port Enable Type Iz ASBR
1 F External ™2 ‘ P
2 ™3 External V| F
3 ™ External r F
4 ™3 External r F
1]
Meighbor Ir'quI.aq:n I:HI Advanced I:HI Learned Routes Filbers I:HI Capabilities I:HI All I.Jr

Figure 232. External Peers with ASBR Option

Diagram  Peers lRouheRanges ] MPLS RouteFanges I WEFz I WPM Route Fanges ] L2 Sites I Lakel Elock List I hiac Address Ranges ]

+ X B H
Port Ensble Type P Type Local P LD G DUT IP Local &5# Hold Tir
Meighbors
1 1020013445010 [7 External P 2222 1.  99.99.99.99 1,000
z v External Pvd 3533 175599 9959 2000
3 IR W Esternal 971 203043 q 202014 500
) v External [ 030232 q 202024 501

Figure 233. Change the AS
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10. Once BGP sessions are changed from Internal to External, modify the VRF routes
attributes. By default, the wizard excludes any AS Path info in the VRF routes
advertisement, because the BGP sessions are considered as Internal. As they are
external sessions, modify the attribute to include correct AS Path info. To access the
attributes, click BGP on the protocol tree, followed by click VPN Route Ranges tab on
the top and Attributes tab at the bottom, as shown below:

Frotocols

[ Corfiguation \wWizards

E[:I Protocol Management
-] Protocol Interfaces

= 200,134, 45:01:01-Ethernet
- B 10.200 134 45.01:02-Ethemet
-] DSPF
- B8 10.200134.45.01:01-Ethernet
(Z1 OSPFv3
-2 1813
- [Z RSVP-TE
E-[Z] LDP

- B8 10.200134.45:01:01-Ethernet
-] RIP
[ RIPng
[ 1GMP
-] MLD

(1 PIM-SM/55M

[0 Static
—-[C3 Traffic Group I1d

ws | mPLs i

Dizgratn IPeers l

] URFs | WPN RouteRanges IL2 it ] Labed Block List ] htac: o

To change number of WPM Route Fanges, select "/RFz' tab, and enter number in ‘Mo, of RouteR anges' field

Enahbile Enahbile
WRF A5 Path A5 Path MexdHop MextHop
1 2222-(10.200134.45 v v 0.0.0.0
2 2222-(10.200134.45 [V [V 0.0.0.0
3 2223-(10.200134.45 [V v 0.0.0.0
4 2223-010.200134.45 d d 0.0.0.0
Il ¥YPN Route Range Settings B
General Mandatory Attibutes
| Distinguisher
tdandatomny Attributes + X
| ;pllona ;ttn;utes
Options [¥ 45-Path Enakle Type
Flap [ ¥ AS-GET I
Commurity
KN i
A5Path | Don'tinclude Local ASH =l
¥ Origin IGF -
¥ NewtHop  |Same az Local IP vl Set NextHop in MP_REACH_MLRI
NextHop IIF‘V4j ID 000 I\ncrement j
Ok I Cancel | Help |

4

Route Range }y Distinguish_} Label Space } Packing /Flapping _j, Attributes |
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Test Case: How to Test L3VPN Inter-AS Option B

11. Double click the AS-PATH field (empty created by the wizard) to open Add AS-Path
window. Click the + symbol and enter the correct AS number. Click Ok and this enters a
correct AS-PATH attribute to indicate that the VPN routes are arriving from another AS.
Below is the image depicting the change in values. When the number of PEs or number
of ASes increse, use copy and paste for easy modification.

Diagrarn I Peers I Route Ranges I MPLS Route Ranges I iIRFz WPN RouteRanges IL2 Sites I Lakel Block List I hac Address Ranges ]

To change number of WPH Foute Ranges. select "RFs' tab. and enter number in "Mo. of RouteFanges' field

Enahle Enahle Enahle o Enahle Lac
W A5-Patt &:5:Path MestHap EiRa Origin i Pref
1 2222-010200134 45 ~ SET 1000, Vv 0.0.00 v IGP v
2 2222-010200134 45 ~ SET 1000, ~ 0.0.00 v IGP v
3 2223-(10200134 45 ™ SET 2000, i 0.0.00 v 1P v
4 2223-(1020013445 [ |ISET 2000 v 0000 v IGP v

Figure 235.  Make Changes for All External Peers

12. Before starting the BGP sessions at both the CE and PE ports, send a few ping
commands from the DUT to test reachability to the emulated PE loopback addresses
(enable Ping on the Ixia side first). Once Ping is successful, start BGP sessions on both

the CE port and PE port. Make sure all protocols are entering stable state, as indicated
below.

I_:\-h_l IxNetwork [L2¥PNandL3¥PNdemo.ixncfg]
Statviewer Help

Ik L2-13 Traffic B application Traffic -y @ @ o [ reort X ports [ statEiter [ statseup [y %m
Mavigation n Global Protocol Statistics

'Statviewer | —ll“'u:l' 'v ! é'l Eﬁafﬂﬂ
Stat Name £ | Arp Request Ru.l Arp Reply Ru.l BGP Sess. Configured ‘ BGP Sess. Up | OSPF Session Configured | OSPF Full Nhrs.l LDP Basic £
10.200,134,45/Card01 /Port0l 6,273 155 2 2 o a
10,200, 134.45/Card01/Partdz 5,546 200
LT Fort CRU tatl.‘. 10,200, 134,45/ Card01 jPart03 26,262 248
W 10,200, 134.45/Card01 jPort0d 57,662 3

[] Tx-RxFrameR...

|w| Global Pratocal. ..

[] BGP aggregat...

Figure 236. BGP Protocol Stats
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13. To verify the VRF routes exchange over the MP-eBGP session, click Learned Routes

on the Ixia’s emulated PE router and as shown below. It displays all the VPN routes
learned from DUT.

Frotocols

[Z1 Configuration Wizards
(23 Protocol Management
(23 Protocol Interfaces

10.200.134.45:01:01-Ethernet Rurni
o External - 2.2.2.24
Leamed Routes
FouteR anges
<= MPLS RouteRanges
E-+£X WRAFs (L3 Sites)

-+ YRF, AS B5001 : 500
<= VPN RouteRanges
: Leamed VPN Foute
B+ VRF, 45 B5001 : 501
<= VPN RouteRanges
Learned YFH Route
----- = L2 Sites

B &b External - 2.2.2.31

----- Learned Routes

----- *é FouteR anges

----- *é MPLS RouteFanges
E-+£X WRAFs (L3 Sites)

-+ YRF, AS B5001 : 500

! <= VPN RouteRanges
Learned WPMN Route
B+ VRF, 45 B5001 : 501
<= VPN RouteRanges
Learned YFH Route
----- <= L2 Sites

- 10.200.134.45:01:02-Ethemet Runmii

PN 915-2602-01 Rev |

-
IP+4 WPM Routes. 30 | Refresh Il Filter |
— Learned Routes [IPv4 WPN]
Meighbor Description

1 2222 Lakel: 103, RD: 63001:500, IP: 100.1 6.0/24, MHop: 95.99.99.99
2 2222 Lakel 102, RO: 63001:500, IP: 100.1 .7 .0/24, MHop: 95.99.99.99
3 2222 Label 101, RD: 63001:500, IP: 1001 .5.0/24, MHop: 95.99.99.99
4 2222 Lakel: 100, RD: 63001:500, IP: 100.1 9.0/24, MHop: 95.99.99.99
-] 2222 Label 99, RO: 6:3001:500, IP: 100.1 10024, MHop: 95.99.99.99
5] 2222 Label 33, RD: 6:3001:500, IP: 100.1 11 .0/24, MHop: 95.99.99.99
7 2222 Label 34, RD: 6:3001:500, IP: 100.1 120424, MHop: 95.99.99.99
g 2222 Lakel 35, RO: 6:3001:500, IP: 100.1 130424, MHop: 95.99.99.99
9 2222 Lakel: 36, RO 6:3001:500, IP: 100.1 .14 .0/24, MHop: 95.99.99.99
10 2222 Lakel 53, RO: 6:3001:500, IP: 100.1 15,0424, MHop: 95.99.99.99
11 2222 Label 54, RO: 6:3001:500, IP: 100.1 16.0/24, MHop: 95.99.99.99
12 2222 Label: 55, RD: 6:3001:500, IP: 100.1 17 .0/24, MHop: 95.99.99.99
13 2222 Label 58, RD: 6:3001:500, IP: 100.1 150424, MHop: 95.99.99.99
14 2222 Lakel: 60, RD: 6:3001:500, IP: 100.1 19024, MHop: 95.99.99.99
13 2222 Label 61, RO 6:3001:500, IP: 100.1 200424, MHop: 95.99.99.99
16 2222 Lakel: 108, RD: 63001:501, IP: 100.2 6.0/24, MHop: 95.99.99.99
17 2222 Label 107, RD: 63001:501, IP: 100.2.7 .0/24, MHop: 95.99.99.99
18 2222 Lakel: 106, RD: 63001:501, IP: 100.2.5.0/24, MHop: 95.99.99.99
19 2222 Lakel 105, RD: 63001:501, IP: 100.2.9.0/24, MHop: 95.99.99.99
20 2222 Label 104, RO 63001:501, IP: 10021000424, MHop: 95.99.99.99
i 2222 Label 63, RD: 6:3001:501, IP: 100.2.11 .0/24, MHop: 95.99.99.99
22 2222 Label 64, RO 6:3001:501, IP: 100.2.12.0/24, MHop: 95.99.99.99
23 2222 Label: 66, RO 6:3001:501, IP: 100.2.13.0/24, MHop: 95.99.99.99
24 2222 Label 67, RD: 6:3001:501, IP: 100.2.14 .0/24, MHop: 95.99.99.99
23 2222 Label: 65, RO 6:3001:501, IP: 100.2.15.0/24, MHop: 95.99.99.99
26 2222 Label 69, RO: 6:3001:501, IP: 100.2.16.0/24, MHop: 95.99.99.99
27 2222 Label: 70, RO 6:3001:501, IP: 100.2.17 024, MHop: 95.99.99.99
28 2222 Lakel: 71, RO: B5001:5041, IP: 100.2.18.0/24, MHop: 99.99.99.99
29 2222 Label 72, RO 6:3001:501, IP: 100.2.19.0/24, MHop: 95.99.99.99
30 2222 Lakel 73, RO 6:3001:501, IP: 100.2.20.0/24, MHop: 95.99.99.99

Figure 237.

BGP Learned VRF Routes
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Test Case: How to Test L3VPN Inter-AS Option B

14. To further verify the emulated PE routers are also advertising the VPN routes to the
DUT, go to the DUT, click and verify if the DUT has received the advertisement, as
indicated below.

CAT6K—MRKTG-24#

CAT6K-MBRKTG-24#

CAT6K—HMREKTG-2#zho ip hgp vpnud4 all

BGP table vewrsion is 1736. local router ID iz 99.99.97.99

Btatus codes: s suppressed, d damped. h history, * valid, > best, i — internal.
% Stale

Origin codes: i — IGP, e — EGP,. 7 - incomplete

Metwork Hext Hop Metric LocPrf UWeight Path
Route Diztinguizher: 65881 :58@ (default for vef 500>
a3 < -

190.1.2.8.-/24 2.
198.1.3.8-/24
190.1.4.8-24

180.1.6.68-24
180.1.7.68-24
188.1.8.60-24
1868.1.9.8-24

QEaE

1868.1.12.0-24
18A.1.13.A-24
188.1.14.8.-24
1868.1.15.8-24
180.1.16.A-24
188.1.17.8-24
186.1.18.8-24
186.1.19.0-24
168.1.20.8.-24

I LI BI BRI RS B BB
SRREEIE

1
1808.2.4.8.-24
1A8.2.5.A-24

EEDEEE

18@.2.
188.2 .9
180.2.11.8-24
i8@.2 12 .@-24
18A0.2 .13 .A-24
18@.2.14.8-24
i8@_.2 _15.0-24
180.2 .16 .A-24
18@.2.17.8-24
1i868.2 18 .0-24
1860.2 .19 .A-24
1808.2.20.0-24
B DIiECinNgUuichNer: Z-boOll -
99.99.99 9932 A.A.a.A
Route Distinguisher: 2:65001:581
|*> 99.99.99 99,32 B.8.84.@

k]

Figure 238. DUT Learned Info
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Test Case: How to Test L3VPN Inter-AS Option B

15. Now that the control plane is up and functioning as expected, we must build traffic
sending from both directions. To build the traffic from PE->CE direction, launch the traffic
wizard first and select the L3VPN as the Encapsulation Type. Next, select the Traffic
Group ID as assigned by the protocol wizard. There might be many traffic group IDs
existing every time you run the protocol wizard. The IDs automatically increment by one
to avoid duplicate traffic group ID. The traffic group ID is simply the VPN color and the
intention is for intelligent filtering so that no VPN cross-talking traffic is built by default.
Click Apply Filter in order to associate the traffic group ID with the VPN routes
appropriately.

Mone selected

[] LawPH - 2 - 00000 -
[] L3wPH - 3 - 00000
I [] L3wPM - 3 - D0OD1
[] L3wPH - 4 - 00000
[ LawPh - 4 - 00001 =
L3WPM - 5 - 00000
5

- 0001

L3WPM -

apply Filker Zancel

Figure 239.  Apply Filters
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Test Case: How to Test L3VPN Inter-AS Option B

16. Once the VPN routes are associated with proper traffic group id, select all VPN routes by
clicking on BGP as indicated below. This action selects all the routes available on the
source list. Also select the same for the destination. Click the green arrow to add the
traffic source and destination pairs.

Endpoints

— Traffic Item
Traffic Mame | Traffic Tkem 1

Type of Traffic |IPv4

— Traffic Mesh
SourcefDest.  |One - One
Routes/Hosts  |One - One
Bi-Directional

Allow Self-Destined
a5

Mumber of hosts per Route

Merge Destination R.anges

@ i) Sa/ — Endpoint Sets
1

—— Source / Destination Endpoints

Traffic Group ID Filkers |Selected 2 of 8§

Source | | L3WPN M =Y
> Al Ports Y
v [¥] Ethernet - 001
v [v] BGP

v BGP Peers
v [¥] BGP Peer Range - 2.2.2.2
v BGP Meighbor2,2,2,2-99,99,99,99
v [¥] ¥RF's L3 Sites
w WRF Range, A5 L3 Sites: 10001 (1)
> YPN Route Ranges
> WRF Range, AS L3 Sites: 10002 (1)
v [¥] BGP Peer Range - 2.2.2.3
v BiGP Meighbor2,2,2,3-99,99,99,99
Y kes

v WRF Range, AS L3 Sikes: 10001 (1)
> YPN Route Ranges

v WRF Range, A5 L3 Sites: 10002 (1)
s [W] WPK Bonbe Bannes

Destinakion | | Al ~| T

> Al Ports
» [] Ethernet - 001
v [#] Ethernet - 002
~ [¥] BGP
v [¥] BGP Peers
v [#] BGP Peer Range - 30,30.31
~ [v] BGP Meighbior30, 30,50
v [v] Route Ranges
22.22.102.0(2
w [v] BEP Peer Range - 30,30.3
v [¥] BGP Meighbaran, 30,31
v Route Ranges

7

Encapsulation Source Endpoints | Destination Endpaints
# | » Mame: EndpointSet-1

Figure 240.

Traffic Groups

Traffic End Points Selection

17. By now you should understand the advantage of using traffic group id for quick and easy
traffic pair construction. In the case of large number of VPNs/VRFs, this is extremely

efficient.
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Test Case: How to Test L3VPN Inter-AS Option B

18.

traffic from PE->CE direction or not, as required by Option B.

As an extra step, confirm whether a single label is used by the traffic wizard to build the

Mame

Yalus

=| B8 Frame
:Jﬁ Ethernet II {Header}
=/E= Ethernet Header

== Destination address Single MPLS label

i-==m Source address
= et Type
I MPLS

Length = 64 byte(s), Tracking on MPLS : MPLS Label

<System Mesh = 00:07:EC: 73:E4:00
<System Mesh= 00:00:37:71:50:08
<fukoz 0x8347

2| : <System Mesh > 0x000D3140 iE
L _—J-ﬁ IPv4{Internet Protocol, Yersion 4) | %
-EB=3 IF Header
= i Yersion Hex Time To Live Bottom of Sta... |Experimental Label Yaluz o
.= Header Length 1 | OxD3... &4 1 0 211
1= Priority 2 |zl &4 1 0 210 =
= 0x7F... 64 1 0 127
B Tos 3|
= ; 4 | Da7E.. 64 1 0 126
= Precedence -
— e Dol 5 | oo &4 1 0 112
— -
— : eay 6 | Dx6F... &4 1 0 111
= Throughput 7 | oxeE.. 64 1 i 110 x| 5
00 37 71 5D OB 88 47 izt 7al .l 8| 06D B4 ! o los| =]
00 00 00 40 3D 00 00 &4 02 [EE .%....@=..d. 9 |oxEc.. 4 1 n 108
01 02 03 04 05 08 07 05 09 P = 10 | O¥EB... 64 1 o 107
11 12 13 14 15 00 00 00 00 .unnnnnnnnnnnn. 11 | oos.., 4 1 a 21
12 | oxDz... 64 1 i 210
13 | Ox7F... 64 1 i 127
14 | OxTE... 64 1 i 126
15 | 0x70.., 64 1 i 112
16 | OxtF... 64 1 i 111
17 | OxEE.., 64 1 i 110
18 | Ox60... 64 1 i 109
19 | @=6C., o4 1 o 105| |
-
Ok | Cance| | ¥
crn 4
Figure 241.  Packet Editor View

19. Similarly, build the traffic pairs for CE->PE direction as shown below. Again, use the
traffic group ID to bind VPN routes appropriately to their respective VPNs.
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Test Case: How to Test L3VPN Inter-AS Option B

20. As expected, traffic is passing the DUT without any problems.

Statviewsr  Help
1Z13Traffic b M Appiication Traffic sk @@ Reepot [pots b s [ satsenn 5 ST

Traffic Statistics (=
Statviewer r-O-B-7 ! 8-E %1]":'—&”5
.=

Stream A Th Port 3 Port Flow |PGID | TxFrames| R Frames | Frames Delta| Rs Frame Rate | Tx Frame Rate | Loss %
TI8-TRAFFICITEM (000001-0) | 10,200.134.45:01:01-Ethernet 10.200,134,45:01:02-Ethernet mpls_label-211 000000 73,215 73,215 [ 3,720 3,718,614 i
[ Port CPU Stati.. TI8-TRAFFICITEM (000001-0) | 10,200,134,45:01;01-Ethernet 10,200,134,45:01:02-Ethernet mpls_label-210 000001 73,216 73,216 0 3,710 3,718,815 '
E Port Statistics TIB-TRAFFICITEM (000001-0) | 10,200,134,45:01;:01-Ethernet 10,200.134,45:01:02-Ethernet mpls_label-127 000002 73,217 73,217 0 3,712 3,718,696 '
= ;;:;E:T:E; TI8-TRAFFICITEM (000001-0) | 10,200,134.45:01:01-Ethernet 10,200,134 45:01:02-Ethernet mpls_labek126 000003 73,218 73,218 [ 3,715 3,718,578 '
O 6 Aggregat,,, | | T-TRAFFICITEN (000D01-0) | 10.200.134.45.01:01-Ethernet. 10.200.L34.45:01:02-Ethermet mpls labek-112 000004 73,219 73,219 [ 3,717 3,718,934 I
T Eep Aquregat.., | | T8 TRAFFICITEM (Q00001-0) | 10.200.134.45:01:01-Ethernet. 10,200,134, 45:01:02-Ethernet mpls_label-111 000005 73,220 73,220 [ 3,720 3,718,815 '
[ LOP Aggregate... | | TI8-TRAFFICITEM (000001-0) | 10200, 134.45:0L:01-Ethernet 10,200,134 45:01:02-Ethernet mpls labekL10 000006 73,220 73,220 [ 3,720 3,718,616 I
O] LOP Aggregate... | | TIB-TRAFFICITEM (000001-0) | 10,200,134,45:01:01-Ethernet 10,200,134,45:01:02-Ethemet. mpls_label-109 000007 73,220 73,220 [ 3,720 3,718,815 '
[] OSPF Aggrega... | | TIB-TRAFFICITEM (000001-0) | 10,200,134,45:01:01-Ethernet 10,200,134,45:01:02-Ethemet. mpls_label-108 000008 73,220 73,220 [ 3,720 3,718,815 I
[] OSPFAggrega... | | TIB-TRAFFICITEM (000001-0) | 10,200,134,45:01:01-Ethernet 10,200,134,45:01:02-Ethemet. mpls_label-107 000009 73,220 73,220 [ 3,720 3,718,341 '
e _Traffic Statistics TI8-TRAFFICITEM (000002-0) | 10,200,134.45:01;01-Ethernet 10,200,134, 45:01:02-Ethernet mpls_label-211 000010 73,220 73,220 0 3,720 3,718,815 '
TI8-TRAFFICITEM (000002-0) | 10,200,134.45:01:01-Ethernet 10,200,134,45:01:02-Ethernet mpls_labek-210 000011 73,220 73,220 [ 3,720 3,718,816 '
TI8-TRAFFICITEM (000002-0) | 10,200.134.45:01:01-Ethernet 10.200,134,45:01:02-Ethernet. mpls_labek127 000012 73,220 73,220 [ 3,720 3,718,815 I
TI8-TRAFFICITEM (000002-0) | 10,200,134.45:01:01-Ethermet 10,200,134 45:01:02-Ethernet. mpls_labek126 000013 73,220 73,220 [ 3,730 3,718,815 '
TI8-TRAFFICITEM (000002-0) | 10,200.134.45:01:01-Ethernet 10,200,134 45:01:02-Ethernet mpls_labek112 000014 73,220 73,220 [ 3,727 3,718,815 I
TI8-TRAFFICITEM (000002-0) | 10,200.134.45:01:01-Ethernet 10,200,134 45:01:02-Ethernet mpls_labek111 000015 73,220 73,220 [ 3,722 3,718,815 '
TI8-TRAFFICITEM (000002-0) | 10,200.134.45:01:01-Ethernet 10.200,134,45:01:02-Ethernet mpls_labek110 000016 73,220 73,220 [ 3,720 3,718,815 I
TI8-TRAFFICITEM (000002-0) | 10,200,134.45:01:01-Ethernet 10,200,134 45:01:02-Ethernet. mpls_labek108 000017 73,220 73,220 [ 3,720 3,718,933 '
TI8-TRAFFICITEM (000002-0) | 10,200.134.45:01:01-Ethernet 10.200,134,45:01:02-Ethernet mpls_labek108 000018 73,220 73,220 [ 3,720 3,718,222 I
TI8-TRAFFICITEM (000002-0) | 10,200,134.45:01:01-Ethernet 10,200,134 45:01:02-Ethernet. mpls_labek107 000018 73,220 73,220 [ 3,720 3,718.34 i
TI8-TRAFFICITEM (000003-0) | 10.200.134.45:01:01-Ethernet 10,200,134 45:01:02-Ethernet mpls_label-235 000020 73,220 73,220 [ 3,720 3,718,459 I
TI8-TRAFFICITEM (000003-0) | 10,200,134.45:01:01-Ethernet 10.200,134,45:01:02-Ethernet mpls_label-234 000021 73,220 73,220 [ 3,720 3,718,696 '
TI8-TRAFFICITEM (000003-0) | 10.200.134.45:01:01-Ethernet 10,200,134 45:01:02-Ethernet mpls_label-228 000022 73,220 73,220 [ 3,720 3,718,614 I
TI8-TRAFFICITEM (000003-0) | 10,200,134.45:01:01-Ethernet 10,200,134 45:01:02-Ethernet. mpls_label-228 000023 73,221 73,221 [ 3,710 3,718,815 '
TI8-TRAFFICITEM (000003-0) | 10.200.134.45:01:01-Ethernet 10,200,134 45:01:02-Ethernet mpls_label-227 000024 73,223 73,223 [ 3,715 3,718,578 I
TI8-TRAFFICITEM (000003-0) | 10,200,134.45:01:01-Ethernet 10,200,134 45:01:02-Ethernet. mpls_labeb226 000025 73,224 73,224 [ 3,717 3,718.46 i
TIETRAFFICITEN (000003-0) | 10,200,13+4.45:01:01-Ethernet 10,200,134,45:01:02-Ethernet mpls_label-225 oo0nzs 73,225 73,225 q 3,720 3,718,815 '

‘

Figure 242.  Traffic Per Flow Stats

Test Variables

Consider the following list of variables to add in the test to make the overall test plan better.

Performance Variable Description

The number of PE routers and Functionality and scalability are two different test types.
the number of VPNSs in the AS2 It is common practice to ensure functionality working
emulated by Ixia test port 1 before expanding the test config for scalability test. Two
most obvious dimensions one can scale test into is the
number of PE routers and the total number VPNs
emulated by Ixia test port in AS2.

The number of PE or CE routes To fully stretch the DUT, scale the test not only from
in the AS1, collocated with DUT another AS, but also the number of PE or CE routers in
as ASBR the same AS as the DUT.

Bidirectional traffic with various Traffic is also important to test inter-AS options. Due to
frame size and rate; optionally extra label encapsulation/de-capsulation, throughout and
running RFC 2544 methodology | latency do matters to inter-AS traffic, in addition to frame
to cycle thru packet sizes and size and traffic rate.

auto find the maximum
throughput/latency
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Test Case: How to Test L3VPN Inter-AS Option B

DUT Configuration Excerpt
!

version 12.2

!

hostname CAT6K-MRKTG-2

boot system sup-bootflash:s72033-pk9sv-mz.122-18.SXD4.bin

enable password ixia

!

no ip domain-lookup

!

ip vrf 500

rd 65001:500

route-target export 65001:500
route-target import 65001:500

!

ip vrf 501

rd 65001:501

route-target export 65001:501
route-target import 65001:501

!

interface GigabitEthernet3/1

ip address 20.3.1.1 255.255.255.0
tag-switching ip

!

interface GigabitEthernet3/2

ip address 20.3.2.1 255.255.255.0

tag-switching ip
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Test Case: How to Test L3VPN Inter-AS Option B

interface GigabitEthernet3/2.1
encapsulation dot1Q 500

ip vrf forwarding 500

ip address 20.20.1.1 255.255.255.0
no cdp enable

|

interface GigabitEthernet3/2.2
encapsulation dot1Q 501

ip vrf forwarding 501

ip address 20.20.2.1 255.255.255.0
no cdp enable

|

router bgp 65001

no synchronization

bgp router-id 99.99.99.99

bgp cluster-id 1684275457

bgp log-neighbor-changes

neighbor 2.2.2.2 remote-as 1000

neighbor 2.2.2.2 ebgp-multihop 3

neighbor 2.2.2.3 remote-as 2000

neighbor 2.2.2.3 ebpg-multihp 3

no auto-summary

!

address-family ipv4

neighbor 2.2.2.2 activate

neighbor 2.2.2.2 send-community extended

neighbor 2.2.2.3 activate
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Test Case: How to Test L3VPN Inter-AS Option B

neighbor 2.2.2.3 send-community extended
exit-address-family
I

address-family ipv4 vrf 501

neighbor 20.20.1.2 remote-as 501
neighbor 20.20.2.2 activate

no auto-summary

no synchronization

exit-address-family

!

address-family ipv4 vrf 500

neighbor 20.20.1.2 remote-as 500
neighbor 20.20.2.2 activate

no auto-summary

no synchronization

exit-address-family

I

ip classless

ip route 2.2.2.2 255.255.255.255 20.3.1.2

ip route 2.2.2.3 255.255.255.255 20.3.1.2
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Test Case: How to Test L3VPN Inter-AS Option C

Test Case: How to Test L3VPN Inter-AS Option C

Overview

Inter-AS option C refers to the scenario where the routers in one AS exchange VPN routes and
labels as well as PE loopback address and their associated labels with routers in another AS.
VPN info is exchanged between two routers known as Router Reflector (RR), which is typically
multi-hops away from the area border routers. The PE loopback address as their associated
labels are exchanged between two ASBR routers, which usually are directly connected to each
other. Traffic leaving one ASBR and heading to the other AS contains the VRF labels as well as
the label corresponding to the egress PE loopback address, which is exchanged between the
two ASBR routers. However, there is no transport LDP or RSVP-TE labels as traffic is leaving
current AS and transport label is performed with what it is meant for. As traffic enters the other
AS, the ingress ASBR at that AS is responsible for inserting the transport label of its own AS in
order to move the packets across the network to reach far end PE/CE. See the introduction
section for more description and a comparison between different Inter-AS options.

Objective

The objective of the test is to use Ixia to emulate many components in an Inter-AS option C. The
setup is to test DUT as ASBR and RR the functionality as well scalability, when surrounded by
hundreds or even thousands of PE routers, tens of thousands of VPNs, and millions of VRF
routes.

Setup

Two test ports are needed in order to test fully the DUT’s ability as ABSR and RR to bridge
L3VPN across two separate ASes. Once test port emulates ASBR and RR in one area, and lots
of PE routers behind; the other port emulates large number of PEs in the same AS because the
DUT (as ABSR/RR). Traffic for either direction is automatically resolved with correct number of
labels, and the correct learned labels.

PN 915-2602-01 Rev | June 2014 255



Test Case: How to Test L3VPN Inter-AS Option C

Traffic with 3 label stack:
LDP/RSVP-TE, RFC 3107, VRF

AS1
VRS 0BGP

Traffic with 2 label stack:
RFC 3107, VRF

Figure 243.  Test Setup for Inter-AS Option C
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Test Case: How to Test L3VPN Inter-AS Option C

Step-by-Step Instructions

1. Launch the L3VPN/6VPE protocol wizard and perform the tasks in sequence as
depicted in the below images to configure BGP peer between Router Reflectors to
advertise VPN routes with correct next-hop address.

Select only the first port to configure.

L3 ¥PMN,/6¥PE Wizard - Port Select - p1

Ixia Port Ixia Port
VLAN ID DUT Loopback IP Addr PE Loopbacks
111588 pv itz VRF
LOP p PE : Routes
05PF
PE N | N ;
20.20.20.1424 2002020 2024 - Routas
PE
VRF
FRautes,’
#Roules, VEF = #Ps =1 #PEe =1 #VRFs = 100  VRF =50
B ushamer Porls =0 #Prew|der Ports = 1
& Connected Interfoce
— Select Port(z] for Wizard Configuration
Customer| Provider -
Side Sidle Port Description
1 I rd T0GE LAMN - 001 - LAMAAR XFP
2 I r T0GE LAM - 002 - LAMMAR XFP
Figure 244.  Select Test Port(s)
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Test Case: How to Test L3VPN Inter-AS Option C

Enter the emulated P router (ASBR) information

WLAR 1D I Increment By I

[T Fepeat YLAM Acioss Ports [T Wze Sames1LEH for &l Emulated Fouters

—w Enable P Bouters
MHurnber of P Routers I'I

Starting Subnet Between P and PE I'I 1.1.1.0424

|GP Pratocal ||:|5F'F j Options I
MPLS Protocol ILDF' j Options |

P Router IP Address IEU.EU.EU.EFN

DUT IP Address |2III.2IJ.2E|_1

Increment Per R outer Increment Per Part -
0.0.1.0 |1.n.n.n

Figure 245.  Configure P Router

Enter 1 PE router behind the P — the PE will be the emulated RR

—PE Ruouter(z]
MHumber of PE Routers Connected ta the P B outer I

AS Mumber a0
Emulated PE Loopback [P Address Increment Per Router
|2.2.2.2;32 ||1|1n.1

[nizrement Per Pork

I ™| Continuous Inerement &cross Farts

DUT Loophack IP Address Incremnent Per Bouter
|1.1.1.1;32 |n.n.n.u

|nizrement Per Pork

I ™| Continuous Increment Acrozs Farts

|- [ Use Foute Reflector

—

Figure 246.  Configure the PE Router
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Test Case: How to Test L3VPN Inter-AS Option C

For example, enter total number of VPNs to advertise to DUT as 100. Also input the

number of VRF routes per VPN and its start value. In the VRF Configure Mode drop-
down list, select One VRF per VRF Range.

—WPM e

WPM= Traffic 1D LIWVEM -1 [ Auta Prefis
M arne Prefis

R oute Distinguizher I Step I ¥ Use Route Target
Foute Target I['I 00:1] Step I[':H]
Murnber of WPMs Per PE I1 oo I~ Unique YPNs Per PE T otal Unique I'”"IPNSI

— %P - [Pewd Boutes

Routes Per Site j IEEI Total Routes Per WPH I
First Route in the WFN |22-22-1 0/24 Increment By [Across YPMs) I':'-1 0.0

—BYPE - IPvE Routes

Routes Per Site = | |'3' Tatal Routes Per WPN I
Firgt Boute in the WP I |ncrement By [Across WPRNs] I

YRF Configure kMode IEIne WRF per WRF Fange j

Figure 247.  Configure the Number of VPNs and VPN Parameters

Give a name and overwrite the configuration as depicted below.

a52-45BR-AR-Portl

i~ Save 'wizard Config, Eut Do Mat Generate on Parts
™ Generate and Append ta E xisting Configuration

" Generate and Ovenwrite Existing Configuration

f* Henerate and Overante Al Protocol Configurations
[taARMIMG - This will clear the interface configurations also]

Figure 248.  Save and Overwrite the Config
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Test Case: How to Test L3VPN Inter-AS Option C

2. Manually modify the wizard generated configuration. First, disable OSPF and LDP —
Inter-AS VPN does not require LDP or OSPF.

I:I|]|] Overview

O Ports
ﬁgi Chassis

b 9 Protocol Ineraces

~ D BGP/BGP+
-~ [ 10GE LAN - 001 Running

< ﬁ 3 Protocols

MPLS lMuIﬁcasi ]Can‘ierE‘Ihemet ].ﬂ.ccess l.ﬂ.mhenﬁcaﬁon lDaﬁ Center Bridging

l

FoutingSuitching
Port Description ‘ Port Link [ BGPBGP+ LCP ‘ MPLS QAR ‘MPLS-TP REWVP-
Qwwner —
1 : @ I rll r I
@ ~ r r r

(%]

Figure 249.  Disable All Unwanted Protocols

3. Now change the number of BGP peers to 2 from 1. The wizard only generated the BGP
peer for VRF route exchange, not the BGP between ASBR.

un
j Ports
ﬁ'ﬂ.ﬁ Chassis

Ty Protocols
» E4 Protocaol Interfaces

- BGP/BGP+
- ki - Running

~ b IPvd Peers

B PFvternal - 27 7 24
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Figure 250. Increase the Number of BGP Peers
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Test Case: How to Test L3VPN Inter-AS Option C

Change the two BGP peers to be External from Internal as generated by the wizard.
Select the BGP peer between the ASBR (P) routers as IS ASBR. Enter DUT IP for the
ASBR peer, and input the correct AS number per your test setup. Also enter 1 for No. of
MPLS RouteRanges for advertising PE loopback addresses with labels. Make sure the
Learned Routes Filters is enabled with Filter IPv4 MPLS for ASBR peer and Filter
IPv4 MPLS/VPN for the RR peer.

otocols ‘ Tester A5# for IBGP |1 Tester 4 byte A5 # for IBGP |1

| Protocol Interfaces

| BGP/BGP+
fz 10GE LAN - 001 Running
- &5 IPv4 Peers

lIP\rB Peers l Uzer Defin.... l Uzer Defin.... l Foute Fanges l Opague Ro.. ] hPLS Fout... WREF Ranges

~ Jy Extemal - 2.2.2.2-1 Enable Type ‘ Iz ASBR Interface Type | Interfaces ‘
Learned Routes £ = -
‘é RouteRa 1 Ird External I Protocol Interface Ueon-2.2.2 2132 - 23221 -1
= g ngheRan 2 ~ External ® Protocol Interface 202020224 - 23221 -1
<= MPLS RouteRange
b < VRF Ranges (135 Mo, of MPLS [Mo. of YRF
y RouteRanges| Ranges (£
<= L2 Site Range(s) Tumber of — 0 o
% BGP AD VPLS Ran Meighbors o
<= User Defined AFIf: 1 1114 D
External - 20.20.20.2- s
e ?Envﬁ L 2020201 Enable 4 Byte Fitter IP~4 | Fiter IPv4
ks :ﬁ;-G : LAN"ED' 052 - oo S MPLS | MPLSAVPN
H - nning 1 <
| Static L )
®. .
affic
+ L2-3 Traffic Itams 4l
= Traffic Ttem 1 NeighborM Flap I)-[ Ad\ranced‘l}\' [Learned Roukes Filkers Capabilities I:\' All Iﬂr

+ L2-3 Flow Groups

Figure 251. Manual Tweak on BGP Peers
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5. Goto RR peer and modify AS-PATH, Set NextHop, and NextHop value; and the

Test Case: How to Test L3VPN Inter-AS Option C

NextHop Mode as depicted in the following image.

P44 Peers ] User Defing.. l User Defing... ] Route Ranges l Opaue Rou... l MPLS Route... l fRF Ranges |WPN Route___ IPMSI Opagu...

To change nurber of Y¥PM Route Ranges, select "RF Ranges' tab, and enter humber in ‘Mo, of RouteR anges' field

RF Range E;?S';h A5-Path ;;Zﬂzp Set MextHop | MestHop IP Type hextHop MextHop Mode

¥  EET1; ] o (hitanually IPvd (2222 Y Fixed
! V¥  [EETH I~ Manually P4 2222 Fixed
i 2 BET 1; Ird hanually IPvd 22232 Fixed

™2 BET 1, I~ Manually P4 2222 Fixed
i Id EET 1; I Marzlly IPvd 2222 Fixed
i ™2 BET 1, I~ Manually P4 2222 Fixed
[ I BET 1; I Manually P4 22232 Fixed
i I~ BET 1, ~d Manually P4 2222 Fixed
I ™2 BET 1, I~ Manually P4 2222 Fixed
1] Id BET 1; Id hanually IPvd 2222 Fixed
1 I~ BET 1, ™3 Manually P4 2223 Fixed
2 I BET 1; I Maruzlly IPvd 2223 Fixed
3 I~ BET 1, I~ Manually P4 2223 Fixed
4 ™2 BET 1, I~ Manually P4 2223 Fixed
5 2 BET 1; Ird hanually IPvd 2223 Fixed
5 ™2 BET 1, I~ Manually P4 2223 Fixed
7 Id EET 1; I Marzlly IPvd 2223 Fixed
g ™2 BET 1, I~ Manually P4 2223 Fixed
9 I BET 1; I \Manually P4 2223 Fixed

Route Range }\.' Distinguizh }\' Label Space I}\' Packing , Flapping :_\Allribules }
Figure 252.
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Test Case: How to Test L3VPN Inter-AS Option C

Use the following tips to perform large scale configuration: to simulate 10 PE routers that
have advertised those 100 VPNSs. Click the NextHop header to highlight the entire column,
and then right click to select Increment By. Enter Step Size as 1, select Enable Repeat
Value check box, and enter value as 10. This configuration results in first 10 VPN to have
next hop as 2.2.2.2, and then the next 10 VPN to have next hop as 2.2.2.3, and so on.

NextHap Made | Erable | ... |Emsblelocal [, ..
Fixed
Fixed Enter Step Size [Integer, Hes or IP] @
Fixed
flew Route Range Or in IP farmat I o.o0.o0.1

Mew "End OFRIB® £\ onles: 123 = Intager, 04123 = Hex, 1.2 =1.2.0.0 IF
Delete

Copy -

Paste # times zame value is used <] q'IJL)

Increment

—Iv Enable Repeat Value

With "Fepeat Yalue'" enabled, the value in the first
zelected cell will be uzed far %' number of cell: and then

PEEETEE incremented by the step size.

Decrement By...
Same
Randanm # af rowes ko skip <)

~[ Enable Skip ¥alue

add AS Path Witk '_'Skip Walug'" en_al:nled, ' number of n::ells-_rn:nws will
Delete &5 Path be sk_u:upeg:l and then incremented by the step zize. Other
functionality remains the zame.

k. I Cancel

Figure 253. Flexible Increment By Options

add/Remaove Field

6. In the final step, change the MPLS route advertisement to match the PE router loopback.
A total of 10 PE routers are emulated. Thus, a total of 10 MPLS Routes are advertised
with labels.

» & External - 2.2.2.2-1

L External - 20.20.20

- db IFVT resis - s mee———.
Vo Feers

BGP 1D I 23.21.0. 2 ¥ Enable BGFID
ff 10GE LAN - 002 Running

Static Uzer Defing.... l User Define. .. l Foute Ranges l Opague Rou... H

WREF Ranges WP Route... l PRSI Ope

fic To change number of MPLS Route Ranges, select '|Pw4/IPvE Peers' tab, and enter number in ‘Mo, of MPLS RouteRanges' field

_2-3 Traffic Items s &
= Enable ‘ IP Type First Route ‘ Mask Width | Mask Width Ta Step ‘
st Traffic Item 1 Routes
2-3 Flow Groups d (O (2222 ] @& 32 QE') d

airments

Figure 254.  Advertise PE Loopbacks
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Test Case: How to Test L3VPN Inter-AS Option C

7. Start both BGP sessions and ensure that the control plane stats as well as the Learned
Info display correct info before proceeding with traffic.

O Ports [Pv4 MPLS Routes. 10
ﬁ‘i Chassis — Multicast WPM route tupe

& | PMSIAD O SPMSIAD O Leaf&D O Souce Active s D 8 C

() Protocols

» EP Protocol Interfaces Meightor
+ A BGP/BGP+
-~ [ 10GE LAN - 001 Running
v £ IPv4 Peers
b B, External - 2.2.2.2-1
~ o External - 20.20.20.2-

F Learned Routes
= RouteRanges

-é Opaque RouteRan
«é MPLS Rout=Range
<= VRF Ranges (L3 5i
-é L2 Site Range(s)
<= RGP AN WPIS Ran

Figure 255. ASBR Learned Loopbacks
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Test Case: How to Test L3VPN Inter-AS Option C

8. Once the control plane works as expected, it's time to build and send traffic. Launch the
traffic wizard and select the VRF routes for both Source and Destination. Keep One-
One mapping if the number of VRFs in each test port is symmetric. Otherwise, use
Traffic Group ID to avoid cross-talk — a technique well documented in the L3VPN test
case of this book. Make sure the “Max # of VPN Label Stack” is 2 (or 3). The traffic
wizard is equipped with intelligence to resolve the right amount of labels.

—— Traffic Iteny ——— —— Spurce / Destination Endpoints
Traffic Mame | Traffic Tkem 1 Traffic Group ID Filkers |Mone selected
Type of Traffic |IPv4 Source | All TR Drestination | | Al - L2
et esh > I |
w 10GE LAM - 001 = > D 10GE LAM - 001
Source(Dest.  |One - One b v BGP E v 10GE LAN - 002
Routes/Hosts  |One - One - v BiaP Peers 4 BGP
S hd BGP Peer Range - 2.2.2.2 - D Interfaces
LRllCECna v [#] BGP Neightor2.2.2.2-1.1.1.1
Allow Self-Destined vRF's L3 Sites
e B > WRF Range, A5 L3 Sites:100:1 (1)
& — & WRF Range, 45 L3 Sites: 100:2 (1)
WRF Range, AS L3 Sites: 100:3 (1)
@ o T & WRF Range, AS L3 Sites: 100:4 (1)
(= (=

>
>
>
> WRF Range, A5 L3 Sites:100:5 (1)
> YRF Range, AS L3 Sikes! 100:6 (1)
> WRF Range, AS L3 Sites: 100:7 (1)
3 WRF Range, A5 L3 Sites: 100:5 (1)
> WRF Range, AS L3 Sites:100:9 (1)
-~

[ WRE Ranne 4513 Skes 10010 (11 l
\r} {) % — Endpoint Sets
Mumber of hasts per Route 1 : ; a ; :
Encapsulation Source Endpoints | Destination Endpaints | Traffic Groups
¥ N. : EndpointSet-1
¥ Merge estination Ranges D i0Endponts  one seleced
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Gl e v Name: EndpointSet-2
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Max # of YPN Label Stack @

Figure 256.  Select Traffic End Points
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9.

Test Case: How to Test L3VPN Inter-AS Option C

In the Flow Tracking page, it's recommended using “MPLS Flow Descriptor”

ixN Advanced Traffic Wizard

4
@ Endpoints

@ Packet J oS
DE: Flow Group Setup

Frame Setup

Rate Setup
Flaws Tracking
Crynamic Fields

Presiew

V’ Yalidate

—— Track Flows by
Traffic Item
|:| Source)Dest Endpaink Pair
[] source/Dest Yalue Pair
[] source/Dest Port Pair

[] source Endpaink

[] Dest Endpaint

|:| Source Pork

|| Traffic Group ID

_| Frame Size

[] Flow Group

[] Ethernet I : Destination MAC Address
[] Ethernet I : Source MAC Address

[] Ethernet I : Ethernet-Type

[ Ethernet I ¢ PFC Queue

Figure 257.  Set Tracking Option
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Test Case: How to Test L3VPN Inter-AS Option C

10. In the Dynamic Fields page, keep the default Transport LSP Label Provider
Preference, and the Inter AS/Reigion LSP Label Provider Preference.

N Advanced Tralfic Yizard

@ Endpoints Dynamic Fields

— Dynamic Fields

Packet | QoS

gl

v D Dynaric Updates Enabling “Dvnamic Fields” allows IxMetwork ko update the o
packet fields on the Fly with the infarmation learned from pr
E}E: Flow Group Setup [] MPLS Label Yalues

Frarme Setup
Rate Setup

Flow Tracking

Signaling

Dynamic Fields Protocols

WBOR

B Preview

WA walidate

[

= Transport LSP Label Provider Preference —

REYP IOne vI
Basic LDP ITwo 'I
= Inter AS/Region LSP Label Provider Preferen:

BGP (RFC 3107) |o|-.e v[
Targeted LDP ITwo 'I

—— LISP RLOC Ordinal ¥alue Preference

For out of bound walue

Crdinal Yalue RLOC will be used

Figure 258.  Default Label Preference List
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Test Case: How to Test L3VPN Inter-AS Option C

11. Finish the traffic wizard and go to flow editor to manually examine generated packets to
ensure they contain 2 labels with the outer label from ASBR advertisement, and the

inner from RR advertisement.

ﬁ Flow Group Editor |
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== Source MAC Address
== Ethernet-Type
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Figure 259.
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Test Case: How to Test L3VPN Inter-AS Option C

12. The configuration of the second test port to emulate regular L3VPN PE router is fairly
straightforward and need no extra description. Refer to L3VPN test case for example
configuration. The difference between a PE in a regular L3VPN case and a PE in an
L3VPN environment with RR that connects to another AS, and an ASBR to advertise

and receive PE loopback addresses is that the regular PE router not only receives VRF
route advertisement, but also the PE loopback with labels from the other AS. In building

traffic as an ingress PE, it must build the label stack according to following sequence:
Outer label from LDP or RSVP-TE, middle label from RR advertised as MPLS routes

and inner label from RR as VRF routes. This can be easily verified from the flow editor:

xN Flow Group Editor

g Properties
L Lkl

Packet Editor
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Figure 260.  Verify Label Binding on The Other Test Port
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Test Variables

Test Case: How to Test L3VPN Inter-AS Option C

Consider the following variables to add in the test to make the overall test plan better.

Performance
Variable

Description

The number of PE
routers and the
number of VPNs in
the AS2 emulated by
Ixia test port 1

Functionality and scalability are two different test types. It is common
practice to ensure functionality working before expanding the test
config for scalability test. Two most obvious dimensions one can
scale the test into is the number of PE routers and the total number
of VPNs emulated by Ixia test port in AS2. This stretches not only
the control plane but also the data plane.

The number of PE or
CE routes in the AS1,
collocated with DUT
as ASBR

To fully stretch the DUT, scale the test not only from another AS, but
also the number of PE or CE routers in the same AS as the DUT. In

the case of CE emulation by Ixia, DUT performs the label binding for
up to three labels and the more of VPN routes, the more stressful to

the DUT.

Bidirectional traffic
with various frame
size and rate;
optionally running
RFC 2544
methodology to cycle
thru packet sizes and
auto find the
maximum
throughput/latency

Traffic is also important to test inter-AS options. Due to extra label
encapsulation/de-capsulation, throughout and latency do matter to
inter-AS traffic, in addition to frame size and traffic rate.

Conclusions

Ixia’s IxXNetwork offers the comprehensive test solution for all Inter-AS options (A, B, and C), not
only from control plane perspective, but also from the data plane. The control plane emulation
offers full scalability in terms of emulated number PEs, VRFs, CEs; and the data plane auto
resolve the needed MPLS labels, up to three labels. The traffic auto resolution without user
intervention is the attractive feature of the test solution, which makes Inter-AS VPN testing
extremely easy and scalable.
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Introduction to Seamless MPLS

Introduction to Seamless MPLS

MPLS as an established and well known technology is widely deployed in today's core and
aggregation/metro area networks. Many metro area networks are already based on MPLS
delivering Ethernet services to residential and business customers. Until now, those
deployments are usually done in different domains; for example, core and metro area networks
are handled as separate MPLS domains.

Seamless MPLS extends the core domain and integrates aggregation and access domains into
a single MPLS domain (Seamless MPLS). This enables a very flexible deployment of an end to
end service delivery. In order to obtain a highly scalable architecture, Seamless MPLS takes
into account that typical access devices (DSLAMs, MSAN) are lacking some advanced MPLS
features, and may have more scalability limitations. Hence access devices are kept as simple
as possible.

Below is a diagram that illustrates how an inter-regional VPLS is made possible with the labeled
BGP (RFC 3107) session between Area Border Routers (ABR), and between ABR and PE
routers in its own OSPF area.

The entire network is composed of three subnetworks each located in different geographic
area/administrative zone. The ultimate goal is to bridge VPLS services in area 1 to the same
VPLS services in area 2, across the core network which belongs to a total different area. The
key to glue all these together is the labeled BGP, which sometimes is also known as
infrastructure BGP as defined by RFC 3107.

If we denote an RFC 3107 BGP NLRI route to destination D with label L and next-hop N as [D,
L, N], we can look at how the route, label, and next-hop are exchanged from Area 1 to Area 2
(Left to Right in below picture). PE1 advertises its own loopback with label 3 and next-hop self
[PEL, 3, PE1] to ABR1 through the iBGP session within Area 1. ABR1 then advertises PE1
loopback with its own label L12’ and next-hop ABR1 [PE1, L12’, ABR1] to ABR2 through a
separate iBGP session between ABR1 and ABR2, which are located in the same area (Area 0).
ABR2 needs to further advertise the PE1 loopback with new label L11’ and next-hop ABR2
[PE1, L11’, ABR2] to PE2 in Area 2 through yet another BGP peer. In parallel, both PE1 and
PE2 advertise VPLS instances with the Router Reflector sitting in Area 0 through a totally
different BGP session (iBGP or eBGP). VPLS instances advertised by PE1 and PE2 carry PE1
and PE2 as its next-hop respectively. With that, PE2 has all the information needed to forward
traffic source from VPLS instances served by itself and destined to the VPLS instances served
by remote PE1. The label resolution process works as follows:

1. VPLS instances label is learned from RR with the next-hop as PE1

2. Toreach PEL, PE 2 searches its learned database and finds an entry [PE1, L11’, ABR2].
This indicates that L11” must be placed before VPLS label, and more importantly, it must
continue searching for how to get to next-hop ABR2.
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Introduction to Seamless MPLS

To reach ABR2, PE2 found an LDP label association with ABR2 [ABR2, L2’] advertised
through basic LDP with transport address as ABR2. PE2 hits the very bottom of label
resolution process as the next-hop is itself and there is no need to continue with the label
resolution.

PE2 then encapsulates the VPLS traffic with [L2’, L11°, LO’] from outer to inner order.

Once traffic reaches ABR2, IASBR2 repeats the same label resolution process as done in
PE2. The VPLS instance label is intact, but its next-hop PE1 must be re-looked up in
ABRZ2’s learned database. It found [PE1, L12’, ABR1] entry for reaching PE1, therefore it
puts L12’ before L0’ and continues to search how to get to ABR1. It then uses the learned
LDP or RSVP-TE label to move packets from ABR2 to ABR1.

When ABR1 receives the traffic from ABR2, it also performs the same label resolution
process: pop up both transport labels and keep the VPLS instance label; find out what is
the label to reach next-hop PE1; and who is the next-hop to PEL1.

When traffic finally reaches PE1, PE1 uses the VPLS instance label to distribute the traffic to
the right CE router.

The same process is performed in parallel in the other direction from PE1 to PE2.

I-BGP session advertising VPLS NRLI (LO)
+«—————— |-BGP session advertising PE2 label using RFC 3107 (L1)
«—————— Basic LDP session advertising PE2 label (L2)

3107-iBGP I-BGP

\VPLSA1, L0
— [VPLS-1,L0]

=

L-LDP

= [ABR2, 2] —
- Soth — PE212)
3107-1BGP 3107-IBGP
[PE1, L11', ABR2] ———»
[PE1, 3,PE1] — +—— [PE2, 3, PE2]
4 [PE2, L11, ABR1]
Let’s denote a 3107 VPLS traffic label stack (RX) —
BGP NLRI route to <L2 (outer), L1, LO>
D with label L and VPLS traffic label stack (TX)
Next-Hop as [D, L, N] _ <L2’ (outer), L11’, LO>

Figure 261. Seamless MPLS Topology — How Does It Work?

Relevant Standards

Seamless MPLS Architecture: draft-ietf-mpls-seamless-mpls-01

Carrying Label Information in BGP-4: RFC 3107
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Test Case: Testing Seamless MPLS with Scalability

Test Case: Testing Seamless MPLS with Scalability

Overview

The labeled BGP based on RFC 3107 provides the fastening for end to end or seamless MPLS
services. The introduction section has provided detailed description about the seamless MPLS,
and how it works in a real setup. Here, we focus on how to configure the IxNetwork to perform
the functional as well as scalability test. You can apply the same idea to other type of MPLS
services in crossing different service provider domains.

Objective

The objective is to set up IXNetwork to perform seamless MPLS functionality and scalability test.
An example is provided explaining the configuration.

Setup

Two or more Ixia test ports are required in order to test seamless MPLS with end to end traffic.
Each test port emulates a number of P/PE routers (and all the CE routers and VPLS instances
behind). The PE routers exchange VPLS info with the RR played by a real DUT. The RR can be
in the same AS or different. The P router exchanges the 3107 labeled BGP routes with the DUT
ABR. Bidirectional traffic is sent and verified.

Figure 262. Seamless MPLS Test Setup
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Test Case: Testing Seamless MPLS with Scalability

Step-by-Step Instructions

1. Launch the L2VPN/VPLS protocol wizard and perform the tasks as depicted in the

following images as example configuration.

Configure one test port at a time for flexibility

Ixia Port

L25lhe

L2 Sita

L2 Sibe

L2 Sihe

Ixia Port
1222032
PE L2 Site
DUT Loophadk IP Addr. .
-
141152 \p-iBGH
LOP P L2 §ite

#CE Ports = )

elect Port[z] for *Wizard Configuration

= B

02030124
20.30.20 2624

L2 Site
#FEs = 10 #L2 Sies,/FE = 1000

WFrovidar Ports =

#* Connecied Inferfc

Cugtizzer F‘r;‘-;-';:;er Paort Description
r ¥ 10GE LAR - 001 - LARANARN HFP
! r r 10GE LAR - 002 - LARNANAN HFP
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Test Case: Testing Seamless MPLS with Scalability

Select MP-iBPG as the L2VPN signaling protocol. This is the BGP based VPLS, also
known as Kompella draft. Set the OSPF options accordingly.

Inizrement By I

™| Fepeat WILAH Across Ports [T Use SameWLAN for & Emulated Fouters

—Iv Enable P Routers

Mumnber of P R outers |1 -
Starting Subnet Between P and PE I'I 1.1.1.0424 =g
"-““‘

|GP Frotocal IEISF'F j Ophions
MPLS Protocol |LoP ~| _/Dptions L~
L2%PM Signaling Protocol l MP-BGP b ™~
PE=
F Router IP Address I2EI.2EI.2EI.2.-"24 —
05PF Options i

DUT IP Address |

Irnerement Per Fouter | Mrea D l |1 IEI_I:I_EI_1| | |
ID'D'-I = I Metwark Type IF':::int-F'u:uint | |
[T Continuous Increment Across Parts PE Router[s) Area ISame fres be P j
" Enahle BFD Authentication

Made [ il =l

Pazsword/MD5 Key I MDE ey (D I

Figure 264.  Configure P Router
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Test Case: Testing Seamless MPLS with Scalability

For example, configure 10 PEs behind the single P router. These PE routers are the
next-hop address for the VPLS instances advertised to the RR.

PE Router(s]
Murmber of PE Routers Connected to the P Router I
&5 Murnber 100
Erulated PE Loopback Address Increment Per Rauter
|2.2.2.2£32 |n.n.n.1

[nizrement Per Park
I [T | Continuous Increment &crozs Farts

DUT Loopback IP Address Increment Per Bouter
|1.1.1.1;32 |n.n.n.1|

[nizrement Per Park

I [T Continuous |nerement Acioss Paorts

[ Use Route Reflector

MHurber of Route Reflectors I

Raoute Reflectar [P Address |nzrement By

Figure 265.  Configure PE Router
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Test Case: Testing Seamless MPLS with Scalability

For example, configure 100 VPLS instances behind each PE. These VPLS instances
repeat behind each of the 10 PEs creating 10 unique sites for each of the VPLS
instances. Set the VE ID, as well as the label block size and offset according to your
DUT setup.

-BGPYPLS Instances (WEM]
WPMs Traffic [0 Mame Prefiz I v uuato Prefis

Route Distinguizher I Step I v Use Route Tanget
Route Target |[1 oo:1] Step I[EH]

MHurmber of WFHz Per PE Router I 100 Tatal Humber of Emulated L2 Sites I
L2 Site MTL 1,500
L2 Site Canfigurs Mode |12 Sites Per L2 Site Range ¥ |
— DT Side
Start L2 Site [D |'| Increment SiteAYE 1D per WPN |'|
—lxia Side
Start L2 Site 1D I'I Increment SiteE 1D per PE IEI
[T Repeat Site/VE ID per VR Incremment Site 1D per WEN |1

Label Blocks Per Site

-Per Label Block

I'I—
Label Start % alue I'I G Label Block Offzet
Murnber of Labels |5EI Block Offzet Step

Figure 266.  Configure VPLS Instances and Parameters

1]
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Test Case: Testing Seamless MPLS with Scalability

Set a few MAC addresses for traffic purpose

~ MACALAN
[Mo OF MAC Address Per Site R E
Total Number OF MAC Addresses PervPLS |
Starting PE MAC Address |DD 000001 00 o
Starting CE MAC Address |00 00 00 0107 DO
Digtribute MALC Addreszs
— Enable WLaN
Mumnber of WLAN Headers I— Increment Mode IF'arallel Increment j
¥ SkipWiDi=0
poston | vuanp | Feve i | Rapetacoss
1 100 r r

Figure 267.  Configure MAC Address for VPLS Traffic

Give a name of the configuration and configure the test port

i~ Save 'Wizard Config, But Do Mat Generate on Parts

™ Generate and &ppend ta E sisting Configuration

" Generate and Ovenarite Existing Configuration

* Generate and Ovenarite Al Protocol Configurations
[taARMIMG : This will clear the interface configurations also

Figure 268.  Save and Overwrite Config
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Test Case: Testing Seamless MPLS with Scalability

OSPF area.

Refer to the following images for specific changes.

4.

u”u IVE VIS

MPLS ‘Muﬂjcast ] Cartier Ethermet l Access ] Authentication l Data Certer Bridging

Clear the LDP check box, and, if necessary, the OSPF generated by the wizard.

Similarly, configure the test port2, with needed changes such as IP addresses, and

Customize the wizard generated configuration to suite seamless MPLS requirements.

:3 Ports Fouting/Switching ] ni
B
g Chassis Port Description O'E:er Link | BGPEGP+ | LDP | MPLS OAM | MPLE-TP|RSYP-TE
1 @ g r r r r
g i: Protocols 2 e ~ DI r r 1
» 6_:; Protocol Interfaces  —
~ 9 BGP/BGP+
» [E 10GELAN - 001
» [E 10GELAN - 002
b 6 Static
Figure 269. Disable Unwanted Protocols
5. Change the total number of BGP peers from 10 to 11, because of the RFC 3107
session.
jj Overvi € . {2 €D Protocols » R BGP/BGP+
[| WETWISW
:3 Ports Diagrarm ~ Porls ‘IP\M Peers IPwE Peers Uzer Defin... Uzer Defin... Foute Ranges ] Opague Fo.. l MFL
ﬁ!ﬁ Chassis Part Protocol State Mumber of Pvd Peers )
B Protocols ; 11
3 @ Protocol Interfaces
B &8 BGP/BGP+
» FE 10GE LAN - 001
» [§ 10GELAN - DD2
v EQ Static
Figure 270.  Change Totoal Number of BGP Peers
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Test Case: Testing Seamless MPLS with Scalability

6. Change the RFC 3107 session to External and make sure you select Is ASBR check

box.
] € . {2} R Protocols » D) BGP/BGP+
‘erview
s Diagratm l Port:  IPw4 Peers IIP\rB Peers l User Defin... l User Defin.... ] RouteRanges l Cpague Ro... l MPLS Rout... WRF Rang
Chassis
i Fort ‘ Enahle Type ‘ Iz ASER ‘ Interface Type ‘ Interfaces
Jocols 1 I Internal Ird Protocol Interface Ucon-2.2.2. 2032 - 23:221 -1
Protocol Interfaces 2 I Irternal I Protocol Interface Ucon-2.2.2.3032 - 2321 - 2
BGP[BGP+ 3 I Internal Ird Protocol Interface Ucon-2.2.2.4/32 - 23:221 - 3
W 4 I Internal Icd Protocal Interface Ucon-2.2 2.5/32 - 2322 - 4
EE 10GE LAN - 002 5 W Irternal I Protocol Interface Ucon-2.2 2632 - 2321 -5
Static ] I Internal Ird Protocol Interface Ucon-2.2.2.7/32 - 23221 -6
7 I Internal Ird Protocol Interface Ucon-2.2.2.8/32 - 23221 - 7
sffic g I Irternal I Protocol Interface Ucon-2.2.2.9732 - 23:21 -8
L2-3 Traffic Items 9 W Internal 2 Protocol Interface Ucon-2.2.210/32 - 23:221 -9
o Traffic Ttem 1 10 z Internal Ird Protocol Interface Ucon-2.2.2.11/32 - 2.3:221 -0
11 [ [ External '| p Protocol Interface 2020202024 - 23221 -1
L2-3 Flow Groups 12 v ternal W Protocal Interface Uoond 411752 - 25222 - 1
. 13 I Internal Ird Protocol Interface Ucon-1.4.4.2032 - 23:222 - 2
Ipairments 14 " Irtermial v Protocol Interface Ucon-1.1.1.3082 - 23222 - 3
15 W Internal 2 Protocol Interface Ugon-1.1.1.4/32 - 23:222 - 4
lickTests 16 I Internal ~ Protocol Interface Ucon-1.1.1.5/32 - 23222 - 5
17 W Irternal I Protocol Interface eon-1.1.1 6/32 - 23:222 -6
ptures 41;!' = It semal -~ Dvrdeamal Inbarfana lean 444 7029 929097 7
Neighbor]A Flap P\' Advanced I}\.' Learned Routes Filkers P\' Capabilities I}\.' All l/r

Figure 271.  Change the Labeled BGP Peer to External and Enable Is ASBR Option

7. Change the peer IP address, and change No. of MPLS RouteRanges to 1 as depicted.

€ . {3} D Protocols » F]) BGP/BGP+

Overview
Ports Diagram l Ports  IPv4 Peers lIP\tB Peers ] User Defin... l User Defin... l Route Ranges l Oparue Ro... l MPLS Rout... l VRF Ranges l WPt
ﬁiﬁ Chassis Mumber of Enable
Local IP | 1 ‘ DUT IP MesxtHaop (Optional) Mo of MPLS (Mo, of WRF | MNo.of L2 [Ro
Neighbors MextHaop RouteRanges| Ranges |Sites Ranges| v
Protocols 1 1 1411 r o a 1
£ Protocol Interfaces 2 1 1112 I i} 0 1
i-g-} BGP/BGP+ 3 1 1113 0 1] i} 1
» [E 10GELaN-001 || 1 1114 r a i ;
» [ 10GELaN-002 |5 1 1115 r a i f
P Static 5 1 1116 r a b f
7 1 1147 I i} il 1
Traffic 8 1 1118 Il i} il 1
¢ L2-3 Traffic Irems 9 1 1119 r 0 0 1
ot Traffic Ttem 1 10 1 14440 r o i i
11 1 (2020207 r @) i i
¢ L2-3 Flow Groups 12 ] “ooo r z 0 ;
. 13 1 2223 0 i} 0 1
Impairments 14 1 2224 r a i 1
15 1 2225 - i} il 1
QuickTests 16 1 2236 r o f ]
17 1 2227 I i} il 1
Captures 13 1 EEEY) [ o o 4
4
&eiqhbor A Flap ) Advanced § Learmed Routes Fiters § Capabilities # &l

Figure 272. Change BGP Destination Addr and Add 1 MPLS Range
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Test Case: Testing Seamless MPLS with Scalability

8. Select the Filter IPv4 MPLS check box to allow Learned Routes to be stored for traffic

label binding.
Overview € {3} 3 Protocols » (3 BGR(BGP+
Ports Diagrarm l Ports  IPw4 Peers IIPVE Peers l Lzer Defin... l User Defin... l Foute Fanges l Cpague Ro... l MPL
Chassi = = = = - -
a
Pratocols 1 r r r r = 57
¢ Protocol Interfaces 2 r r r r - &
1) BGP/BGP+ E r r N Y S I
» [E 10GE LAN - 001 4 r r r r r &
» [E 10GE LAN - 002 5 r r r r r &
P static 6 r r r r E &
7 C C Y O ¥
Traffic ) r r r r r v
= 12-3 Traffic Ttems 9 r r r r r [
¢ Traffic Ttem 1 11':' F F F r F E
¢ L2-3 Flow Groups 12 r r - (p - w
i = C C [ T e Y ~
Impairments 14 r r r r r "
- L C r r r r 2
QuickTests 15 r r r r r 4
- C C o O B 4
Captures 13 r r - = = =
A — Ly — — — [rwrd
Meighbor l)\Flap )\F\dvanced )\Learned Routes Filters A Capabilities )\F\ll {r

Figure 273.  Enable MPLS Route Filter to Store Learned Labels

9. Modify the MPLS Route Ranges to advertise a total of 10 PE loopbacks. Optionally,
modify the start MPLS label value.

€ . {3} B Protocols » B BGP/BGP+

[l Overview
3 Ports Diagrarm l Ports ] IPvd Peers l Pk Peers l Uzer Defin... l Uzer Defin... l Foute Ranges Opague Ro..

ﬁ!ﬁ Chassis Ta change number of MPLS Route Ranges, select IPw4/IPvE Peers' tab, and enter number in ‘Mo, of MPLS RouteR anges' field
3 Protocols Meighbar Enable | IP Type ‘ First Route | Mask Wicth | Mask \Width Ta NL&”;E’:;?

FR Rt acolling=rimcss 7 P 2222 = = 10
L% E_G"J-LZEEN o1 2 [ 1141 2 32 10
v -

» fE 10GE LAN - D02

@ Static

Figure 274.  Configure Advertised Loopbacks
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Test Case: Testing Seamless MPLS with Scalability

10. Select the Expose Each L2Site as Traffic Endpoint check box for traffic end point

selection.
) £ 54 Protocols + £33 BGP/BGP+
|]|] Overview ﬁ = =
i
Diagram l Parts l IPyd Peers ] WPN Route... l P! Opa... l BGF A0 V... | L2 Site Ra.. lLaheI Bloc... l Mac Addre. | VRF Rang
- @
ﬁ!ﬁ Chassis To change number of L2 Sites, se
— Distinguizh IP Disti|Mumber of Label Blocks Enable Enable Exposze Each L25ite & Azsigned Mul
~ 3 Protocols Address ‘ Ing Per LoSite e ‘ BFD WCCY ‘ YCCV Ping Tratfic Endgoint _ncrement
» R Protocol Interfaces 7 7 7,500 r r "
- 2 11500 r r [~
! AN - 001 = 1 1500 r r ¥
v B .1DGE LAN - 002 7 1 1,500 r r Icd
b €D Static 5 1 1,500 r r I
3 11500 r r [~
- o¢ Traffic = 1 1,500 r r ~
+ ¢ L2-3 Traffic tems B 1 1,500 r r ¥
¢ Traffic Ttem 1 9 11,500 r r Ird
¢ L2-3 Flow Groups 1a 11,500 r r v
11 11,500 r r ¥
7, Impairments 12 11,500 r r [
£ 13 1 15m r r [
1) QuickTests 14 1ot B r ~
15 11,500 r r ¥
S Captures 1‘5 11500 r r [~

Figure 275.  Expose Configured MAC to Traffic Endpoints

11. Start BGP protocols and make sure the Learned Info displays correct information.

BGP peers must be functioning.

BGF Statistics Port CPU Statistics BGP Aggregated Statistics
Skat Mame Sess, Configured |Sess, Up Session Flap Count | Idle Skake Col
b1 10.200.134.42)Card0S/Portol 11 11 1
2z [10.200.134, 42/ Card0s/Pork0z 11 11 0

Figure 276. BGP Running Stats
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Test Case: Testing Seamless MPLS with Scalability

The external peer (RFC 3107) shows learned far end PE loopback with MPLS labels.

- Protocols BGP/BGP+ = 10GE LAN - 001 Runnin IPv4 Pes
oy Cverview L e B € EGP/ = a b g

O Ports |Pvd4 MPLS Routes. 10

ﬁ!ﬁ Chassis — Multicazt WM route type
& [-PM5IAD © SPMSIAD € Leaf&D € Source Active 40 € C-Multicast

(5%} Protocols

b @j Protocol Interfaces
~ (D BGPR(EGP+
+ [E 10GE LAN - 001 Runming
~ £, IPv4 Pesrs
Y dqtl Internal - 2.2.2.2-1
dutl Internal - 2.2.2.3-1
dqtl Internal - 2.2.2.4-1
dutl Internal - 2,2.2.5-1
dqtl Intemnal - 2.2.2.6-1
dutl Internal - 2.2.2.7-1
ﬁl Internal - 2.2.2.8-1
dutl Internal - 2.2.2.5-1
d% Internal - 2.2.2.10-1
dutl Internal - 2.2.2.11-1
- d% External - 20.20.20.2
lE Learned Route
: ROUTERangeEs
cé Opaque RouteRa
MPLS RouteRang
== WRF Rannes 13

Figure 277. Labeled BGP Learned Loopbacks

Meighkbor

=D~ @ | & L ha| =

o

r T T ¥ T W F W W

J

IPvd MPLS [/

Each of the internal BGP peers show the learned VPLS instance with label block

information.
) « & {3} @ Protocols » P BGP(BGP+ » FE 10GE LAN - 001 Running » 3, IPv4 Peers | 2, Intern
|:|[||] Overview -
0 Ports WPLS Routes. 100
ﬁiﬁ Chassis — Multicazt VPN route type
& |PMEI A0 & SPMEIAD © LeafaD € Soucedctive 4D 8 C-hulticast
(2] Protocols
’ g ;s:;;‘;‘;:mﬁam Neighbor D
-
-+ [E 10GE LAN - 001 Running 1
+ £ IPv4 Peers 2
B Inte 3
fprL0 =
: 5
<= Opaque RouteRa 6
£ MPLS RouteRang 7
<= VRFRanges (13 _ | |B
b <= L2 Sitz Range(s)| | |2
<< BGP AD VPLS Ra 10
é User Defined AFT 11
b 5 Internal - 2.2.2.3-1 12
b S Internal - 2.2.2.4-1 13
» £ Internal - 2,2.2.5-1 14
v S Intemal - 2.2.2.5-1 15
: L 16
b gL Internal - 2.2.2.7-1 .

Figure 278. Learned VPLS Instances

PN 915-2602-01 Rev | June 2014 283



Test Case: Testing Seamless MPLS with Scalability

12. Start traffic wizard.

13. Select Etherent/VLAN as Type of Traffic (we are dealing with VPLS), and then select
BGP peers as both source and destiantion. You can expand to see the details of traffic
end points that must correspond to the MAC address defined through VPLS wizard. Also
make sure the Max # of VPN Label Stack is set as 2 (we are dealing with cross reginal
VPN, so transport label is not needed).

=N Advanced Traffic Wizard

B =

= Traffic Item —— Source / Destination Endpoi

Packet | Qos

1]

Traffic Mame | Traffic Item 1 Traffic Group ID Filkers | Mone selected

Q % Flow Group Setup X 1
E: Type of Traffid | Ethernet/YLAN Sairead|f Al ME 2 Destination | | Al v

B e s — rameriess — | > DT - | > ¢ EETE
~ [#] 10GE Lan - 001 > [] 10GE LaN - 001
@ Rate Setup SourcefDest,  |One - One x v EGFP v 10GE LAM - 002
é Flow Tracking RoutesfHosts  |One - One - BGP Peers v BGP
s hd BGP Peer Range - 2.2.2.2 vGP Peers
= Dynamic Fildl BBl + [¥] BGP Neighbor2.2.2.2-1,1.1.1 « [¥] BGP Pesr R
@9_ Allow Self-Destined w WRF's L2 Site Range(s) 4 > BiGF Me
E"'_ Preview i —_ v [¥] ¥RF, L2 Site Range AS 100 1, Td: 1., |~ v [v] BGP Peer R
& ————y & > MAC Address Range > BGP Me
7 validate > [¥] BGP Peer Range - 2,2.2.3 v [v] BGP Peer R
@ e & » [¥] BGP Peer Range - 2.2.2.4 » [¥] BaP He
o o » [v] BGP Peer Range - 2.2.2.5 » [v] BGP Peer R
» [¥] BEP Peer Range - 2.2.2.6 » [v] BGP Peer B
» [#] BEP Peer Range - 2.2.2.7 » [¥] BGP Peer B
» [¥] BGP Peer Range - 2.2.2.8 » [v] BGP Peer R
» [#] BEP Peer Range - 2.2.2.9 » [¥] BGP Peer B
5 [ RSP Pesr Ranns -2 2 2 10 ol 5 [ RisP Pesr B
B v %—[‘,"Sets
Mumber of hosts per Route 1 2 7 SR 7 7
Encapsulation Source Endpoints | Destination Endpaints | Traffic Groups
| Merge Destination Ranges i illameEndnontaetsl _
\L}l;lilh:dcl‘;rghsl:eosptlon to test overlapping  Mame: EndpointSet-2

2 <Mew <Mew <Mew Mone selected
[ Max # of VPN Label Stack 2 J

Figure 279.  Select Traffic Endpoints
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Test Case: Testing Seamless MPLS with Scalability

14. Select MPLS Flow Description as tracking option. It provides the most comprehensive
description about an MPLS flow.

MPLS Flow Descripkar
Bi5P wPLS-Router 2,2,2,2-RT 100: 1-Local WESSITE ID 1-Remote WE/SITE ID 1
BiGP WPLS-Router 2,2.2,2-RT 100:1-Local WESSITE ID 1-Remote WESSITE ID 2
BiSP wPLS-Router 2,2,2,2-RT 100: 1-Local VESSITE ID 1 -Remote WEJSITE ID 3

=N Advanced Traffic Wizard
@ Endpoints Flow Tracking

—— Track Flows by —_

Packet f Qo3 TrafFic Ttem
I:l Source/Dest Endpaink Pair

I::PE.: Flow Group Setup |:| SourcefDest Yalue Pair
[] source/Dest Port Pair
[ source Endpaint
[] Dest Endpoint
|:| Source Pork
[] Traffic Group ID

F‘LS Flaws Descriptar
_| Frame Size
on| [] Flow Group
Preview [] Ethernet II : Destination MAC Address
: [] Ethernet I : Source MAC Address
[ Ethermet 11 ¢ Ethernet-Type
|:| Ethernet IT : PFC Queue
[] MPLS : Label value
[] MPLS : Label value(1)
[ ] MPLS ¢ Label Yalue(2) -

&l

Frame Setup

Figure 280.  Select Tracking Option
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Test Case: Testing Seamless MPLS with Scalability

15. Preserve the default value for Inter-AS/Regional LSP Label Provider Preference.

N Advanced Traffic Wizard

@ Endpoints Dynamic Fields

—— Dynamic Fields
Packet | Qo3

a

v D Dynamic Updates Enabling "Dynamic Fields” allows IxMetwark to update the correspon
packet Figlds on the fly with the information learned From protocals
E}E: Flow Graup Setup (] MPLS Label values

namic

Frame Setup Sis Labe Stream Lebel Lebel
GFDLTD 200 20D

Rate Setup

Flow Tracking

Signaling
Protocols

—— Transport LSP Label Provider Preference

RSP One =~

Easic LDP Twia -

= Inter AS/Region LSP Label Provider Preference
BGP (RFC 3107) |Cne il

Targeted LDP Two -

= LISP RLOC Ordinal ¥alue Preference

For out of bound walue last av.

Crdinal Value d RLOC will be used

Figure 281.  Default Label Preference List
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Test Case: Testing Seamless MPLS with Scalability

16. When complete, verify the MPLS label binding using flow editor. It clearly indicates two
MPLS labels being used, and they correspond to the RFC 3107 learned info as well as
the VPLS learned info.

I:'N Flow Group Editor

Properties
' BRI & %% B Feldooke -
hame Walue
~ B8 Frame length: B04

v |5 Ethernet II
v B3 Ethernet Header

Packet Editor

g8

== [estination MAC Address [List] 00:00:37:b7:9b:92
== Source MAC Address [List] 00:00;37: b6 9b:6d
Ethernet-Type SAUTO > 028847
~ B MALS Label
== | abel Value
== MPLS Exp g

== Eottom of Stack Bit <AUTC=0
== Time To Live &4

4
el
3
tn

~ B MPLS Label
Fetralue
== MPLS Exp 0
== Eottom of Stack Bit SALTO= 1
== Time To Live &4

v [ Ethernet IT without FCS
~ B3 Ethernet Header

== [estination MAC Address [List] 00:00:00:01:00:00
== Source MAC Address [List] 00:00:00:01:00:00
== Ethernet-Type <AUT O > 0x0500

I ——

Figure 282.  Packet Editor View of Generated Traffic

17. Send the traffic and adjust the rate and frame size as needed.

Result Analysis
All BGP peer must result in correct learned RFC 3107 and VPLS information.

Traffic contains two labels only. The outer label originates from labeled BGP peer, and the
inner label originates from VPLS instances.

Traffic is sent end to end without loss.
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Test Case: Testing Seamless MPLS with Scalability

Test Variables

Consider the following of variables to add in the test to make the overall test plan better.

Performance
Variable

Description

The number of PE
routers and the
number of VPLS
instances in the two
OSPF areas

Functionality and scalability are two different test types. It is common
practice to ensure functionality working before expanding the test
configuration for scalability test. Two most obvious dimensions one
can scale the test into is the number of PE routers and the total
number VPLS instances emulated by both Ixia test ports. This
stretches not only the control plane, but also the data plane.

Bidirectional traffic
with various frame
size and rate;
optionally running
RFC 2544
methodology to cycle
thru packet sizes and
auto find the
maximum
throughput/latency

Traffic is also important to test seamless MPLS. Due to extra label
encapsulation/de-capsulation, throughout and latency do matter to
end to end MPLS applications, in addition to frame size and traffic
rate.

Conclusions

IXNetowrk can handle seamless MPLS testing with relative ease. You can test both control
plane and data plane with scalability. RFC 3107 labeled BGP peer provides the glue for bridging
VPLS (and many other types of VPN) across different regions or ASes.
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Introduction to H-L3VPN (t-LDP over RSVP-TE)

Introduction to H-L3VPN (t-LDP over RSVP-TE)

Today, an L3VPN MPLS network of reasonable size consists of around 500 Provider Edge (PE)
routers at the access/aggregation, while about 60-70 Provider (P) Routers at the core. A full
mesh of tunnels between all PE router pairs is required in order to achieve any-to-any L3VPN
connectivity to serve VPN customers that connect to any of the PE routers. A flat network, if so
designed, consisting of full mesh among all 500 PE routers creates almost 250K tunnels. This
becomes prohibitive for network operation and management, and moreover it is tough to
troubleshoot when application does not respond. Therefore, some level of hierarchy is strongly
desired. Additionally, RSVP-TE is preferred in an MPLS network due to its ability for traffic
engineering and its resiliency due to Fast Reroute in the presence of failure. It is difficult to
establish and maintain 250K tunnels in a network, because, RSVP-TE is a resource intensive
protocol. On the other hand, LDP is much simpler protocol and far less CPU intensive; however,
it does not have any traffic engineering capability — traffic going through LDP tunnels are treated
as best-effort.

To reduce the overall number of RSVP-TE tunnels and increase network scalability, it is
common practice to run RSVP-TE only on selected routers, such as those core P routers that
need strong traffic engineering features. In between those large numbers of PE routers at the
edge and the P routers in the core, LDP is used. This approach will preserve the best of both
worlds.

Between PE and P:

Between P and P:
LDP Basic OSPF

RSYP-TE
Between PE and PE or RR: Targeted LDP
MP-IBGP

Figure 283. H-L3VPN Explained
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Introduction to H-L3VPN (t-LDP over RSVP-TE)

The above diagram illustrates tiered network architecture. In the edge, there are many PE
routers that speak OSPF/ISIS and basic LDP for MPLS tunnel. The VPN VRF is built and
maintained through MP-iBPG typically between PE routers and a core P router that acts as
Router Reflector (RR). In the core, all P routers speak OSPF/ISIS and RSVP-TE. There is a full
mesh RSVP-TE tunnels between all P router pairs. To bridge the LDP sessions at the edge
through the RSVP-TE at the core, there is a full mesh targeted LDP session between all ingress
P router pairs just like the RSVP-TE mesh. These targeted LDP sessions run over the RSVP-TE
tunnel instead of its native IP format to exchange the PE router loopbacks and their associated
labels.

Traditional L3VPN deals with single MPLS signaling protocol, either LDP or RSVP-TE, across
the entire MPLS core network. The data plane traffic consists only two labels; one for routing the
traffic from ingress PE to egress PE and the other to identify or delineate which VRF it belongs
to for a given PE. This is not scalable when the network size reaches certain level; as explained.
In the new hierarchical L3VPN, it uses a combination of LDP and RSVP-TE in order to
maximize the strength of each protocol and improve the scalability of L3VPN application. This
brings new requirements on both the control plane and data plane; as shown in the diagram
below.

RSVP-TE

PE1 PE2

0SPF OSPF

Basic LDP Basic LDP
IP and Payload IP and Payload
VRF Label |\.|'F|F Lahel *71’0 identify which ¥RF at far end PE
LDP Label Targeted LD To identify which PE at far end

Label

MAC/VYLAN Hdr RSYP-TE Label 4
MAC/YLAN Hdr

To route traffic from P1 to P3

Y

Figure 284.  H-L3VPN Stack of Labels — Which Comes From What

Control plane wise, it requires extra targeted LDP session between every ingress/egress P
router pair; in the same way RSVP-TE mesh was established. In fact, the targeted LDP session
is running over the RSVP-TE tunnel. So there are same numbers of targeted LDP sessions as
the number of RSVP-TE tunnels at the core. The targeted LDP is required to communicate to
far end the PEs (PE2 in above example) to the ingress P router (P1). So when data plane traffic
is delivered from ingress P (P1) to egress P (P3) there can be a way on the egress P router (P3)
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Introduction to H-L3VPN (t-LDP over RSVP-TE)

to identify which PE the traffic belongs to. Traditional L3VPN does not require this, because
data plane is forwarded hop by hop using basic LDP tunnel. PE1 is talking to P1 and P1 is
talking to P2 and P2 to P3, and so on; eventually traffic is delivered to far end PE2. In this new
hierarchical L3VPN model, PE1 is dealing with P1 using LDP (like traditional), but P1 is dealing
with P2 and P2 is dealing with P3 using RSVP-TE. The original LDP session lost its meaning
from P1 to P2, therefore the egress P (P3) has no way identifying which PE the traffic should be
delivered to. In order to do this, the egress P (P3) must communicate all PEs attached to P3 to
the ingress P (P1) through targeted LDP FEC advertisement. On the ingress P (P1), this label is
inserted in the middle of label stack. As long as the ingress P (P1) is responsible to deliver the
traffic from P1 to P3 using the right RSVP-TE label, the egress P (P3) can identify which PE it
belongs to. From that point, the PE can further identify which VPN it belongs to based on the
last VRF label.

Data plane wise, the ingress PE (PE1) is doing encapsulation as usual. As soon as the data
reaches ingress P router (P1), it is responsible to: 1) swap the LDP basic label with RSVP-TE
label; 2) insert the middle LDP targeted label and ship it along the RSVP-TE path to reach
egress P router (P3).

With both LDP and RSVP-TE working together, we can achieve a hierarchical MPLS network
that can reach the scalability requirement, in the meantime fulfill the traffic engineering goals.

Relevant Standards

BGP/MPLS IP Virtual Private Networks (VPNs) — RFC 4364
RSVP-TE: Extensions to RSVP for LSP Tunnels — RFC 3209

LDP Specification — RFC 5036
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Test Case: H-L3VPN Functional and Scalability Test

Test Case: H-L3VPN Functional and Scalability Test

Overview

Hierarchical L3VPN (or simply H-L3VPN) refers to a tiered L3VPN network where RSVP-TE is
employed by selected few core P routers, while LDP is employed by a majority of the edge PE
routers. This is done to improve the scalability limit due to full mesh MPLS tunnel requirements
among all PE routers. To bridge LDP VPN across RSVP-TE MPLS LSPs, extra target sessions
are required between every core P router pair. Additionally, a three label stack is required to

carry data plane traffic from one VRF to another VRF which is connected by core P routers
running RSVP-TE.

Objective

The objective of this test is to show how to make IxXNetwork to configure H-L3VPN to stress test
the DUT either as Core Ingress/Egress P router or as Edge PE router. The test is generic and
can be easily expanded for scalability and performance.
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Test Case: H-L3VPN Functional and Scalability Test

Setup

Two test ports are used to emulate H-L3VPN setup. One test port is to emulate core P routers
as well as the edge PE routers. The other port is to emulate edge PE router. Traffic from
coreP/edgePE side towards the DUT(s) contain three label stack with outer being the RSVP-TE
tunnel, middle the t-LDP tunnel, and inner the VRF label.

Figure 285.  H-L3VPN Test Setup
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Test Case: H-L3VPN Functional and Scalability Test

Step-by-Step Instructions

1. Launch the L3VPN/6VPE protocol wizard to configure the MP-iBPG and VRF information

2. Select the port(s) to emulate the Core P and Edge PE routers.

Ixia Port Ixia Port
VLAN ID DUT Leaphack IP Addr PE Loopbocks
CE 1111432 3223032 VRF
Routas LOF i Routes
- e 0SPF
- LY
= PE
Routes 20.20 201434 “% 4 Routes
CE WVRF
FhRoules,
#RoulesVEF = #Ps =1 #PEa =10 #VRFs= 100 VEF =50
FCushomer Ports =0 BPrevider Parts = 1
* Connected (el
Select Port(z] for Wizard Configuration
Customer | Provider .
Side Side Part Descrigtion

1 r
2 r

©
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Ethernet - 001 - 101000 000 Base T
Ethernet - 002 - 1010001 000 Base T

Figure 286.  Select Test Port(s)
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Test Case: H-L3VPN Functional and Scalability Test

3. Configure the P router address and the protocols for the P router (LDP and OSPF)

-DUT-P
—T Enable VLAN
WLAM (D I Increment By I
[T | Fepeat YLAN Across Parts [T Use Same WLAN far &l Emulated B outers
—Iw Enable P Routers
Mumber of P Routers |1
Starting Subnet Between P and PE |'| 1.1.1.0424
IGP Pratacal ||:|5F-F | Ophians |
MPLS Protocal LOP j O ptions |
F Fouter IP Address IEU.EU.EU.E.-"E*l
DUT IP Address |20.20.201
Increment Per Bouter |hizrement Per Part
|n.u.1.n |1.n.n.n
[T Continuous Increment &cross Ports

Figure 287.  Configure the Core P Router
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Test Case: H-L3VPN Functional and Scalability Test

4. Configure the number of edge PE routers in the test topology.

— PE Routerz]
Murber of PE Fouters Connected ta the P Fouter ‘1 0
&5 Mumber I1 oo
Emulated PE Loopback IP Addrezs Increment Per Bouter
|2.2.2.2£32 |n.u.n.1

Ihzrement Per Part

I ™ | Continuous | nerement Acioss Ports

DUT Loopback IP Address Increment Per Router
|1.1.1.1£32 |n.u.n.d

Inzrement Per Part
I [T | Continuous Inerement Across Paorts

~ [ Use Foute Reflector

MHumber of Boute R eflectars I

Raoute Reflectar [P Address |nhzrement By

—r e [ Y

Figure 288.  Configure the edge PE Router
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Test Case: H-L3VPN Functional and Scalability Test

5. Configure the number of VPNs per PE and VRF information.

WMz

WPz Traffic IO I V¥ ko Prefis
Mame Prefix )

Route Distinguizher I Step I ¥ Use Route Target
Fioute Target I['I 00:1] Step I[':H]

Mumber of WM Per FE | ™ Urigue ¥PHs Per PE Total Unique VPNsl
—%PH - [Fwd Boutes

Routes Per Site j IEEI Total Routes Per WP I
First Foute in the WPN |22-22-1 /24 Increment By [Across WPHs) I':'-1 0.0

—BYFE - IPvE Foutes

Routes Per Site j I':I Tatal Boutes Per WPN I
First Route in the WPR I |nzrement By [Across WPz I

YRF Configure tode IEIne WRF per VAF Range j

Figure 289.  Configure L3VPN and Parameters

6. Give a name to the configuration and click Generate and Overwrite All Protocol
Configurations to save and overwrite config.

|D1I

i~ Save 'Wizard Config, But Do Mat Generate on Parts
™ Generate and Append to E xisting Configuration
™ Generate and Ovenarite Ezizting Configuration

% Generate and Owverarite 2l Protocal Configurations
[AARMIMG : This will clear the interface configurations also

Figure 290.  Save and Overwrite Config
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Test Case: H-L3VPN Functional and Scalability Test

Configure RSVP-TE between the Core P (ingress/egress) and the DUT P.
Start the RSVP-TE wizard and select the port to participate the RSVP-TE protocol.

Click both SUT=Head and SUT=Tail to select Ixia port as bidirectional tunnel, because the

tunnel is going to be between DUT P and Ixia emulated core P.

—Mode
 SUT = Transit Emulation Type T urnnel Configuration
v o IF'2F' "I IEIne ToOne 'I
% ST = Tail ¥ Ei-Directional
— Select Port[z] far Wizard Configuration
Left Fight .
Port Port Tunnel Type Port Description
1 W r Ethernet - 001 - 10001000 Base T
2 r r Ethernet - 002 - 1040011000 Base T

Figure 291.  Configure the RSVP for the Core P Router

10. Configure the tunnel Head and Tail accordingly and use OSPF as the IGP protocol.

— Meighbor configuration
Enable SRefrezh
IGP I vI Optiohs | SR efresh nteryval I s
[” Enable Bundle Message Sending

— Left Part — Right Part
Mumber OF |-| Murmber OF I
M eighbors M eighbors
Subnet Between |1 1110 Subnet Between|1 21.1.0
Meighbor and Meighbor and
Tunnel End Tunnel End
SUT IP |2n.2|:|.2|:|.1£24 SUT IP |2n_2n_2|12£24
Address Address
[ Configure Tester IP Address W Corfigure Tester IP Address
Tester IP Tester IP
e | el 2020201

Figure 292. RSVP-TE LSR Parameters
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Test Case: H-L3VPN Functional and Scalability Test

F2P Tunnel Configuration

11. Use the head port connected interface as the IP address, because the tunnel is between the
emulated P and DUT,

PN 915-2602-01 Rev |

Murber of IF End Paintz
[Head)] Per Meighbor

¥ Usze Head port Connected IP
Head End-Foint [P Address

[nzrement By

Inter-neighbar Increment

MHurnber of IF End Paints
[Tail] Per Heighbor

—

¥ Use Tail Port Connected |
Tail End-Point P Address

|nzrement By

Inter-neighbar [ncrement

Tunnelz/P End Paint |1

Tunnel |d Start 1

Tunnelz/IF End Paint |1

Tunnel 1d Start 1

L5F Instances per
Tunnel

LSF |d Start

11T

L5P Instances per
Tunnel

L5F |d Start

1101

Figure 293. RSVP-TE Tunnel Endpoints

12. Provide a name to the configuration and click Generate and Overwrite the existing
configuration. This action causes the OSPF configuration to contain only the RSVP-TE
topology. The OSPF information configured through L3VPN wizard is overwritten.

" Save Wizard Config, But Do Mot Generate on Ports

" Generate and &ppend ta Existing Configuration

&' Generate and Ovenwrite Esisting Configuration

" Generate and Ovenwrite All Protocol Configurations
[ARMIMG : This will clear the interface configurations alsa]

Figure 294.  Overwrite the Config
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Test Case: H-L3VPN Functional and Scalability Test

13. Customize the generated configuration for the LDP configuration.

The LDP configuration generated by L3VPN wizard uses the Basic LDP sessions. In the H-
L3VPN setup, we need the t-LDP session. Click Extended to configure the LDP sessions as
depicted in the following image. Extended is basically the mode to advertise the FEC using
regular MPLS label. The Extended Martini is used for advertising PW (VC) which is
different from Extended mode.

] 4 3 Protacols » € LDP
[| Overview m = =
alll
3 Ports Diagratn ] Pt ] Routers  Interfaces lTarget Peers Bigw FEC R... R FEC R, Fitker FEC .. ] L2 Interfaces ] L2
r
ﬁ!ﬁ Chassis To change number of Interfaces, select 'Routers’ tab, and enter number in "Mumber of Interfaces’ fisld
-+, Protocols . Lakel
r B Router 1D Enable Dizcovery Mode Irterfaces Space D
» € Protocol Interfaces 1 ~ | - 202020224 - 186:90 - 1 D
~ €D BGP/BGP+ 2 7 i 2020201 /24 - 186:91 -1 0
» [ Ethemet- 001
» [ Ethemet- 002 Ended Marml
~ (3 LDP

~ [E Ethemet- 001
2 &I RID - 186.90.0.1
Port Learned Infi
» [ Ethemet- 002
~ €3 0SPF
» [ Ethemet- 001
} Eg Ethemet - 002
~ FA RSVP-TE

Figure 295. Change Wizard Generated LDP to t-LDP for LSP Label

14. Next, change the number of targeted peer to 1. If there are more Core Ingress/Egress P
DUT in the test topology, set up a t-LDP session for each and every such DUT.

Dizcovery Mode Irterfaces Latze] Advertizing Mode FUTaET @ VErgE:
Space 1D Peers
Extended 202024 - 156.90 - 1 0  Unsolicted @
Extended 2020201524 -186:91 -1 0 Unzolicited 1

Figure 296.  Configure One t-LDP

15. Set up the target LDP address per test topology.

| Ports | Routers | iterfaces  Target Peers ]nuu FECR.. | ReqFECFR.. | Fitter FEC ..

= number aof T argeted Peerzs, select Interfaces’ tab, and enter iumber in 'Mumber of Target Peers' fie

Router ID Enakle P Address '”“iatEH:‘ILQEtEd Authentication
[ | 2020201 | F MULL
v 2020202 | I’ 1 ol

Figure 297.  Set up t-LDP Peer Address
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Test Case: H-L3VPN Functional and Scalability Test

16. Customize Advertised FEC accordingly.

lPorts anuhers ]lmerfaces ]Targetpeers Adv FEC R.. \Req FECR.. | Fiter FEC .. | L2Iterfaces | L2WC Ra.. | MBCALAN..

= number of FEC Ranges. select 'Routers' tab, and enter number in 'Mumber of &dv FEC Ranges' field

Router ID Enakle | FirstMetwork | Maskiwicth | e 00 ) el vais st | L9PSlInerement | Enable

Metworks Mode Packir
v 2222 32 1 555 Increment -
I~ 2223 32 1 556 Increment r
I~ 2224 32 1 557 Increment -
I~ 2225 32 1 558 Increment r
I~ 2228 32 1 559 Increment -
Ird 2227 32 1 560 Increment r
v 22.28 32 1 S61 Increment -
I~ 22289 32 1 562 Increment r
™3 22210 32 1 563 Increment -
¥ 22211 32 1 564 r

Figure 298.  Verify Advertised Loopbacks

By default, the RSVP-TE is a label provider for other control sessions (t-LDP in this case)
with the Enable VPN Labels Exchange over LSP check box selected. Make sure this
check box is selected to allow t-LDP to run over RSVP-TE tunnel.

€ . {3 @D Protocols + 3 RSVP-TE

] Overview
) Ports Diagram ~ Ports lNeighhnr Pairz Tunnel T Tunnel Leaf Ranges l Tunnel Tail Traffic End Poirts
ﬁ!ﬁ Chassis Port Uze Transport Labelz for Ernable %PH Labels Ene
MMPLS Q&R Exchange-ayer LSP
y Protocols 1 r 3
& o e fF - 4
» |§ Ethemet - 001
» [ Ethemet- 002
-« F& Ethemet - 001

Figure 299. Set t-LDP to Run over RSVP-TE LSP
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Test Case: H-L3VPN Functional and Scalability Test

BGP on the other hand does not require to run over transport tunnels. Make sure the check
box - Request VPN Label Exchange over LSP is cleared. This is because of the limitation
that BGP can only run over a single label stack. In this setup, if BGP must run over LSP, it
has to run over two label stacks (t-LDP and RSVP-TE), which currently is not supported.
Running BGP in plain IP format is supported by all routers, hence we must clear this check
box.

UL (= 01T SERILEU Ll

€ . {3} P Protocols » ) BGP/BGP+

Jverview

orts Diagrarn ~ Porlz IIP\M Peets PG Peers ] BGP LDV, l L2 Site Ra.. l Label Eloc ... l hac Lddre .. ] MPLS

p_ﬁ Chassis Port Trigger %PLS P | Enable Ad Vpls lRequest WP Label | |Mumb
Initiation Prefiz Length in Bitz| \Exchange over LSP I

g 1 - R e

2

B Protocol Interfaces r r

i BGP/BGP+

v [ Ethemet - 001

+ [ Ethemst - 002

Figure 300. Set BGP to Run in Plain IP

17. Configure the other test ports as usual for L3VPN, skip the details. Refer to test case for
L3VPN if you are not familiar with L3VPN.

18. Start to run all involved protocols and ensure that all sessions are functioning with correct
learned info.

All involved protocols in green status.

b @ Protocol Interfaces
+ P BGP/BGP+
» [E Ethemet - 001 Running
» [E Ethemet - D02 Running
- @ P
- [ Ethemet - 001 Running
b dptl RID - 186.90.0.1
Port Learned Info
» [E Ethemet - D02 Running
- R OSPF
» [E Ethemet - 001 Running
» [E Ethemet - 002 Running
« P RSVP-TE
+ [E Ethemet - 001 Running
b l._.ﬁ:I 20.20.20,2 - 20.20.20.1
Port Learned Info
» [ Ethemet - 002 Running

A o

Figure 301.  All Involved Protocols in Up State
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Test Case: H-L3VPN Functional and Scalability Test

RSVP-TE Learned Info shows the RSVP-TE tunnel with learned label.

e LLSINTL T uws madnmng
RSVP-TE
iz Ethemet - 001 Running

» 4L 20.20.20.2 - 20.20.20.1

affic

+ 12-3 Traffic Items
¢ Traffic Trem 1

+ 12-3 Flow Groups

AL

The t-LDP shows the learned FEC and its labels.

| Ports
ﬁ!h Chassis

Protocols

@ Protocol Interfaces

(D) BGP/BGP+

» [§ Ethemeat- 001 Running
if Ethemet - 002 Running

i ECthemet - 001 Running
b L RID-186.90.0.1

| 5 Port Learned Info
» [ Ethemet - 002 Running

B OSPF

— Setur
LS
[
Current R
Sub Group D Stete Last Flap Reason Label Type Lakel (for
-
2
Figure 302. Learned RSVP-TE Info
Port learned info records: 10
Feer Lakel Space ID Lakel FEC
=

1 [

2

5

4

5

B

T

g

9

10 Seold L
Figure 303. Learned t-LDP Info

The BGP peer shows the learned VRF routes and labels.

[FTET]

9 Ports
ﬁ!n Chassis

(2] Protocols

b @ Protocol Interfaces
+ P BGP/BGP+
~ [ Ethemet - 001 Running
« £ IPv4 Peers
« & Internal - 2.2.2.2-1
I B Learned Routes
3 FoUteRanges
<= Opague RouteRanges
<= MPLS RouteRanges
}p = VRF Ranges (L3 Sites)
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Figure 304.
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Test Case: H-L3VPN Functional and Scalability Test

19. Start the traffic wizard and configure the options as depicted in the following images.

20. Select the BGP VRF end points for both Source and Destination. Enter 3 for Max # of VPN
Label Stack, because the number of labels to generate from core P (ingress) contains 3
labels.

Iﬁl Advanced Traffic Wizard
8

Traffic Itemm ———————— —— Source / Destination Endpoints
@ Packet | QoS
Traffic Mame | Traffic Ikem 1 Traffic Group ID Filkers |Mone selected
Flows Group Setup X
E}E Type of Traffic |IPv4 Source | | al | ? K Destination | | Al
ﬂ Frame Setup —— Traffic Mesh ————— || > All Ports . > All Parts
v [#] Ethernet - 001 » [ Ethernet - 00:
@ Rate Sefup SourcefDest, | Cne - One & vBGP " Ethernet - 00
Flows Trackin Routes/Hosts | One - One - hd EBGP Peers >
c . > [¥] BGP Peer Range - 2.2.2.2 » [] RSwP-TE
=) Dynamic Fields roreeens » [¥] BGP Peer Range - 2.2,2.3 » [ LoP
@7 Allow Self-Destined S BGF Peer Range - 2.2.2.4 » [ Interfaces
|.i@ Preview : : » W] BiP Peer Range - 2.2.2.5 =
= = & —— & 5> [¥] BGP Peer Range - 2,2,2.6
g?’ Walidate s [¥] BGF Peer Range - 2.2.2.7
@ R W & » [#] BEP Peer Range - 2.2.2.8
= (o
» [¥] BGP Peer Range - 2.2,2.9
» ] BGP Peer Range - 2,2,2.10
» [w] BGP Peer Range - 2,2,2.11
» ] R3WP-TE
» [P
s [ Interfares l
3 1B % — Endpoint Sets
Nurber of hosts per Rouke 1 2 S 2 2
Encapsulation Source Endpoints | Destination Endpoints | Traffic Groups
Uncheck, this option ko test overlapping k ) N
VPN addresses v Mame: EndpointSet-2
2 “New <Mew> “Mew Mone selected

Max # of YPH Label Stack @

Figure 305.  Select Traffic Endpoints
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Test Case: H-L3VPN Functional and Scalability Test

21. Next, you can select the MPLS Flow Descriptor check box for tracking. It provides the most
comprehensive description about an MPLS flow; and more importantly gives you an option
to display the MPLS labels. You can view from the flow stats what labels are used for traffic.

|l-r‘u Advanced Traffic Wizard

@j Endpaints Flow Tracking

= Track Flows by
Packet [ QoS Traffic Ikem
D Source)Dest Endpoint Pair
[] source/Dest Yalue Pair
[] sourcefDest Part Pair
[] source Endpaint
[] Dest Endpoint
|:| Source Pork
[ ] Traffic Group ID
' PLS Flow Descriptor

Al

I
]
=
[}
-
=]
[
=
N
fui
i
C
=

<

Frare Setup

Rake Setup

TBOE

Drwnamic Fields || Frame Size
[] Flow Group
|; ~ ) Preview [] Ethernet IT : Destination MAC Address

[] Ethermet IT : Source MAC Address
_ D Ethernet II : Ethernet-Type
[] Ethernet IT : PFC Queue

[] MPLS : Label Yalue

[] MPLS : Label valus(1)

[] MPLS : Label Yalue(2)

Yalidate

Figure 306.  Select Tracking Option
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Test Case: H-L3VPN Functional and Scalability Test

22. All the other traffic options are direct and hence skipped here. The next page that one can
tune is the preference of labels. You can choose RSVP-TE over LDP, and t-LDP over RFC
3107, in case the other option exists in your setup. IxXNetwork automatically searches the
labels per your preference list and in case, only one option exists, you do not have to set up
the preference.

IA-N Advanced Traffic Wizard

@ Endpoints Dynamic Fields

— Dynamic Fields

Packet [ Qo3

al

v |:| Dynamic Updates Enabling “Crvnamic Figlds” allows DxMetbwork ko update the corresponding braffic
packet fields on the fly with the information learned From protocols
DE: Flaw Group Setup [] MPLS Label values

Frame Setup H H G
Group

Rate Setup

Flow Tracking

signaling

Dynamic Fields Protocols

RBOE

_'ﬂ

o Preview

WA validate

Kl

L Transport LSP Label Provider Preference A

Rsve S -
Basic LOP T =

= Inter AS/Region LSP Label Provider Preference

BGF (RFC 3107 ITwo vl
Qrgeted LDP Cne = /

= LISP RLOC Ordinal ¥alue Preference

Far out of bound walue last availabls
RLOC will be used

Crdinal Walue

Figure 307.  Set Label Preference List
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Test Case: H-L3VPN Functional and Scalability Test

23. On completion of traffic wizard, you can use the packet editor to ensure 3 MPLS label stack
and each of the labels generated correspond to the right control plane protocols and their

respective learned info.

B ¥ & 7% {2 Fedlop B -

Mame

Yalue

~ B3 Ethernet Header

== [estination MAC Address

== Source MAC Address
== Fthernet-Type
T
» B MPLS Label
== | abel ¥alus
== MPL3 Exp
= Eottom of Stack Bit
== Time Ta Live
ESMPLS Label
== | abel ¥alus
== MPLS Exp
== Eottom of Stack B
== Time To Live

w = MPLS
w B MPLS Label

== | ghel ¥alue

== MPLS Exp

== Bottom of Stack Bt
== Time To Live

v [ IPwd

£
=

Figure 308.
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Test Case: H-L3VPN Functional and Scalability Test

Result Analysis
1.  All control plane are functioning and in green status.

; @ Protacal Interfaces
- D BGP/BGP+
v [ Ethemst - 001 Running
v [ Ethemet - 002 Running
~ 6B LDP
~ [E Ethemet - 001 Running
b ijtl RID - 186.90.0.1
Port Learned Info
» [ Ethemet - 002 Running
~ €D OSPF
Ethemet - 001 Runmning
Ethemet - 002 Runmning

- [f Ethemet - 001 Running
b dgtl 20.20.20.2 - 20.20.20.1
Port Learned Info
» [E Ethemet - D02 Running

A o

Figure 309.  All Involved Protocols in UP State
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Test Case: H-L3VPN Functional and Scalability Test

right protocol.
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Figure 310.

Traffic is sent bidirectional with real labels.

Walue

[List] 00:00:e9:d3:02:9d
[List] 00:00:e9:d2:02: 78
<AUTO > 0x5547

[List] 1000

a
<AUTO =0
64

0
<AUTO =0
]

a
CAUTO > 1
64

Correct Number of Labels and Label Values

Pick Stats... Traffic Item Statistics Flow Statistics

T Port Fex Port Traffic Tkem ‘MPLS Flow Descriptor T;tse %U&Tf II'I::::) Tx Frames  |Rx Frames ‘
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPM-Rouker 2,2,2,2-RD 100:91-Route 32.39.149,., 1000, 565, 4516 66 66
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPH-Router 2.2.2.2-RD 100:91-Route 32.39.150... 1000, 565, 4517 66 66
Ethernst - 001 Ethernet - 002 Traffic Ikem 1 L3YPMN-Router 2,2,2,2-RD 100:91-Route 32,39,151.., 1000, 565, 4518 66 &6
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPN-Router 2,2,2,2-RD 100:91-Route 32,39.152... 1000, 565, 4519 66 )
Ethernet - 001 Ethernet - 002 Traffic Item 1 L3YPN-Router 2,2,2.2-RD 100:91-Route 32.39,153... 1000, 565, 4520 66 &6
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPMN-Router 2,2,2,2-RD 100:91-Route 32,39.154... 1000, 565, 4521 66 66
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPM-Rouker 2,2,2,2-RD 100:91-Route 32,39.155... 1000, 565, 4522 66 66
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPM-Router 2,2,2,2-RD 100:91-Route 32,39.156... 1000, 565, 4523 66 66
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPM-Rouker 2,2,2,2-RD 100:91-Route 32,39.157... 1000, 565, 4524 66 66
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPM-Router 2,2,2,2-RD 100:91-Route 32.39.156... 1000, 565, 4525 66 66
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPM-Router 2,2,2,2-RD 100:91-Route 32,39.159... 1000, 565, 4526 66 66
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPM-Router 2.2,2.2-RD 100:91-Route 32.39.160... 1000, 585, 4527 66 &6
Ethernet - 001 Ethernet - 002 Traffic Ikem 1 L3YPMN-Router 2,2,2,2-RD 100:91-Route 32,39, 161, 1000, 565, 4528 66 &6
Fthernet - nni Fthernet - nnz Traffic Trem 1| 3YPN-Roter 2.2.7.2-R0 10M:91 Rk 37.39.167. . MMM, 565 4579 ff A

Figur

PN 915-2602-01 Rev |

e 311.

Bidirectional Traffic with Real Labels

June 2014

Traffic is built successfully with correct number of labels and correct label values from the

310



Test Case: H-L3VPN Functional and Scalability Test

4.  t-LDP is running over RSVP-TE tunnel and BGP is running in plain IP.
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Figure 312. t-LDP over RSVP-TE LSP
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Figure 313. BGP Runs over Plain IP
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Test Variables

Consider the following list of variables to add in the test to make the overall test plan better.

Performance Variable Description

The number of core P,
and edge PE routers and
the number of VPN routes
in each VPN

Functionality and scalability are two different test types. Itis
common practice to ensure functionality is working before
expanding the test configuration for scalability test. The most
obvious dimension the test can be scaled up to is the number of
core P routers. In the example, we set up only one. This can be
easily increased to meet the scalability of core P router
requirements. The total number of edge PE routers as well as
the number of VPN routes becomes the second dimension
where you can scale the test. This will not only stress test the
control plane, but also more importantly the data plane traffic.

Bidirectional traffic with
various frame size and
rate; optionally running
RFC 2544 methodology to
cycle thru packet sizes
and auto find the
maximum
throughput/latency

Traffic is also important to test H-L3VPN. Due to extra label
encapsulation/de-capsulation, throughout and latency do matter
to end to end MPLS applications, in addition to frame size and
traffic rate.

Conclusions

IXNetwork is fully capable of testing H-L3VPN either from functionality point of view or from
scalability point of view, and with relative ease. Traffic labels are automatically bounded by the
traffic wizard. The example test can be scaled up to many dimensions to meet the scalability

requirements.
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Introduction to Multicast VPN

Multicast is an efficient mechanism for transmitting data from a single source to many receivers
in a network. Its major advantage over unicast is that only one copy of multicast data is
forwarded on each link in the network. The multicast data is replicated at each router as
needed. Thus, the bandwidth consumption is greatly reduced.

Over the past decade, multicast has become prevalent in financial application, software
downloads, audio and video streaming application. The existing MPLS/BGP VPN users require
that service provider support multicast traffic delivery transparently over the provider network as
unicast traffic. Multicast VPN is introduced to address this demand.

Multicast VPN is a technology that deploys multicast service in an existing MPLS/BGP VPN
infrastructure. It uses Multicast Domain (MD) concept, which is defined in Rosen draft. Each
VPN with multicast enabled is a MD. A PE router that attaches to a particular multicast-enabled
VPN is associated with that MD. This also requires that the service provider backbone support
native IP multicast and is itself a MD.

Within the provider MD (P-network), a default Multicast Distribution Tree (MDT) is built through
the backbone for each customer MD (C-network) to connect all PE routers that belong to that
MD. A unigue multicast group is associated with this default MDT. In this context, default means
that this MDT is on as long as PE routers are on. It does not depend on the existence of
multicast traffic in that MD. This is in contrast to another type of multicast distribution tree we will
discuss later.

The default MDT in the P-network is signaled by P-multicast protocol, such as PIM-SM, PIM-
SSM, and bi-directional PIM. All PE routers that belong to a particular C-network join the
corresponding default MDT. The PE router maps the customer multicast flows for a specific
VPN to the default MDT group allocated to that VPN. The customer multicast flow is
encapsulated using GRE with outer source IP as PE router loopback address and outer
destination IP as default MDT group for that VPN. The PE loopback address here is also used
for BGP peering with Router Reflector (RR) or other PE routers. This flow is distributed natively
across P-network. All PE routers of this VPN that join the tree will receive the multicast traffic.
Each PE router then de-capsulate the packets and delivers them to local customer edge router,
if there is receiver attached.

PN 915-2602-01 Rev | June 2014 313



Introduction to Multicast VPN

Figure Figure 314 shows an example of two multicast VPNs, VPN-Red and VPN-Blue.
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Figure 314.  Multicast VPN default MDT

PE1 connects to both the VPN-Red and VPN-Blue customer site which have multicast sources.
PE2 connects to the VPN-Red customer site which has a multicast receiver. PE3 connects to
the VPN-Blue customer site which has a multicast receiver.

In the P-Network, two multicast distribution trees are built. One is for VPN-Red, which connects
to PE1 and PE2. The other is for VPN-Blue which connects to PE1 and PE3. When Sourcel in
VPN-Red starts sending multicast traffic, it reaches PE1 first in native multicast format. PE1
then encapsulate the traffic with GRE and forwards it to the P-network. This traffic flows along
the MDT tree for VPN-red and reaches PE2. PE2 removes the GRE encapsulation and delivers
the original multicast packet from Sourcel to the local attached CE in VPN-Red; the multicast
traffic eventually reaches Receiverl. PE3 does not join the MDT for VPN-Red and therefore will
not receive multicast traffic for VPN-Red. In a similar fashion, the multicast traffic from Source2
in VPN-Blue flows on the MDT for VPN-Blue and reaches to PE3 only. PE2 will not receive this
traffic as it does not join the VPN-Blue tree.
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The following image shows the packet format at various points in the network — before entering
the P-network, inside the P-network, after exiting the P-network.
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Figure 315.  Multicast VPN default MDT packet encapsulation

The Multicast Domain solution does not require any change for P router except supporting
native IP multicast. Each PE router needs to support separate multicast routing and forwarding
instances (MVRF) for each VPN. This mVRF instance belongs to that customer multicast
domain and contains all the multicast routing information for that VPN. Each mVRF maintains a
separate multicast routing and forwarding table. When a PE router receives multicast data or
control packets from a CE router, it identifies the mVRF that it belongs to based on the incoming
interface and uses the multicast routing information for that VRF to conduce RPF check, and
then forwards the packets.

Each PE router creates a single PIM instance for each VRF that has multicast routing enabled.
This VRF-specific PIM instance forms two types of PIM adjacencies. The first one is a PIM
adjacency with each PIM-enabled local CE router in that mVRF. The second one is a PIM
adjacency with other PE routers that have mVRFs in the same MD. This PIM adjacency is
accessible through the multicast tunnel interface (MTI) and is used to transport multicast
information for a particular mVPN (through a MDT) across the backbone.

Each PE router also maintains global PIM adjacencies with each of its IGP neighbors, which are
P routers or directly connected PE routers. The global PIM instance is used to create the
multicast distribution trees (MDTSs) that connect the mVRFs.

Multicast Domain solution has several key advantages:

e Provide multicast service to enterprise users over existing MPLS VPN infrastructures.
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¢ Minimize the amount of state information that a P router must hold while providing optimal
routing.

¢ Allows customer multicast network to choose their own multicast operations mode, multicast
groups and source address for their private multicast data. Overlapping address space can
be used among VPNSs.

Data MDT

As discussed above, one of the advantages for the default MDT is that it does not require P
routers to maintain any VPN-specific information to achieve scalability in the provider network.
However, scalability is often traded off against optimal operation. While the default MDT maps
all multicast control and data traffic for a customer multicast domain to a single MDT group, a
multicast flow for that VPN will be delivered to all PE routers which are members of that VPN
regardless whether it has interested receivers for that particular multicast flow or not. This
results unnecessary flooding of multicast traffic throughout the provider network and consumes
significant bandwidth, especially for high-bandwidth applications and sparsely located receivers.
Each PE router also needs to process the encapsulated VPN traffic even if the multicast
packets are then dropped. To overcome this problem, a mechanism is required to build a
dynamic multicast distribution tree with only interested parties joined the tree. Data MDT is
proposed for this purpose.

Data MDT requires the creation of new multicast distribution tree (MDT) to minimize flooding. It
does this by sending data only to the PE routers that have active receiver for a specific multicast
flow. In contrast with default MDT, data MDT is created dynamically when a particular multicast
flow exceeds pre-configured bandwidth threshold. “Data”, is used here to indicate that it is
created for Data traffic only. All multicast control traffic always flows on the default MDT to
ensure that all PE routers receive control information.
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The following image shows an example of data MDT.
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Figure 316.  Multicast VPN data MDT

PE1, PE2 and PE3 are members of VPN-Red. Sourcel is attached to PE1. Receiverl and
Receiver2 are attached to PE2 and PE3, respectively. Receiverl is interested to C-Groupl and
Receiver2 is interested to C-Group2. Sourcel starts sending multicast traffic to C-Groupl. With
default MDT, both PE2 and PE3 receive the traffic. PE2 de-capsulates the multicast packets
and delivers them to Receiverl. PE3 also de-capsulates the multicast packets and finds that
there is no attached receiver interested in C-Groupl, and therefore drops the packets. With data
MDT, PEL1 signals a new multicast distribution tree for this multicast flow. PE2 joins this tree
since it has interested receiver. PE3 does not join the tree as it does not have interested
receiver. After building the data MDT, PE1 switches over the multicast flow from default MDT to
data MDT. Now only PE2 will receive the multicast flow.

Data MDT is signaled using a user datagram protocol (UDP) TLV called a data MDT join TLV. It
describes the source and group pair for a C-multicast flow and a data MDT group used in
provider network for this flow. The PE router monitors the multicast traffic it receives from locally
attached CE routers. Once the multicast traffic exceeds a pre-configured rate threshold, the PE
router signals a new MDT. The source PE periodically announces the MDT join TLV over the
default MDT for that VRF instance, as long as the source is active. All PE routers receive the
MDT join TLV over the default MDT. Only those PE routers with interested receivers for the
multicast flow will join the new group, by sending a PIM join message for new group. The source
PE router starts encapsulating the multicast traffic in new data MDT group after several seconds
delay and stops encapsulation with the default MDT group. In this way traffic will only reach PE
routers who join the new group.
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The above discussed solution is widely deployed today. It has several disadvantages, however:
e It requires that the service provider network support IP multicast.

e |t requires that the service provider network routes traffic based on destination address.
It cannot utilize the MPLS LSP in the provider network to provide fast look up for delivery
of multicast traffic.

o PE routers need to maintain PIM adjacencies with all other PE routers for each VPN.
This is a significant burden on the PE router.

Draft I3VPN-2547bis-mcast introduces a BGP-based control plane that is modeled after its
highly successful counterpart of the VPN unicast control plane. Multiple transport technologies
are proposed for use in service provider networks. Besides PIM which is discussed above,
RSVP-TE P2MP LSPs, mLDP P2MP or MP2MP LSP, and Ingress Replication have also been
proposed as transport technologies for mVPN in service provider networks. Each transport
technology has its own advantage and suitable deployment space. This draft also proposes
several enhancements to existing Multicast Domain solution to reduce PIM adjacencies that
needs to be maintained by PE routers. We will discuss the latest mVPN technology in
subsequence addition of this book.

Relevant Standards

Multicast in MPLS/BGP IP VPNs — draft-rosen-vpn-mcast-08

Multicast in MPLS/BGP IP VPNs — draft-ietf-I3vpn-2547bis-mcast-08.txt
Protocol Independent Multicast — Sparse Mode — RFC 4601
BGP/MPLS VPNs — RFC2547

Multiprotocol Extensions for BGP4 — RFC2283)
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Test Case: MVPN Scalability and Performance Test

Overview

With its increased popularity, the scalability of deploying mVPN has becoming of a great
interest. The mVPN scalability, however, is a multi-dimensional metric. When measuring the
mVPN control plane scalability of a PE device, the metrics typically include the number of
mVPNSs supported, the number of PE routers per mVPN, the number of (*,G)/(S,G) routes per
mVPN, etc. This test section will focus on measuring the number of PIM adjacencies that a PE
device can handle per line card or per system across all supported mVPNs. A PE establishes a
PIM adjacency with each remote PE who belongs to same mVPN. Therefore the overall number
of PIM sessions is (# of remote PES) * (# of mVPNSs).

There are two typical mVPN test topologies for use when testing using Ixia protocol emulation.
These topologies are based on the location of the multicast sources and receivers.

e Topology 1 — The emulated customer multicast sources are located behind emulated
PEs and the emulated multicast receivers are located behind emulated CEs.

e Topology 2 - The emulated multicast receivers are located behind emulated PEs and the
emulated customer multicast sources are located behind emulated CEs.

For the purpose of this test, these two topologies are not different in significant way since the
test is mainly focused on the number of PIM adjacencies. Therefore, topology 1 will be used to
illustrate the work flow. After performing control plane measurements, traffic will be sent from
source to receiver to validate data plane forwarding. Line rate traffic can be generated and
verified for long duration tests. The system should sustain both control and data plane for the
supported number of PIM adjacencies.

The mVPN data MDT switchover performance test will use the second topology. The
differences in configuration between the two scenarios will be explained in the second test.
Objective

The object of this test is to determine the scalability of a PE device with respect to the number of
mVPN instances that span the number of PE routers. We will assume that the PE device is
designed to support a maximum of 200 mVPNs. This test is designed to find the maximum
number of remote PEs that the device can handle. The number of multicast sources and groups
per VPN are set to 2 for this test.

Setup

Six Ixia test ports are used in the setup. One Ixia port emulates a local CE connected to the
DUT and five Ixia PE port emulate a total of 30 remote PEs, each of which supports 200
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mVPNSs. Assuming symmetry, each PE test port emulates six PE routers. You may vary the
number of PE ports or emulated PE/mVPNs per PE port to match your requirements.

The IxNetwork mVPN protocol wizard is a great starting point. It walks you through, screen by
screen from P/PE to CE configuration to help you quickly build a large mVPN configuration.
With the wizard’s append function, you can expand existing configuration so as to increase the
number of PEs or the number of mVRFs per PE without interrupting your current test. Figure
317 shows you the topology we will emulate in this test.
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H : N Ixia PE Port 1 L s
é i \\\ Ixia CE Port o o Multicast —
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Figure 317.  Multicast VPN scalability test topology
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Step-by-Step Instructions

1. Launch the Multicast VPN protocol wizard.
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Figure 318. Launch mVPN wizard

2. Configure port 1 as a CE Side port and ports 2-6 as PE Side ports. Keep default
Source/Receiver setting. The term Source means that emulated multicast sources are
located behind the port and Receiver means that emulated receivers are located behind the
port.
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Figure 319. mVPN wizard screen #1

3. On Screen #2 of 7, perform the following configuration tasks:

a. P Router IP Address — The emulated P router IP address that is connected to the
DUT’s core-facing interface.

b. DUT IP Address — The DUT core facing interface IP address . If the P Router IP
Address is changed, the DUT IP Address will be auto-filled with the immediately
preceding address within the subnet.

c. Increment Per Port — This field controls the increment for the above 2 fields across
ports.

d. Starting Subnet Between P and PE — This is used for links between Ixia emulated
Ps and PEs.

e. IGP Protocol — The IGP protocol used in the core. The DUT will establish an IGP
session with the Ixia emulated P router. Available selections are OSPF (default) and
ISIS.

f. Provider Multicast Protocol — Multicast protocol used in the provider multicast
domain. Available selections are PIM-SM (default) and PIM-SSM.

g. Provider Network RP Address — The RP address in the provider multicast domain
when PIM-SM is used. It is grayed out if PIM-SSM is used. Please note that
Provider Network RP Address should reside at the DUT or other P router outside
the Ixia ports.

h. MPLS protocol — The MPLS protocol used in the core. The DUT will establish an
MPLS protocol session with the Ixia emulated P router and receive label mappings
from the Ixia port for emulated PE loopback addresses.
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Provider Side

F Router IP Address

DUT IP Address [123.1.11

Increment Per Part ID.D.1 A

Starting Subnet Bebween P and PE I'I 11.1.0:24

IGF Protocol IEISF'F -]
Provider Multic:ast Protocol IF'IM-SM j
Provider Mebwork. BF Address |1 a1

MPLS Pratacol |LoP =] optiers_|

Figure 320. mVPN Wizard Screen #2 — Setup P router

4. On screen #3 of 7, perform the following configuration tasks:
a. Number of PE Routers Connected to the P router — The number of emulated PE

b.
c.

routers behind emulated P router.

AS number — The AS number in which the emulated PE routers reside.

Emulated PE loopback IP Address and increment options — The 1% emulated PE
loopback address and increment option to determine the IP addresses of the rest of the
PE loopback addresses. This will be used for BGP peering and PIM peering.

DUT Loopback IP Address and increment options — The DUT loopback address which
will be used for BGP peering and multicast tunnel source address.

Be sure to enable Ignore all Ixia Emulated PIM Neighbors when you have more than
one PE port and the emulated PEs support the same set of mVPNSs. In this way the Ixia
emulated PEs will only maintain PIM adjacencies over default MDT tunnels with the DUT
and drop all other adjacencies among themselves, achieving better emulation
performance.
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Figure 321. mVPN Wizard Screen #3 — Setup PE router

5. On screen #4 of 7, perform the following configuration tasks:

a. Configure the Route Target (RT) value used for first mVPN and Step to increment
the Route Target for the remaining mVPNSs. In this example, the RT for the first
mMVRF is (100:1) and the step is (0:1). Therefore RTs for the remaining mVPNSs are
100:2, 100:3, 100:4 ... 100:200.

b. By default, the Route Distinguisher (RD) is configured to use the same value as the
RT. If you want configure this separately, you can uncheck Use Route Target
checkbox and configure the Route Distinguisher value and step separately from
RT.

c. Configure the Number of VPNs per PE as 200.

d. Configure First Default MDT Group Address as 239.1.1.1/32.

For other parameters:

a. MVPNs Traffic ID Name Prefix — This is used to attach a unique traffic group ID for
each mVPN across the emulated PE and PE ports. The traffic group ID is used to
filter traffic endpoint in the traffic wizard so that you only see the source/destination
endpoints which you are interested in. This is auto-prefixed by default. If you want to
define the traffic group ID differently, uncheck Auto-Prefix.

b. Unigue VPNs per PE — This is unchecked by default. This means that each
emulated PE will support the same 200 mVPNSs. If it is checked, then each PE will
support a different set of 200 mVVPNs which would result in 5 (# of PE ports) * 6 (# of
PE/port) * 200 (# of mVPNs/PE) = 6000 mVPNs.

c. Total Unique VPNs — The total number of unique VPNSs across all emulated PEs
and PE ports for the test configured through this wizard run. This is for information
only. In this test, it is 200 since all emulated PEs support the same 200 mVPNSs. If
Unigue VPNs per PE is unchecked, then each PE will support a different 200
mVPNSs and this field will display 6000.

Data MDT related configuration parameters will be discussed in next test.
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— MWPHze

M arne: Prefis Lo :

Route Distinguizher I['I 0o:1) Step |I001 ¥ Usze Route Tanget
Step I[EI:1] |

Mumber of ¥PMs Per PE 200 ™ Urique ¥PHs Per PE  Tatal Unique WPNs |2'3'3

First Dietault MOT |23E|,1 4432
Group Address

Route Target

Figure 322. mVPN wizard screen #4 — setup mVPN

6. Onscreen # 5 of 7, perform the following configuration tasks:
a. Multicast Source Address:

Address per MVPN - The number of C-multicast source addresses per mVPN
per PE.

Starting Source Address - The first C-multicast source address used.
Increment By — The increment step used to configure the rest of the C-multicast
source addresses.

b. Multicast Group Address:

Addresses per MVPN - The number of C-multicast group addresses per mVPN
per PE.

Starting Group Address — The first C-multicast group address used.

Increment By — The increment step used to configure the rest of the C-multicast
group addresses.

Group Address Distribution — The default is Accumulated mode. This option
applies when emulated receivers for the same mVPN are behind multiple
emulated PEs or CEs. Emulate receivers for the same mVPN will join the same
group addresses in Accumulated mode and different group address in Distributed
mode.

—I¥ Enable |Pyvd
— MWPM Source Address

Addrezs per MYPMH I2 l[g';rreﬂ';nfaﬁgg-"' I':'-':'-1 0
Starting Source Address I'I 00.0.0.1/32
— MYPH Group Address
Addiesses per MVPN 2 I[EccrreDrSﬂSEGtHegSB]H 0010
Starting Group Address |225.EI.EI.'| 32
Group Addrezszes Digtibution I.-'l'-.c:cumulated j

Figure 323.  mVPN wizard screen #5 — setup IPv4 C-Multicast sources and groups

Similar configuration parameters are available for IPv6.
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— MYPH IPvE Source Address

Address per MYPN |2 I[EEE?:SEE? |z001:0:0:0.0
Starting Source Address IFE C0:0:0:0:0:0:0:1
— MWPM |PvE Group Address
Addresses per MyPN 2 {23,2;“:3‘5?? [con10e00
Starting Group Address IFF'I 0000000128
Group Addresses Digtibution I.ﬁ.ccumulated ﬂ

Figure 324. mVPN Wizard Screen #5 — Setup IPv6 C-Multicast Sources and Groups

7. On screen # 6 of 7, perform the following configuration tasks:

a.

b.

2o

Enable VLAN,VLAN ID and increment options — The VLAN ID of DUT CE facing
interface and its increment option, if VLANs are enabled.

Mixed CE Protocol and IGP Protocol — This is available when the emulated
C-multicast sources are behind a CE port. It will be used to advertise C-multicast
source addresses to the DUT PE. The DUT PE will install C-multicast source routes
into its VPN routing table and use them for PIM RPF checks. If the CE port role is set
to Receiver in wizard screen#1 (Figure 325), then this field will be grayed out.
Emulated CE IP Address — The IP Address of Ixia emulated CE interface.

DUT IP Address — The IP Address of DUT CE facing interface.

Increment Per Router and Increment Per Port — Control the IP Address increment
for multiple emulated Ixia CE interface and DUT CE facing interfaces.

Multicast Protocol — The multicast protocol used in the customer’s multicast
domain. Available selections are PIM-SM (default) and PIM-SSM.

Source Group Mapping — This is available when Multicast Protocol is set to PIM-
SSM. It configures the C-multicast group and C-multicast source mapping. Available
selections are Fully Meshed (default) and One-to-One.

Multicast Network RP Address and Increment By — The RP address for the
customer’s multicast domain. Available when Multicast Protocol is set to PIM-SM. It
is recommended that the RP address should reside at the DUT or other routers
outside the Ixia ports.
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|'|'|— Increment By |1

[~ RepeatVLAM Across Ports

— P4

™| Wized CE Pratacal IGP Protocal II:ISF'F j
Emulated CE [P &ddress DUT IP Addrezs
[130.1.1.2/24 |13u.1.1.1

Increment Per Router Increment Per Paort
o010 [1.0.00
[T Continuous Increment &crozs Ports

tulticast Protocal I FIpA-5 M j
Source Group Mapping IFu"_lrI b eshed j
Pulticast Hetwork BP Address Increment By

10.1.1.1 [o.0.01

Figure 325.  mVPN Wizard Screen #6 — Setup |IPv4 CE Router

Similar options are available for IPv6 if the customer multicast domain is running with

IPV6.
=
I ived CE Pratocl IGP Protacal | 05FF3 =l
Emulated CE IPv6 Address DUT IPvE Address
IEDEIEI:EI:D:EI:D:I]:EI:Ea’Ed |2DUD:D:D:D:D:U:D:1
Increment Per Bouter Increment Per Part
|n:n:n:1:n:n:n:n |1:n:n:u:n:n:n:n

[T Continuous Increment Across Ports

kuilticast Protocol I P bd-5 b v j
Source Group Mapping IFuII_I,I Mezhed j
kulticast Metwork BP Address Increment By
20071:0:0:0:0:0:0:0 IEI:EI:EI:EI:EI:EI:EI:'I

Figure 326. mVPN wizard screen #6 — setup IPv6 CE router
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8. You have now finished the setup your mVPN emulation. On screen # 7 of 7, name your
wizard configuration file and select Generate and Overwrite Existing Configuration to
generate a configuration. The wizard will configure the ports with the required protocols.

Imvpn-test'l

£~ Save Wizard Config, But Do Mot Generate on Ports

™ Generate and Append to E xisting Configuration

f* iGenerate and Dvenarite E xisting Configuratior

" Generate and Dvenarite Al Protocol Configurations
[EARMIMNG : This will clear the interface configurations alzo]

Figure 327. mVPN Wizard Screen #7

e Save Wizard Config, But Do Not Generate on Ports — This option saves the
wizard configuration for this run, but will not configure the Ixia ports. The saved
wizard configuration can be loaded later to configure the ports.

e Generate and Append to Existing Configuration — This option appends the
configuration from this wizard run to the existing configuration. An append operation
can be used to append additional emulated PEs and mVPNSs to existing PES,
additional C-multicast sources and groups to existing mVPN of existing PEs, etc.

e Generate and Overwrite Existing Configuration — This option will overwrite the
existing configuration with new configuration for protocols used in this wizard run.

e Generate and Overwrite All Protocol Configurations — This option will clean all
the protocol configurations (include protocol interfaces) before write configuration
from this wizard run.

PN 915-2602-01 Rev | June 2014 327



Test Case: MVPN Scalability and Performance Test

9. Click on Test Configuration = Protocols = Routing/Switching/Interfaces. Inspect the
configuration created by the wizard.

One OSPF router is configured per PE port. These are emulated P routers which
advertise emulated PE loopback addresses to DUT.

FI

ks
3

One LDP router is created per PE port. These are emulated P routers that advertise

-t 01:02-Ethermet
umn2-gt2: 07 :03-Ethermet
w2zt 07:04-Ethernet
umn2-gt2: 07 :05-Ethermnet
umn2-gt2: 07 :06-Ethermet

bd-5 04550 - d M
wrn2-zt2:07:07-Ethernet
wn2-zt2:01:02-Ethernet

Diagram IF'I:Ir‘tS Routers Ilnterracea IRnute Ranges IUE

WX OEOE
Mumber af | Mumber of
e R (R [ Interfaces |RouteRanges
1 |xm2-st201:02-Ethernet | [ 11412501 7 0
2 |smZ-st20103-Ethernst ! W 141268001 7 0
S |[=mZ-st2:01:04-Ethernct! [ (14127041 7 0
4 |emZ-st20105-Ethernet i W 1412800 7 0
5 |xm2-st201:06-Ethernst! [ 11412904 7 0
Figure 328.  OSPF P emulation

label mapping for emulated PE loopback addresses to DUT.

IR IPE L PN

_ LACF

I s e

RO @

w9

wm2-gt2: 07:02-E themet
wm2-gt2: 07:03-E themet
wrnz-zt2: 07: 04-Ethemet
wm2-gt2: 07:05-E themet
wm2-st2: 07:06-E themet

m 3
-

wrnz-zt2:07: 02-E thermet

TS TR ]
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Diagram ]F'nrts Routers Ilnterraces ITargetPeers ]AdvFEC

s X RO

Mumber of |Mumber of Ady

el Sl | RSl Interfaces | FEC Ranges
1 sm2-st201:02-Ethernet | W] (14125041 1 g
2 simZ-st201:03-Ethernet | W (14126001 1 B
3 xm2-st2:01:04-Ethernet : [ 114127041 1 g
4 smZ-st201:05-Ethernet | [ 114128041 1 g
5 sm2-st201:06-Ethernet | [w] (1412904 1 g
Figure 329. LDP P emulation
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Six BGP routers are configured per PE port. These are emulated PE routers to establish
BGP peering with DUT PE.

Protocol Interfaces
Routing/Switching Protocols
BFD
wn2-zt2: 01:02-Ethernet
wm2-zt2: 01:03-Ethemet
wm-gh: 07:04-E thernet
wmn2-zt2:01:05-Ethernet
wm2-zt2:01:06-Ethermet
CFMA 1731 /PBB-TE
EIGRF

IGMP

IS15wdivE

LaCP

21 LDP

|§ wm2-zt2:01:02-Ethernet

Diagrarm IPurTs IP¥4 Peers IIPvE Peers IRnuteRanges

R R -

Port Enable | Type | LocallP mmf;;; DUT IP
1 emzZ-st2 0102 [ internal (3221 1Ti11141
2 [ irternal 3222 1: 11141
3 [ rternal (3223 1:11.14
4 v irternal (3224 1: 1111
5 [ irternal 3225 1:11.141
G [+ irternal (3226 1:11.14
7 sm2-zt201:03-0 [ internal (3227 1:1114
g [ irternal 3228 1:11.14
| [ irternal (32249 1: 11141
10 [ irternal (3221 1: 11141

Figure 330. BGP PE emulation

C-multicast sources for each mVPN are advertised through BGP VPN Route Ranges.

tacol Interfaces ~ | Diagram | Ports | IPva Peers | RouteRanges | vRFs [VPN RouteRanges
AtingdSwitching Protocols
BED To change number of WPN Route Banges, select “WRFs' tab, and enter number in Mo, of RouteR anc
BGF/BGF+
§oam2-st207:02-Ethemnst YRFE Enable | IP Type | First Route | Mask width |ask Wicth To N“R":i
BE smZ-stz01:03Ethemet
B um2-st200:04 Ethemet 1 3220 - emZ-st20102- [ i [Pvd 100.0.0.1 32 32
I5 ar2-st2: 01 D5 Ethemet 2 3221C-Multicast Source fv4 | 100011 32 %2
l; o 3 3221 EmaET ¥ v 100.0.2.1 32 32
C-FM o ng fﬁBE-TE 4 3220 - emZ-stZ0102- [ lRvd 100.0.31 32 32
EIGRE 5 3221 - (emZ-stZ01 02 [ (P 100.0.4.1 32 32
IGMP Il 5 3221 - (xm2-st20102- [ i IPvd 100.0.5.1 32 32
115 A 7 3220 - emZ-stz0102- [ IPvd 100.0.6.1 32 32
LACP & 3221 - (emZ-stP 0102 ] IPvd 100.0.7 1 32 32
NP a 3220 - (xmZ-stz002- [ IPvd 100.0.8.1 32 32
Figure 331. BGP PE Emulation VPN route range
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10.

Test Case: MVPN Scalability and Performance Test

Seven PIM routers are configured per PE port. The first six PIM routers are PE PIM
routers. Each PIM router runs over 200 GRE interfaces for the 200 mVPNs supported.
The last PIM router is the P PIM router which joins the default MDT groups for all

mVPNSs supported by the emulated PEs behind it and joins the multicast tree in the
provider's multicast domain.

wm

e wmz-st2:0

P |
B wmeazm|PE Ports

OSPFyd
PIM-5H /550 -4 6 |

£ wnZ-st2:01:01-Etheafiet
wmZ-ztZ: 01:02-Ethernet
wmn2-zt2:01:03-Ethernet
wmn-zt2:01:04-Ethernet
wmn2-zt2 01:05-Ethernet
wmnZ-zt2: 01:06-Ethernet

T e

HIF
RIPng

oo T

nfiguration

aer

» ]

Diagram I Faorts F'Iru1-5ru1lnterfaces IJninIPrunes I Source

.
+

LAt N 1

Flt4-5H4
Port Enable | Router ID | DR Priority | “2rFrune | Joinfrun
IMterval Titmn
201 |wm2st20102Ehe. [ S22 0 &0
202 7 3222 0
203 F | 5223 M"IE';“U'EFE‘:I PEs|
204 p 3.2.24 o S S
205 7 3225 ] J Eo
206 [ e led /&0
207 W WS.D_jIEN o/ ED
208 |vm2-stz003Ehe . [ 3227 o Jf B0
209 p 3228 / N0 B0
210 7 3229 | B0
211 132210 0 |
212 W 32211 jf?’]'%;:d P}
213 W 132212 0 B0
214 [ (ERPER] g AL B0
215 |vm2stz0l04Ehe.  f [ 32213 | 0 &0
216 e RN 0 6
217 F_ Lizzisl 1 0]

Figure 332.

PIM PE emulation

Since C-Multicast sources are located behind the emulated PEs, the PE PIM routers are
configured with a source range which will emulate the function of sources’ DR and send
Register to RP messages for each mVPN supported.

(Optional) This step is needed if the DUT uses Cisco I0S-XR:

Click on the CE port under PIM-SM/SSMv4/6 in the protocol tree.
Go to the Join/Prunes tab in the right pane and click on the Range Type drop- down.
Select (*,G)->(S,G) from the drop-down list.
Highlight the entire Range Type, and then right click and select Same.
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B smi2-t2.07:03 Ethemet Routers | PIM-SM Interfaces | JainsiPrunes ISources IData MDT | candidate RPs |
BE sm2-st2:01:04-Ethernet
B smz-st201:05Ethernet To change number I-E-G_Ilec;t ‘PIM-5h4 Interfacmrr number in Mo, of Sources' field CRP
-BE sm2-st2:01:06-Ethernet = mqu = - = o— —
ouMsg-Group [l rou ress ource iscar
Irterface | Enable m P Group Address gou:t\ Source Address Address Countloin States Wmeg RP Address]
T T Eemat [ 22 P FlyMeshNg ] 225001 ‘ 1000.0.1 T W - S| 10111
. EE wm2-st2 01 -02-Ethernat 2 |32z - E Fully-Meshe 225011 | oo 1 E E 104.1.2
. EE arn2-st2 01 -D3-E thernat 3 |3221- w Fully-leshe 225021 1 100.0.2.1 1 W 10113
. Eé ami2-st2 01 -04-E thernat 4 (3221 - z Fully-Meshe 225034 1 100034 1 z : 10114
BE xm2-st2:01:05Ethernet O 22.2.1 - ;1] jFully-Meshe 222041 1 1000.4.1 1 v 10415
B 2o 0106 Ethemat | |B|o20 1 [F Fully-eshe 225051 1| 100054 1 r 10116
RIP 7|32z - w Fully-leshe 225061 1 100.0.6.1 1 W 10417
RIPng g [3z221- [V Fully-Meshe 223074 1 100.0.7 4 1 v ol 10115
e ) B]EE2 R Fully Meshe 225031 1] ioonaa T n 10.1.1.9
Figure 333. PIM PE emulation PIM source range
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This is necessary due to an interoperability issue between the Ixia emulation and 10S-

XR.
BE  =mZ-st2:01:05-Ethemet I Joins/Prunes I I
B wmo-st201:06Ethernet Routers | PIM-Sh Interfaces Sources | Data DT | C
SFPF“G To change number of JoindPrunes |, zelect 'Plk-5k Interfaces' tab, and enter number in ‘Mo, c
[El wmZ-st2:00:01-Ethemet Source-Group
EE rooat e [ oE thamel Irterface |Enable| Range Type Ve RP &ddresz|Group Address
EE wmz-zt2: 01 :03-Ethernet 1 130112 0 W REReRe = JFully-Mezhed 10114 225001
B2 wmZ-st201:04-Ethernet ] 130122- 0 W {*rRP) Fully-hieshed 10112 250141
B2 wmZ-st201:05-Ethemet 3 1301520 0 @ |G Fuilly-Meshed 10113 225021
EE umZ-gt2: 07 :06-Ethernet 4 130142- 1 2fe] Fully-Meshed 10114 2250341
RIP = 130152 - = R ERCT Fully-heshed 1M0115 225041
RIPng E 31620 B e Fully-Meshed 104116 | 225051
ooy TCE x T 12Nn4 77 = [ e B Ll ey | Fiill: hdazhad An44 7T TIENEA

Figure 334.  PIM CE émulation join/prune range

11. Start all protocols by clicking on the Start Protocols button in the top toolbar. This will start
all configured protocols on all ports in this test session. You can also start protocols at the
per-protocol or per-port level or on a per protocol and port level.

L:.l'l IxMNetwork [mypnl-testhook.ixncfg]

File iew Tools Settings Help
i = =] © ™%, Protocols Wizard

Test Configuration

Start Protocols
Start all Protocols

#

| Test Configuration |

ﬁ 1. Port Manager
:_}A 2. Protocals

Figure 335.  Start all protocols

*

» XY
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Ensure that protocols are running at all ports.

[=l=] v [ BN Il AR e

ﬂ 187 W 14124018

166 W 14124015

188 W 14124015

180 W 14124018

191 Ird 14124018

192 Ird 14124018

193 Ird 14124018

194 I 14124018

193 I 14124018

196 I 14124018

197 I 14124018

198 I 14124018

189 P 14122019

----- ] 200 ¥ 14124020
=3 _ 201 |xmo-sto0i 02 Ethe | 3221
wmn-st2:07:01-Ethermef Running 02 ~ 3222
wmn-st2:07:02-Etherme Running 03 ~ 3223
wmzZ-stZ 01:03-Etherne§ Running 04 ~ 3224
wrn-st2:07:04-E therne Running 05 v 3225
wrn-st2: 07:05-Ethernef Running 506 v 3228

wrn-st2: 07:06-Ethernef Running «|[ [207 W 14125041

_____ 208 [em2-st20103-Fthe . |7 3227
) Test Configuration 2 i Sees
210 3 3228

Figure 336.  All protocols running

12. Switch to the StatViewer window and verify protocol statistics. Beside the general session
statistics, each protocol statistics view will provide comprehensive statistics on protocol state
machine operation for troubleshooting.

O osPF aagreqated Statistics

-1 H |Port Session Tracking ﬂ e B

Stat Mame & | sess, Configured |Full Nbrs.  |Down State Count | Attempt State Euun'l:
wmz-sk2 i ardd1fPort0z 1 1 ] i}
wm2-sk2fCardd1fPort03 1 1 0 0
wm2-skZ fCard01 Portod 1 1 0 ]
wmz-skZ i arddljPortis 1 1 0 u]
wmz-sk2 i ardd1fPort0s 1 1 ] i}

Figure 337.  OSPF protocol statistics

Q LDP Aggregated Statistics

- 1E A

Stat Mame £ | Basic Sess. Up [Targeted Sess. Up | Targeted Sess. Configured | Non Eui;
xmz-sk2fCard0lPart0z
xmz-stZiCard01/Pork03
wmz-st2iCard01/Pork04
wmz-st2)Card01/Pork0sS
xmz-sk2fCard0lPart0s

_ e e e e
o o o o O
[ T e R s Y e o |

Figure 338.  LDP protocol statistics
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Q BGP Aggregated Statistics

T
‘l., ! Q A T

Stat Name £ |9ess. Configured | Sess. Up Idle State Count | Connect State Count
xmz-st2fCard01 fPort0z
xm2-st2/Card01 [Pork03
wmZ-st2 ! Card01/Pork0d
wmZ-stZ2 ! Card01 [Pork0s
*mZ-st2 ) Card01/Port0a

T O O
L = = =)
o o O o O
o o o o O

Figure 339. BGP protocol statistics

Q PIMSM Aggregated Statiskics

T
‘l, ! Q o BT

Drag a column header here to group by that column

Stat Name £ | Rbrs. Configured | Rtrs. Running | Nbrs. Learnt |Hellos Tk | Hellos Rx l
smZ-sk2 i Card01 fPort0l 200 200 200 7,600 2622
xm2-sk2{Card01 jPort0z 7 7 1,201 45,770 24,324
xmz-st2/Card01Ports 7 7 1,201 45,695 24,306
xm2-sk2 i Card0l /Port04 7 7 1,201 45,719 24,315
wmiz-sk2)Card0 1 fPort0s 7 7 1,201 46,672 24,955
xmZ-sk2{Card01 Part06 7 7 1,201 46,747 24,961

Figure 340.  PIM-SM protocol statistics

Note: the number of PIM adjacencies=(# of emulated PEs) * (# of mVPN/PE) + 1.

13. After all the protocol sessions show as up in the Ixia protocol statistics, optionally verify the
DUT’s status for all protocol sessions. A Cisco DUT example is shown below.

RP/0/9/CPUN: iosf§sh ospf neighbor|
Mon Mar 9 09:32:45.0z27 ULC

* Indicates MADJ interface

Meighbors for OIFPF 1000

MNeighbhor ID Pri State Dead Time Address Interface

16.77.0.1 ul FULL/DROTHER a0:00:32 1z9.1.1.2 GigshitEthernetd/7/0/1
MNeighbhor is up for 00:03:49

16.73.0.1 u} FULL/DROTHER o0:00:34 1z9.1.2.2 GigshitEthernetd/7/0/2
MNeighbor is up for 00:03:54

16.79.0.1 u} FULL/DROTHER a0:00:36 129.1.3.2 GigshitEthernetd/7/0/3
MNeighbhor is up for 00:03:54

16.50.0.1 u} FULL/DROTHER o0:00:34 1z9.1.4.2 GigshitEthernetd/7/0/4
MNeighbhor i=s up for 00:03:47

16.51.0.1 u} FULL/DROTHER ao:00:30 129.1.5.2 GigshitEthernetd/7/0/5

MNeighbor iz up for 00:03:51

Total neighbor count: 5

Figure 341.  Sample "show OSPF neighbor" output for Cisco I0S-XR
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RP/0/9/CPUD: ios#sh bgp swmwary

9 09:33:23.227 UTC

Mon Mar

BGPF router identifier 121.121.121.121,

BGP generic scan interwval 60 secs

BGP table state: Actiwve
Talkle ID: Oxe0000000
BGPF main routing table wversion 1

BGPF N33R converge wersion 1
BGF N3R conwverged
BGP scan interval 60 secs
BGP is operating in 3TANDALONE mode.
Process RowTh lVer LRIE/RIE LabelVer ImportWer SendThblVWer StandbyVer
Speaker 1 i 1 1 1
Neighbor Spk A3 MsgRowvd Msglent ThlVer Ing outg Up/Down Sc/PfxRed
3.z.z. 1 o 1000 10016 97z2 1 a 0 00:04:20 a
3.2.z2.2 o 1000 10016 97z2 1 a 0O 00:04:22 a
3.2.2.3 o 1000 10016 97z2 1 a 0O 00:04:21 a
3.2.2.4 o 1000 10017 97z2 1 a 0O 00:04:22 a
3.2.2.5 o 1000 10016 97z2 1 a 0O 00:04:22 a
3.2.2.8 o 1000 10016 97z2 1 a 0O 00:04:24 a
3.2.2.7 o 1000 9501 9308 1 a 0 00:03:41 a
3.2.2.8 o 1000 9501 9308 1 a 0 00:03:35 a
3.2.2.9 o 1000 9501 9308 1 a 0 00:03:40 a
3.2 2010 o 1000 9501 9308 1 a 0 00:03:41 a
Figure 342.  Sample "show BGP summary" output for Cisco I0S-XR
RP/0/9/CPT0: ios¥sh mpls ldp neighbor brief]
Mon Mar 29 09:3o0:054. 170 OTC
Feer GE Up Time Liscowvery Address
16.77.0.1:0 N 00:05:01 1 i
1l6.79.0.1:0 N 00:05:00 1 1
16.51.0.1:0 N 00:07:59 1 1
16.78.0.1:0 N 00:07:59 1 1
16.50.0.1:0 N 00:07:59 1 1
Figure 343. Sample "show MPLS LDP neighbor brief" output for Cisco I0S-XR

RP/0/9/CPUD: insfsh pim neighbor |
9 09:39:56.7158 UTC

Mon Mar

PIM neighhors in VRF default

Neighhor Address

129,
128,
128,
128,
1=9.
129,
129,
129,
128,
128,

[ S =T T U SO S

0 b b 00 L) DD DD e

L1
.2
1%
.2
1+
.2
L1
2z
L1F
.2

Figure 344.
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Interface

GigahitEthernetd,/7/0/1
GigabitEthernet0/7/0/1
GigabitEthernetl/7/0/2
GigabitEthernetl/7/0/2
GigahitEthernetl,/7/0/3
GigahitEthernetd,/7/0/3
GigahitEthernetd,/7/0/ 4
GigahitEthernetd,/7/0/ 4
GigabitEthernet0/7/0/5
GigabitEthernet0/7/0/5

Sample "show PIM neighbor" output for Cisco I10S-XR

Uptime

2dzoh
oo:
oo:
oo:
aos:
ao:
ao:
ao:
oo:
oo:

June 2014

10:
11:
10:
11:
10:
28:
10:
11:
10:

57
12
58
2z
57
31
57
57
58

local A5 number 1000

Expires

ao:
ao:
ao:
ao:
ao:
ao:
ao:
ao:
ao:
ao:

o1:
o1:
o1:
o1:
a1:
o1:
o1:
o1:
o1:
o1:

35
17
38
17
39
17
40
17
40
17

DR pri

1
[u]
1
[u]
1
u]
1
u]
1
[u]

IDR]

IDR]

IDR]

IDR]

IDR]

Flags
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RP/D/B/CPUD:iDsﬂéh pim vrf mwwvpnl neighborl

Mon Mar 9 09:41:40.7:23 UTC

PIM neighhors in VRF nmwpnl

Neighbor Address

=+

130.
130.
1.1.

T I S R R I U N R SR
0 -] O (0 b L) B
4 . -

|

LI o I S R Y R W
[T N T o N S o T S

Interface

GigabhitEthernetd/7/0/0.
GigabhitEthernetd/7/0/0.

mdtmwwpnl
mdtrmvpnl
mdtmwwpnl
mdtmwwpnl
mdtmwwpnl
mdtmwwpnl
mdtmvpnl
mdtmwwpnl
mdtmwwpnl

Uptime

1 00:30:09
EdZ1lh oo:
oo:11:44 00O:
Oo:12:05 0O0:
Ooo:11:44 00:
O0:11:41 0o:
Oo:11:44 00O:
oo:11:41 00O:
Oo:11:44 00O:
oo:1i:46 00O:

Expires

Z6
30
28
a0
33
30
33
30
zZB

IR pri Flags

o0:01:159 1 (DE) B A
1 00:12:44 00:01:30 0

a1:
o1:
a1:
o1:
a1:
a1:
o1:
a1:
o1:

1 (DR} B A
o

o T Y Y w

Figure 345.  Sample "show PIM VRF mvpn1 neighbor" output for Cisco 10S-XR

14. When the control plane is up and running, you can build traffic from multicast sources to
multicast receivers to validate data plane forwarding.

15. Go to Test Configuration - Traffic and click on 5 button to launch the Advanced Traffic

wizard.

BERC U < Basic wieard

Figure 346.
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Test Case: MVPN Scalability and Performance Test

16. At Endpoint page, perform the following configuration tasks:

a. Name your traffic item and select Type of Traffic.

b. Under Traffic Mesh, select One-One for Source/Dest. This is due to the nature of the
VPN; sources and destinations that belong to different VPNs do not talk to each
other.

c. Under Traffic Mesh, select Fully Meshed for Routes/Hosts. In the mVPN case, this
mesh should match with the Source-Group Mapping in the Register Ranges or
Join/Prune range.

d. Inthe Source window, select PIMSM Register Ranges under All Ports. This will
select PIMSM Register Ranges under all PE ports.

e. Inthe Destination window, click on the + button in front of the CE port to expand the
tree by a level and select PIM-SM/SSM. This will select all PIM Join/Prune ranges
under CE port.

f. Click on button to add the source and destination endpoints. There are 6,000
source endpoints (30 PEs * 200 mVRFs/PE) and 200 destination endpoints (200 PIM
Join range, one per mVRF).

—— Tralffic [tem —— —— Spurce / Destination Endpoints
Traffic Mame | PE-»CE Traffic Group ID Filkers |Mone selected |E|

Type of Traffic |TPvd [v] —
ype of Traffic | IPw [~ |Source | non ... [v] T

=3 | |Destinati0n | all |E| . & E

— TrafficMesh ——— | [¥] all Forts
Cource/Dest. One - One IEI D Interfaces PIMSM Mulicast Ranges
. F'Il'-'1'E-I"-'1 Reqgister Ranges : D Interfaces
Routes/Hosts | Fully Mashed M a0 ] BGP ¥PN Route Ranges
[] Bi-Directional E" FEL -] Lop FECs
) ¥ PE2 = ce
[ ] Allows Self-Destined G PE3 E
o = 3] P4 ] nterfaces
—— T G
& & ] PES ] Ped
= = 0] ez
& R W & e pe3
] e
=] Pes

= = —— N
e [¥)| [3€] — Endpoint Sets
e | Encapsulation | Source Endpoints | Destination Endpoints | Traffic Groups
#* - i —_
1

Murnber of hosts per Rouke 1 3

Figure 347.  Traffic Wizard Endpoint Selection

000 Endpoints
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Figure 348 expands the source and destination tree further to show the leaf endpoints.

— Source / Destination Endpoints
Traffic Group ID Filters | Mone selected |E|

‘ ‘Destination | Al = & 2 ‘

- [#] PIMSM Multicast Ranges =]

-] Interfaces
-] BGP YPN Route Ranges

‘Source | non-M, .. |E| T G

EHE
] Interfaces

|

= ce
=1 PEL -] LDP FECs
] Pr-amissm EH¥] cE

1] PIM-5M55M
(=H¥] Router - 1D 100.1.0.1
[ZH¥] PIMSM Interfaces
: 1] PIMSM Interface - 130.1.1.2
EI- JoinsfPrunes
“{lw] Multicast Range: 225.0.0.1/32{2 |

] Router - 1D 3.2,2.1
Er- PIMSM Inkerfaces

EHY] PIMSM Interface - 3.2.2.1

E;-WI SOUrces

L. 19) register Range: 100.0.0.1;32;2'

[i+[¥] PIMEM Tterface - 5.2.2.1 :
[:1[¥] PIMSM Interface - 3.2.2.1 (:3¥] Router - 10 100.1.0.2
[#H¥] PIMSM Interface - 3.2.2.1 [#H] Router - ID 100,1.0.3
[:}[¥] PIMSM Interface - 3.2.2.1 = [:}[¥] Router - 1D 100.1.0.4 =

Figure 348.  Traffic Wizard Endpoint Selection - Expanded Endpoints

Notes: The list below shows various options to filter the traffic endpoint tree and help you

find a specific traffic endpoint quickly.
e Traffic Group ID Filters Traffic Group ID Filkers
o Encapsulation

e Quick Selection T

e Search =

e Multicast Endpoint Selection L
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Test Case: MVPN Scalability and Performance Test

17. Atthe Packet/QoS page, available QoS fields are populated based on the traffic

encapsulation. You can modify any available QoS field, e.g., IP Precedence. Skip this page
if you do not want to modify QoS value.

() Al Encapsulations (=) Per Encapsulation

!

7 e —— B
‘xﬂ| MName Encapsulation Ethernet-Type | PFC Queue | IP Priority | IP Priority #1 | TTL (Time to live) | TTL (Time to live) #1 |:
1 4 |EndpointSet-1 Ethernet T1LIPwE GRE.IPvd <Autos Default oS [w[TOS 64 B4
| m Copy from - PFC Queue
Per Encapsulation - Settings wil be applied to: EndpointSet-1 | Ethernet ILIPv4.( Copy fram - IP Priority #1
— o Walue
a g’ & 'EQE ?ga [2 fedioon; ﬁ v —Custom ¥alues
[ | Mame () Raw priority |_| |Eﬂ| |_|
[ZHEE Frame (=) TOS Ei; — 8

'g"ﬁ Ethernet 1T () Diff-sery b4 Preceden.ce

[ TPve 1 000 Routine

ey GRE z 101 CRITIC/ECP

G TPvt 3 v v

[l Payload
Elﬁ Ethernet II (Traller)
|‘ [e]'4 | \ Cancel |

Figure 349.  Traffic Wizard Option

18. At Flow Group Setup page, various options are populated based on packet content. These
options are used to create various traffic profiles which allow you tune transmit parameters
for each profile. Skip this page if you do not need create different traffic profiles.

19. At Frame Setup page, set desired frame size.

20. At Rate Setup page, select the Transmit mode which matches the transmit mode at port
property and set desired rate. You can also use the Rate Distribution option to control how
to apply the configured rate across flow groups and ports.
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21. At the Flow Tracking page, select IPv4: Destination Address and IPv4: Destination
Address (1). The Traffic Item is selected automatically as long as there is another tracking
option selected. This will give you an aggregated view at the Traffic Item level, per-VPN
level (IPv4: Destination Address is the default MDT group for multicast VPN and therefore
gives per-VPN level aggregation), and per-flow statistics for each multicast group address.

Flow Tracking

—— Track Flows by
|| Source/Dest Endpoint Pair

D Source/Dest Yalue Pair

[ source/Dest Port Pair

[ source Endpoirt

[ pest Endpaint

[ source Port

D Traffic Group ID

[[] Ethernet 11 ¢ Destination MAC Address
[ Ethernet I ¢ Source MAC Address

[[] Ethermet 1T : Ethernet-Type
D Ethernet I ; PFC Queus

] 1Pv4 : Precedence

D IPv4 ; Precedence(1)

[ 1Pv4 : Source Address

[) 1Pv4 : Source Address(1)
IPv4 : Destination Address
IPv4 ; Destination Address(1)

[ Custom Override

Figure 350.  Traffic Wizard Tracking Option

22. At the Preview page, click on View Flow Groups/Packets to preview the packet content.

Preview IxN
Flow Groups /Packets

() Currert Traffic Ttem () All Traffic Ttems [ Wiew Flow Groups/Packets I

Flow Group | Traffic Ttem | E
= Port: PE1 E
1 » PE-=E - Flow Group 0001
= Port: PE2
2 PE-=E - Flow Group 0002 PE->CE
[= Port: PE3
W
2 DF_ = F - Elaw rovmm 002 DE_-i"F I:

—— 4800 Packets for Flow group: PE- >CE - Flow Group 0001

Packet #

Destination Ma...

. 01:00:5e:0C

Source MAC Ad..,

Figure 351.

Version

Traffic wizard — Preview

Destination Ad...

0:01 (00:00:4c:c 55 (4 3.2.2, 0 0

2 01:00:5%e:00:00:02 00:00:4c:ce:47:55 4 3.2.21 239.1.1.1 o 1]
i) 01:00;5e:00:00:01 00:00:4c;cend?:55 4 2.1 PR did bl a 0
4 01:00:5e:00:00:02 00:00:4cicend?:55 4 3221 239.1.1.1 a i}
5 01:00:5e:00:01:01 00:00:4c:ce:47:56 4 jzz21 239.1.1.2 o 0
6 01:00:5e:00:01:02 00:00:4c:ce:d7:56 4 a2zl 239.1.1.2 0] 0
7 01:00:5e:00:01:01 00:00:4cicend?io0 4 2.1 239.1.1.2 a 0
g 01:00:5e:00:01:02 00:00:4cicend?:56 4 3221 239.1.1.2 a i}

Reserved

Yersion

23. Upon clicking the Finish button, traffic will be built and a traffic item is created under the All
Traffic ltems tab in the left panel, and all flow groups for this traffic item will show in the
traffic grid at the right panel.
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Test Configuration

I 1. Port Manager
E}E 2. Protocols

Q AuthfAccess Hosts/DCE

@ Traffic Groups

(B 4, Event Scheduler
-l 5. Statistic Setup

E|h = |

ﬁi'a Routing)SwitchingInterfaces

Flow Groups for item "PE-=CE"

FEL

0%

10,00

Transmit State

Tx Port

-

@p e
b 0lE

@

@b 1

DRI

EEE
HE N

&%
- v

CADIE]Y

BE] All Traffic Ikberns

29 Al Flow Groups

----- i} All Quick Flow Groups (Emply)

Figure 352.

PEZ
PE3
PE4
PES

Encapsulation
Mame

Endpoint Sek

Traffic Ikem Mame

Flow Group Name

Ethernet ILI...
Ethernet ILI...
Ethernet ILI..,
Ethernet ILI..,
Ethernet IL1..,

EndpointSet-1
EndpointSet-1
EndpaintSet-1
EndpointSet-1
EndpointSet-1

PE-=CE
PE-=CE
PE-=CE
PE-=CE
PE-=CE

Traffic Item and Flow Groups

PE-=>CE -
PE->CE -
PE-=E -
PE-=CE -
PE-=E -

Flows Group 0001
Flow Group 0002
Flow Group 0003
Flows Group 0004
Flows Group 0005

24. At the Traffic Grid, you can use grid options to customize Frame Size, Frame rate, etc. You
can also control traffic start/stop/pause/resume at a per-flow group level.

25. To view the generated packet content in detail, right-click on any flow group to bring up the
Packet Editor window. Figure 353 shows that the packets generated are GRE packets. The
top part is a packet decoding. Click on Hex View on the lower left corner to bring up the
binary encoding view. The total number of generated packets is also shown. You can click

the >> button on the bottom to view the content of each packet.

Packet Editor

& g * %?E ?E% Field Lookup: Hv /

G0 ko Stack Diagram I;P

Mame

» | ZHEE) Frame

&5 Ethernet 1T
E=ha

Value ]

annn=n
It

> Payload Increment Byte
[HEy Ethernet IT (Trailer)
Hesx: View E‘
oooooo ﬂ
oooo1o
oooozo

(o] Hez View | B <] 4]
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Test Case: MVPN Scalability and Performance Test

26. Expand the outer IPv4 header to view the content. The source IP is from the emulated PE

loopback address and the destination IP is the default MDT group for that mVPN.

Mame Yalue 1

B _ﬂﬁ Ethernet II {Header)
B =

] ZHE 1P Header
i - === WErsion 4
] === Header Length <Aukoz= 5
1 +| B3 Priority TOS
i === Tokal Length {octets) <hAuto= 110
2 === Tdentification 0
g +B=3 Flags
7 === Fragment affset u]
B = TTL (Time to live) &4 PE Loopback
1 = Protocol <Auto= GRE
i == Header checksum <Aubos Calculated
7 == Spource Address <System Mesh> 3.2.2.1
] === Destination Address <Swstem Mesh= 239,1.1.1
1 B8 IF options B
| & GRE

Figure 354.

1] IPv4{Internet Protocol, ¥ersion 4}

Default MDT Group

Packet Editor - outer IP expansion

Expand the inner IPv4 header to view the content. The source IP is the

C-multicast source address and the destination IP is the C- multicast group address.

L

| E&}Frame

_ﬂﬁ Ethernet IT (Header)
+l i TPv4
i ore

_ij-ﬁ IPv4{Internet Protocol, Yersion 4)

ZHER 1P Header

~== Yarsion

=== Header Length
+ B3 Priarity

=== Total Length {octets)
== [dentification
+BE3 Flags

=== Fragment offset
e TTL (Time ko live)
-== Protocol

== Header checksum

4

<futox 5
TS
<futo> 56
u}

o4 C-Multicast Source

<Aukoz Any bost inffernal protocol
<huto= Caloulated

-==m Spurce Address
&= Destination Address

<Systern Meshz 100,0.0.1
«Systern Meshz> 225,0.0.1

#[B] IF options

PN - o I TRV PR |

Figure 355.

27. Apply and Start the traffic.
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Test Case: MVPN Scalability and Performance Test

E" =] 3 ||| 4} 213 raffic b 2 Clear CRJDP Stats /7 Clear Statistic || | {2 ’ El

I R ¢ Basic wizard o Advanced wizard 55 Quick Flow Growps | &
0%
Flow Groups for item 'PE->CE' —————— PEl :U:

10,00
Transmit State Tx Port Encidp;;!ftlun Endpoint Set | Traffic Ikem Mame Flows Group Name
1 K @ 00 W Ethernet I1.1... EndpointSet-1 PE-=CE PE-=CE - Flow Group 1
z @ mm PEZ Ethernet IL1... EndpointSet-1 PE-=CE PE-=CE - Flow Group 2
3 @ 0 m PE3 Ethernet I1.1... EndpoinkSet-1 PE-=CE PE-=E - Flow Group 3
4 @p 0| PE4 Ethernet I1,1... EndpaintSet-1 PE-=CE PE-=CE - Flaws Group 4
5 @PF 0| PES Ethernet I1.1... EndpointSet-1 PE-=CE PE-=CE - Flow Group 5

Figure 356.  Apply and start traffic

28. Switch to the StatViewer window. Click on Traffic Item Statistics under the Traffic tab to

bring up the aggregated traffic item statistics view at the right panel. This gives you
aggregated statistics per traffic item.

Traffic Ttem Statistics

- ! | Q A |Qv [:].ﬁ.utDUpdate Enabled | Cusktomize Traffic V... | -1 | "] 6 ﬁFavorites ﬂv ISeIect a Praof

Drag a column header here to group by that column

Loss % | T Frame Rate | Rx Frame Rate

Traffic Item | Tk Frames | Rx Expected Frames | Rx Frames | Frames Delta

232,202 232,202 232,202 0 0.000 8,446,000 8,446,000

Figure 357.  Traffic Item Statistics
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Test Case: MVPN Scalability and Performance Test

29. Right click on the traffic item. Available drill-down options are populated based on tracking
options selected. Select Drill Down per IPv4 :Destination Address to bring up an

aggregated view per VPN.

raffic Item | T Frames | Ry Expected Frames | Rx Fram

e =

E User Defined Statistics

207 T34

Shaw wiew as Flaaking
ShowfHide Cwerwvie

Display wiew as Chark

Hide wigw

P07 T34

Shio

Define Alert. . .
Edit &lerk, ..
Remove Alerk

Add ko Custam Graph

|Dri|| Down per IPv4 :Destination Address I

Drrill Drover per IPw4 Destination Address (17

Show &l Filtered Flows
Drrill Dravsir per R Park

iqer ¥ E % |-

[:].D.utuLIpdate Enabled || Cuskarmize Traffic vi... |L'-"-g'lv | iCa @ ! ﬁFavnril

|K§ Back |-| |.[a | 1Pv4 :Destination Address

Drag a column header here to group by that column

Tx Frames | % Expected Frames | R# Frames | Frames Delta

IPv4 :Destination Address Loss %a
Z39.1.1.1 127,700 127,700 127,700 0 0.000
239.1.1.2 127,700 127,700 127,700 0 0.000
239.1.1.3 127,700 127,700 127,700 0 0.000
239.1.1.4 127,697 127,697 127,697 0 0.000
239.1.1.5 127,680 127,680 127,680 0 0,000

Figure 358.  Drill down options and drill down view from Traffic Item Statistics
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Test Case: MVPN Scalability and Performance Test

30. Right click on the 239.1.1.1 flow (default MDT group for mVPN1) and drill down further by
selecting Drill down per IPv4: Destination Address (1) to bring up a per-destination
address (C- multicast group) flow view for mVPNL.

Notes: IPv4: Destination Address (1) means inner GRE IPv4 Destination Address.

IPv¥4 :Destination Address | Tx Frames | Ry Expected Frames | RxF

Show view as Floating

233.1.1.2 ShiowfHide Cverview

239.1.1.3 Display wiew as Chark

239.1.1.4 Hide: view

239.1.1.5 Shiow »
Defime Alert,
Edit Alerk. ..
Aidd be Custom Graph .

IDriII Down per IPv4 :Destination Address (1)
[l ilcered Flows

E User Defined Statistics

e ! | l:_j | ) |g;’,‘v Ej.f\utoLlpdate Enabled || Customize Traffic Vi... E |=%'- | i J ! {}Favorites ﬂv ISeIect a Profile..
@ Traffic Group ID IPwd :Destination Address (1)

Drag a co eader here to group b at oo

IPv4 :Destination Address (1) | Tx Frames  Rx Expect.. RxFrames I Frames Delta Loss % | Tx Frame ... | Rx Frame ...
225.0.0.1 11,416 11,416 11,416 1] 0.000 165.000 16,000
225.0.0.2 11,416 11,416 11,416 1] 0.000 165.000 16,000
225.0.0.3 11,416 11,416 11,416 0 0.000 165,000 168,000
225.0.0.4 11,416 11,416 11,416 0 0.000 165,000 164,000
225.0.0.5 11,416 11,416 11,416 0 0.000 165,000 164,000
225.0.0.6 11,416 11,416 11,416 1] 0.000 165.000 16,000
225.0.0.7 11,416 11,416 11,416 1] 0.000 165.000 16,000
225.0.0.8 11,416 11,416 11,416 0 0.000 168,000 168,000
225.0.0.9 11,416 11,416 11,416 0 0.000 165,000 164,000
225.0.0.10 11,416 11,416 11,416 0 0.000 165,000 164,000

Figure 359. Drill down options and drill down view from per VPN level view
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31. Click on Flow Statistics in the left panel to bring up the statistics view for all flows. This
gives you a flat view for all flows of all traffic items.

" Flow Statistics
“- 1 = ) |,:v E]AutDUpdate Enabled || Customize Traffic Vi... \El | | @8 ! QFavorites ﬂv ISBIect a Profile... j |Q q § | !

Tx Port RK Port Traffic Item | 1IPv4 Destination Address | IPv4 :Destination Address (1) | Tx Frames | Rx Expected Frames ‘ Rx Frames
PE1 CE PE-#CE £239.1.1.1 2E5.0.0.1 53,142 53,142 53,142
PE1 CE PE->CE £39.1.1.1 2E5.0.0.2 53,142 53,142 53,142
PE1 CE PE-#CE £239.1.1.1 2E5.0.0.3 53,142 53,142 53,142
PE1 CE PE->CE £39.1.1.1 2E5.0.0.4 53,142 53,142 53,142
PE1 CE PE-#CE £239.1.1.1 2E5.0.0.5 53,142 53,142 53,142
PE1 CE PE->CE £39.1.1.1 2E5.0.0.6 53,142 53,142 53,142
PE1 CE PE-#CE £239.1.1.1 2E5.0.0.7 53,142 53,142 53,142
PE1 CE PE-#CE £39.1.1.1 2E5.0.0.8 53,142 53,142 53,142

Figure 360. Flow Statistics view

The aggregated, drill-down, and per-flow statistics impose a hierarchy on a typically
huge amount of flow statistics. You can nail down the problem from top level down to
look at only flows with problems. Both aggregated and detailed flow statistics views
provide important statistics that allow you to monitor the data plane forwarding operation,
including frame delta, loss %, Rx frame rate, various Rx rates (in Bps, bps, kbps and
Mbps), various latencies (min, max and avg) and timestamps.

Result Analysis

Using Ixia protocol statistics, it can be seen that all expected protocol sessions are up and
running. After starting traffic, continue to monitor protocol statistics to verify whether the control
plan can sustain itself with data plane traffic.

In IXNetwork 5.40, Ixia introduced powerful aggregated and drill-down views at various user
defined levels. This helps you to identify the problem quickly. You can start with the top level
aggregated view for traffic items and monitor various Rx stats and latencyi/jitter. You can then
drill down to various aggregated levels to narrow down the flows which have problems. This
greatly reduces troubleshooting time.

The Snapshot CSV function can be used to record the statistics for one or more statistics views
at any point of time. You can capture a particular view at any time for post analysis.

From the result we have so far, both control plane and data plane operation are sustained. Now
we can add more Ixia ports to emulate additional PEs in order to scale up and verify both control
plane and data plane operation. The test can be repeated with additional emulated PEs until the
control plane and data plane fail.

Based on this test, we can determine the maximum number of remote PEs that the DUT can
handle with 200 mVPN supported at the system level.
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Troubleshooting and Diagnostics

Issue

Cannot Ping DUT

Troubleshooting solution ‘

Check the Protocol Interface window to see whether there is a
red exclamation mark (!) in front of any protocol interface. If there
is, then there is a mismatch between the DUT IP and Ixia port’s
IP subnet, VLAN or link mode (copper versus fiber). Correct it
and make sure red exclamation mark goes away.

OSPF session does not
come up

Verify the OSPF area ID, link type and MTU on both the Ixia and
DUT sides to make sure they match.

BGP sessions between
emulated PEs and DUT
PE do not come up or
only partially not up

First verify the IGP session between the DUT and the emulated P
router. If the session is up, verify that the DUT’s routing table has
routes to the emulated PE loopback address to avoid a possible
connectivity issue. If this is not the case, then verify that the DUT
and Ixia configuration have matching PE loopback address, BGP
AS numbers, BGP capability, etc.

PIM sessions for VPNs
do not come up

Make sure that PIM is enabled on the DUT loopback interface
used for BGP peering. The PIM adjacencies for VPNs are setup
using this address. Also verify that the RP address for the
provider network on the DUT and Ixia port the same.

Traffic started from PE to
CE or CE to PE, but no
packet received on
receiving port

Check the DUT’s global and VPN multicast routing table to make
sure that the multicast routes are correct. Also check the VPN
unicast routing table to make sure that the C-multicast source is
learned and is installed in the VRF routing table. If the DUT is a
Cisco 10S-XR router, then make sure you performed Step 10
above.
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Test Variables

Test Case: MVPN Scalability and Performance Test

Test Variable ‘ Description

Port Role

An Ixia port can simulate either a multicast source or receiver behind
it. You can choose this option on page 1 of the mVPN wizard.

# of PE ports

An Ixia port can emulate a provide edge router which will join an
mVPN and peer with a DUT PE over a default MDT tunnel. You can
increase the number of Ixia PE ports to satisfy your scalability
requirement.

# of CE ports

An Ixia port will emulate a customer promise router connected to a
DUT PE. You can increase the number of Ixia CE ports per your
requirement.

IGP Protocol

The available options are OSPF and ISIS. The IPG protocol can be
chosen based on your network.

MPLS Protocol

The available options are LDP and RSVP. The MPLS protocol can
be chosen based on your network.

Provider Multicast
Protocol

The available options are PIM-SM and PIM-SSM. The multicast
protocol can be chosen based on your network.

# of Emulated PE
Routers

An Ixia port can emulate a number of provider edge routers that
support a number of mMVPNSs. This is one area that can grow quite
large in a service provider’s network. The DUT needs to maintain
PIM adjacencies with remote PEs for each mVPN it supports. The
BGP peering may or may not be a concern here as there will be
router reflectors in a service provider network to reduce BGP peering
for edge PEs.

# of Emulated
mVPNs per PE
router

This parameter should be considered in conjunction with # of
Emulated PE Routers.

# of C-multicast
sources per mVPN

With an increase of the number of C-multicast sources, the DUT
multicast routing table entries and forward table entries will increase.
With traffic, this will stress both the DUT control state and data
forwarding state.

# of C-multicast
groups

This parameter will also affect the DUT multicast routing table and
forwarding table. It can also test a DUT’s forwarding capability on
replicated multicast packets.

CE IGP (unicast)
Protocol

The unicast protocol running between CE and PE. This is used to
advertise multicast sources behind the Ixia CE port. This option will
be grayed out if the Ixia’'s CE port role is source.

IPv6 parameters

Ixia can emulate a customer IPv6 network. This is disabled by
default.

The proposed test can be scaled up or down based on test variables described above.
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Conclusions

Based on the Result Analysis, the maximum number of remote PEs per mVPN with 200 mVPNs
per system will be determined. The DUT must sustain performance of both the control plane
and the data plane to meet the specific scalability requirement.
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Test Case: mVVPN Data MDT Switchover Performance Test

Overview

mVPN data MDT was introduced to achieve optimal routing over default MDT. It connects PE
routers with interested receivers for a particular multicast flow. The PE router monitors the
multicast traffic rate on a per-flow basis and based on pre-configured bandwidth thresholds
decides to signal data MDT that switches the traffic over from default MDT tree to data MDT
tree. This test is designed to test a PE device’s ability to source data MDT and measure its
switchover latency at scale. The control plane data MDT signaling is setup first and is followed
by data plane traffic to verify data MDT forwarding. The test can be scaled up until the
switchover latency is beyond a specific tolerance.

The topology for this test is shown in Figure 361. The Ixia CE port will emulate C-multicast
sources behind it and therefore the DUT PE will initiate data MDT tree and will perform data
MDT signaling and switchover function.

Another data MDT switchover performance test measures a PE device’s ability to join data
MDT. The test procedure is similar to the test above; the difference in term of Ixia configuration
will be explained in Appendix A.

Objective

The object of this test is to determine the DUT’s ability to signal data MDT and perform data
plane switchover from default MDT to data MDT. Traffic is first sent over default MDT. The
traffic rate is then increased over a DUT configured threshold. Per-flow traffic packet loss
statistics are measured during switchover.

Setup

Four Ixia test ports are used in this test. One port emulates a local CE connected to a DUT PE
and the other three ports emulate P and remote PEs connected to the DUT’s PE core-facing
interfaces. C-multicast sources are emulated behind the CE port. C-multicast receivers are
emulated behind the PE ports. Each PE port emulates 10 PEs with 20 mVPNs per PE. You can
increase the number of C-multicast flows (C-multicast sources and/or C-multicast receivers),
emulated PEs/mVPNs and PE ports to match your real network requirements.

The IxNetwork mVPN protocol wizard is a great starting point. It walks you through, screen by
screen from P/PE to CE to help you quickly build a large mVPN configuration. With the wizard’s
append function, you can expand an existing configuration to increase the number of PEs or
number of mMVPNSs per PE without interrupting your test. Figure 361 shows you the topology we
will emulate in this test.

PN 915-2602-01 Rev | June 2014 349



source Tl L~
° VPN20

Test Case: mVPN Data MDT Switchover Performance Test

CE1

)( PE1 - M\l/)gﬁﬁm Receiver
Source R - n
P i

s
. Ixta CE Port il B __ Multicast
N 24 . B Receiver
\\ / '/ > e i VPN20
s = i
N ¥ Multicast a
. - eceive
= ) P - VPN1

~~~~~ Multicast NS
VPN20 eceer

Multicast VPN data MDT switchover performance test topology

N g

Ixia PE Port 3

CE20

Figure 361.

Step-by-Step Instructions

1.

Launch the Multicast VPN Wizard and configure port 1 as a CE Side port and ports 2-4 as
PE Side ports. Configure the CE port’s role as Source and the PE ports’ roles as Receiver
(Source means that the emulated multicast sources are behind the port and Receiver
means emulated receivers are behind the port).

Multicast ¥PN Wizard - Port Select - mvpn-test2 x
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3 r | Receiver m2-zt2:01:03-Ethernet - 1004 000 Baze X
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Figure 362. mVPN wizard screen #1
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2. On

3. On

Test Case: mVPN Data MDT Switchover Performance Test

Screen #2 of 7, perform the following configuration tasks:

P Router IP Address — The emulated P router IP address that is connected to the
DUT’s core facing interface.

DUT IP Address — The DUT interface IP address facing the core. If the P Router IP
Address is changed, the DUT IP Address will be auto-filled with immediately preceding
address within the subnet.

Increment Per Port — This field controls the increment across ports for the two fields
above.

Starting Subnet Between P and PE — This is used for links between Ixia emulated Ps
and PEs.

IGP Protocol — The IGP protocol used in the core. The DUT will establish IGP session
with the Ixia emulated P router. Available selections are OSPF (default) and ISIS.
Provider Multicast Protocol — Multicast protocol used in the provider multicast domain.
Available selections are PIM-SM (default) and PIM-SSM.

Provider Network RP Address — The RP address in the provider multicast domain
when PIM-SM is used. It is grayed out if PIM-SSM is used. Please note that Provider
Network RP Address should reside at the DUT or other P router outside the Ixia ports.
MPLS protocol — The MPLS protocol used in the core. The DUT will establish an MPLS
protocol session with the Ixia emulated P router and receive label mappings from the Ixia
port for emulated PE loopback addresses.

Frovider Side

P Router IP Address

DUT IP Address |129_1.1_1

Increment Per Port ID-D-1 a

Starting Subhet Between P and PE |1‘|.1 0424

IGP Pratacol {osPF =]
Provider Multicast Protocol IF'IM-SM j

Frovider Metwaork BFP &ddress |1.'|.1.'|

MPLS Pratocl {LDP =] __opters |

Figure 363. mVPN wizard screen #2 — setup P router

Screen #3 of 7, perform the following configuration tasks.

a. Number of PE Routers Connected to the P router — The number of emulated PE
routers per P router.

b. AS number — The AS number in which the emulated PE routers reside.

c. Emulated PE loopback IP Address and increment options — The first emulated PE
loopback address, and the increment option to determine the IP addresses of the
rest of the PE loopback addresses. This will be used for BGP peering and PIM
peering.

d. DUT Loopback IP Address and increment options — The DUT loopback address
which will be used for BGP peering and multicast tunnel source address.
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Be sure to enable Ignore all Ixia Emulated PIM Neighbors when you have more
than one PE port and the emulated PEs support the same set of mVPNSs. In this way
the Ixia PE port will only maintain PIM adjacencies over default MDT with the DUT
and drop all other adjacencies among themselves in order to achieve better
emulation performance.

‘PE Router(z]

Murmber of PE Routers Connected to the P R outer I

A5 Mumber 1.000

Emulated PE Loopback |F Address |rizrement Per B outer

|3.2.2.1£32 |n_u.n.1

Increment Per Part

IEI.'I.EI.EI ¥ Cortinuous lncrement Acrozs Ports
DUT Loopback IF Addrezs |ncrement Per Bouter

|1.1.1.1£32 |n.n.n.n

Increment Per Port
IEI.EI.EI.EI v Continuous lncrement Acrozs Ports

V¥ lgnore all 1xia Emulated Pt Neighbars
[Enable thiz ophtion to achieve high scalabiliby]

Figure 364. mVPN wizard screen #3 - setup PE router

4. On screen #4 of 7, perform the following configuration tasks:

a.

Configure the Route Target (RT) value used for first mVPN and Step to increment
RT for the remaining mVPNSs. In this example, the RT for the first mVPN is (100:1)
and the step is (0:1). Therefore RTs for the remaining mVPNs will be 100:2, 100:3,
100:4 ... 100:200.

By default, Route Distinguisher (RD) is configured to be the same as RT. If you
want to configure RD separately, you can uncheck Use Route Target and configure
the RD value and step separately from RT.

Configure Number of VPNs per PE to 200.

Configure First Default MDT Group Address to 239.1.1.1/32.

Check Enable DATA MDT (for IPv4 CE Ranges). All data MDT related parameters
will be available for editing.

Keep the defaults for Use SSM for DATA MDT and Increment DATA MDT
Address per PE.

Configure Starting Data MDT group address DUT side to 232.1.1.1. This address
should match the data MDT group address configured at the DUT for each mVPN.
The Ixia P router will be configured with a triggered join range to respond to DUT’s
data MDT join.

Uncheck Automatically calculate Data MDT Group Address for PE side if you
want to configure the Starting Data MDT group address at the Ixia side differently
from the one calculated automatically.
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i. Configure Switchover Interval. Default value is 60 sec. This is the time that the Ixia
emulated PE router will send Data MDT join TLV messages after starting the PIM
protocol in order to emulate the Data MDT switchover function.

= MYPMz

MWFM s Traffic [D - ;

Mame Prefis IMUPN 1 v &uto Prefix

Route Distinguisher I['I 1) Step |[0:1] W Lse Route Targst

Faoute Target I['I 00:1] Step I[EI:'I]
Mumber of WPNz Per PE |2'I' [T UniqueVPMNs Per PE  Total Unique WPMs |2'3Ij

First Default DT |239_1 11/

Group Address
¥ Use 55K for DATA MDT ¥ Increment DATA MDT Address per PE
Starting Data MO T Group Addresz DUT Side |23EI.1 11432

IV Automatically caloulate Data MDT Group Address for FE side

Starting Data MDT Group Addresz PE Side |23EI.1 201432

Switchover Interval{zeconds] IEEI

Figure 365. mVPN wizard screen #4 - setup mVPN and data MDT

PN 915-2602-01 Rev | June 2014 353



Test Case: mVPN Data MDT Switchover Performance Test

5. Onscreen #5 of 7, perform the following configuration tasks:

a. Multicast Source Address

e Address per MVPN — The number of emulated C-multicast source addresses

per mVPN per PE.

e Starting Source Address — The first C-multicast source address used.
¢ Incremented By — The increment step for configuring the rest of the C-multicast

source addresses.
b. Multicast Group Address

e Address per MVPN — The number of emulated C-multicast group addresses per

mVPN per PE.

e Starting Group Address — The first C-multicast group address used.
e Incremented By - The increment step to use to configure the rest of the

C-multicast group addresses.

e Group Address Distribution — The default is Accumulated mode. This option
applies when the emulated receivers for the same mVPN are behind multiple
emulated PEs or CEs. Emulate receivers for the same mVPN will join the same
group address in Accumulated mode and a different group address in

Distributed mode.

To increase the number of C-multicast flows, you can increase either the C-multicast
source addresses or C-multicast group addresses or both.

¥ Enable IPv4

— MWPH Source Addre:

Group Addresses Dishibution

Addrezs per MyPR |2 l[gi'r'z?:\?tggsy IU.U.1.U
Starting Source Address |2UD.U.D.1.-’32
— MWPM Group Addre:
Add MYPN |2 Incremented By [n.0.1.0
fEssEs e [Across WRFs)
Starting Group Address |228.D.D.1 JEZ]

IAccumuIated i I

Figure 366.

mVPN Wizard #5 - Setup IPv4 C-Multicast Sources and Groups

Similar configure parameters are available for IPv6 if the CE network is running IPv6

instead of IPv4.

— MVPH IPvE Source Addie

Address per MYEN 2

Starting Source Address

Incremented By |u:u:u;u:n:n:n:u
[Acrozs WRFs)

IFEED:D:D:D:D:D:D:1 f28

— MYFM IPvE Group Address
Addreszes per MVPMN

—

Starting Group Address

Group Addreszes Distribution

Incremented By ID:EI:EI:EI:D:D:D:D
[&crozs VRFs]

IFF'I 5 0:0:0:0:0:0:0/128

IAccumuIated ;I

Figure 367.
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6. On screen # 6 of 7, perform the following configuration tasks:

a.

b.

Qo

Enable VLAN, VLAN ID and increment options — The VLAN ID of the DUT CE-
facing interface and its increment option, if VLANs are enabled.

Mixed CE Protocol and IGP Protocol — This is available when the emulated
C-multicast sources are behind a CE port. It will be used to advertise C-multicast
source addresses to the DUT PE. The DUT PE will install C-multicast source routes
into its VPN routing table and use them for PIM RPF checks. If the CE port role is set
to Receiver in wizard screen#1 (page 350), then this field will be grayed out.
Emulated CE IP Address — The IP Address of the Ixia emulated CE interface.

DUT IP Address — The IP Address of DUT CE facing interface.

Increment Per Router and Increment Per Port — Control the IP Address increment
for multiple emulated and DUT CE interfaces.

Multicast Protocol — The multicast protocol used in the customer’s multicast
domain. Available selections are PIM-SM (default) and PIM-SSM.

Source Group Mapping — This is available when Multicast Protocol is set to PIM-
SSM. It configures the C-multicast group and C-multicast source mapping. Available
selections are Fully Meshed (default) and One-to-One.

Multicast Network RP Address and Increment By — The RP address for the
customer’s multicast domain. Available when Multicast Protocol is set to PIM-SM. It
is recommended that the RP address should reside at the DUT or other routers
outside the Ixia ports.

—v Enable LAN

VLAN (D |'|'| Increment By |1

[~ Repeat WLAM Acrozs Paorts

=[P4
™ Mised CE Protocal IGP Praotocol IBGF‘ j
Emulated CE |P Address DUT IP Address
|13n.1.1.2£24 |13n.1.1.1
Increment Per Bouter Inerement Per Part
|n.n.1.n |1.n.n.n

[T Continuous Increment Across Ports

Multicast Protacal I Plk-5 j
Source Group Mapping IFU"_'r' W ashed j
tulicast Metwork BP Address |rizrement By

10.1.1.1 |n.n.n.1

Figure 368. mVPN wizard screen #6 - setup IPv4 CE router
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Similar options are available for IPv6 if the customer multicast domain is running with

IPv6.
~IPvE
I~ Mised CE Protacel IGF Protacol [ 05PFv3 =l
Emulated CE IPvE Addiess DUT IPvE Address
I2DEIEI:D:EI:D:D:EI:D:2#E4 I2UUUZUZUZUZUZUZUZ1
Increment Per Router Increment Per Port
|n:u;n:1:n:n:u;n |1:n:u;n:u:n:n:u

[ Continuous Increment &cross Ports

Multicast Protocol |P|M-SMVE j
Source Group Mapping | Fully Meshed =]
Multicast Metwork, RP Address Increment By
|2DD1:D:D:D:D:D:D:D |n:n:u;n:u:nzn:1

Figure 369. mVPN Wizard Screen #6 - Setup IPv6 CE Router

You have now finished the setup for your mVPN emulation. On screen # 7 of 7, name your
wizard configuration file and select Generate and Overwrite Existing Configuration to
generate the configuration. The wizard will configure the ports with the required protocols.

Imvpn-testE-datamdt

" Save Wizard Config, But Do Mot Generate on Ports

" Generate and Append to Esisting Configuration

{% iGenerate and Ovenvrite E xisting Configuration

" Generate and Ovemrite &1 Protocol Configurations
[fARMING : This will clear the interface configurations alzo]

Figure 370. mVPN Wizard Screen #7

e Save Wizard Config, But Do Not Generate on Ports — This option saves the
wizard configuration for this run, but will not configure the Ixia ports. The saved
wizard configuration can be loaded later to configure the ports.

e Generate and Append to Existing Configuration — This option appends the
configuration to the existing configuration on the port, merging the existing
configuration and the new configuration. An append operation can be used to
append additional emulated PEs and mVPNSs to existing PEs, additional C-multicast
sources and groups to existing mVPN of existing PEs, etc.

e Generate and Overwrite Existing Configuration — This option will overwrite the
existing configuration with new configuration for protocols used in this run.

e Generate and Overwrite All Protocol Configurations — This option will clean all
the protocol configurations (include protocol interfaces) before write configuration
from this wizard run.

7. Click on Test Configuration = Protocols = Routing/Switching/Interfaces. Inspect the
configuration created by the wizard.
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One OSPF is configured per PE port. This is an Ixia emulated P router that advertises
the emulated PE loopback address to the DUT.

-. OSPF J Diagrarm I Porz  Routers |Inteﬁaces I Route Ranges I Lszer L5 Groups I Uszer L38:
- f PET . =

EE PE2 ++ x ﬁ: ;H:

E PE3 Murmker of Mumber ot |Mumber of LserlsA
L] 0OSPFy3 Port | Enable | Router D Interfaces | RouteRanges Groups

[:_j FIb-5H455 21 PE1 ™ 16.77.041 11 0 a0
=B CE1 22 PEZ F 1878041 1 a i
- B8 PF1 _ill 23 PE3 ™ 16.79.01 11 0 a0

Figure 371.  OSPF P emulation

One LDP router is configured per PE port. This is an Ixia emulated P router that
advertises label mapping for the emulated PE loopback address to the DUT.

a ::';I;P Ciagram I Portz:  Fouters Ilrrterfaces I Target Peers I MLdw FEC Fanges I Feq FEC Fanges I Fitter |
EE PE o ~ ~

ez W XOE O

=8 PE3 Enable Wi |Enable Vo Group| Mumber of  [Mumber of &dv FEC
[ Link-Dsh a s [l G FEC= It ching Interfaces Ranges

3 MLD 1 PE1 v 16.77.04 v - 1 10
(3 O%FF 2 PEZ ¥ 16.78.01 ¥ 'l 1 10
m- B CET 3 PE3 ¥ 167901 WV r : 10

Figure 372. LDP P Emulation

Ten BGP routers are configured per PE port. This is for BGP peering between the Ixia
emulated PEs and the DUT PE.

Protocal Interfa.. &)1 piayam | pors  IPw4 Peers IIF"u'E Peers | RouteRanges | MPLS RouteR
A outingsS witching
8D W X R
= [
: E EEz Port | Enable | Type Local IP ';f‘gl‘;i‘f;ﬂ'i‘; oUT IP
i B PE3 1 PE1 [  Intermal | 3224 1. 14441
0] EIGRP 3 W rnternal 3223 177949
] 1GMP 4 W rternal | 3224 177999
0] 1515 L2/L3 5 W rnternal 3225 177949
3 LACP B W rternal | 3226 177999
1 LDP 7 W rnternal 3227 177949
=B PET = W rternal | 3228 177999
a B PEZ g W rternal 3224 177949
a B PE 10 W irtermal 32210 177999
23 Link-0AM 11 FE2 T internal 32211 177949
03 MLD 12 W irtermal | 32212 177999
3 0sFF 13 W irtermal 32213 177949
= B CEf 14 W irtermal | 32214 177999
ER - ~|I[13 W rternal | 323215 177949
| L‘J 18 W irtermal | 32216 177999

Figure 373. BGP PE emulation
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The BGP routers for the emulated PEs do not have VPN routes configured and only
MDT group is advertised. This is because there is no C-multicast source behind the
emulated PEs. The BGP routers are created on the CE port and the C-multicast source
is configured in the BGP RouteRanges tab.

IPv4 Peers | IPvi Peers [RoufeRanges |WMPLS RouteRanges | vRFs | vt

itocol Interfaces

uting/Switching Pt

3
¥

E
3
E

EFD
T CE

PE1
PE2

B PE3

CFM A 1731 /PR
EIGRP

IGMP

151546

LACP

LDF

FE1

FEZ2

K2 PE2

FY

To change number of Route Ranges. select '|Pywd/IPwE Peers' tab, and enter number in 'Mo. of Roub

Figure 374.

BGP PE émulation route range

Meighbor Enable | IP Type | First Route | Mask width [Mask width To N”R”"Dbj;;f
1 1301 12-(CE) | [ | IPvd 200001 7 7 2
2 C-Multicast Sources|. | 200011 32 2 2
3 T e = k‘-rl_ o IV mys 2[":”:'21 32 32 2
g R (CEJ’\I'}\_I_PM 200034 2 2 2
5 1301527 1CE T P 200.04.1 2 7] 2
B FAEITEE T e 200054 2 a2 2
7 13047208 v 200061 2 a2 2
5 130452 e M Pvd 200074 2 a2 2
q 130482 7we T R 20008 4 o) 7] 2
10 CEER IR TSRS =5 R =V 200094 ) 7] )
11 1z04 1127 wE T Tipve 20000104 ) 7] 2

There are eleven PIM routers configured per PE port. The first ten PIM routers are for
the emulated PEs. Each PIM router runs over 20 GRE interfaces for the 20 mVPNs
supported. The last PIM router is for the P router that joins the default MDT groups for all
mVPNSs supported by emulated a PE and building a multicast tree for the provider
multicast domain.
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-E PE3
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h E LE Port | Enable | Router ID DR Priority Iriterval Holil Time Irtetwal Hald Titne: | Interfaces
. E PET 21 [PE1 [# 1412502 ] 60 180 60 180 21
. E PE2 22 ¥ 1412503 i} g0 180 60 180 21
- PE3 23 ¥ 1412504 i} 60 180 60 180 21
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RlPng 25 1412506 ] &0 180 60 180 21

ASVP-TE 26 I 1412507 1] g0 1&0 =] 180 21
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Figure 375. PIM PE emulation

Since the C-Multicast sources are behind the emulated CEs, the CE PIM routers are
configured with a source range that will emulate the function of the sources’ DR and
send a Register to RP for each mVPN.
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For the PIM configuration, the PE PIM router has a join/prune range configured to send
(*,G) join for C-instance. The CE PIM router has a source range configured to send
Register on behalf of the source’s DR.

Routers ] PIM-Shi Interfaces IJuinsIPrunes Data wCT ] Candidate RPs ]

To change number of Sources . select 'PIM-5M Interfaces' tab, and enter number in Mo, of Sources' field

Routers | FIM-SM Interfaces

Irterface | Enable Sntﬂzg;;ﬁ_‘rgup Group Address Grougoﬁc:;ﬂress Source Address Addsrzzrscgoum Jg:ﬁs;?;?es w.l'r'sdtuslllﬂﬁeg RP Address

1 1301120 W  Fully-Mesh 226001 2 200004 2 I~ - 10114

2 1301220 W iFully-Mesh 226011 2 2000014 2 I I 10142
3 1301320 [@  iFully-hesh 226021 2 200024 2 I - 10113
4 130142 W iFully-Mesh 22031 2 200034 2 ™2 Il 10114
a 1301520 [  iFully-Mesh 226041 2 2000041 2 I - 10115
i 1301620 [ iFuly-Mesh 226051 2 2000541 2 I I 10116
7 1301720 [@ iFully-Mesh 2AENEA 2 200061 2 I I 10117
g 130182 W iFully-Mesh 226071 2 200074 2 ™2 Il 10115
9 1301920 [  iFully-Mesh 226081 2 2000841 2 I - 10118
10 1301100 [  iFully-hesh 226091 2 200091 2 I~ - 104140

Figure 376. PIM PE émulation source range

On the P PIM router, a special data MDT join range is configured. This range is different
from other join ranges. It will not send a period join. This range is triggered by a join
range and only sends a join when the receiver data MDT join comes from the initiated

PE.

JoinsiPrunes

Sources | DataMDT | Candidate RPs

Ta change number of Join/Prunes . select 'PIM-5M Interfaces' tab, and enter number in 'Ma. of Join/Punes' field

Interface Enahle | Range Type Souhzcaz;a?nrsup Group Address Gm\ﬁdﬂfSk Grougiﬁ?ress ,f;;:g:s M:gl?;zﬂedth Sourcgoﬂ:tdress RP Address | Data MDT Flag

139 322410-14125011: [ *G) Fuilly-Meshe 226081 32 1§ 200081 32 10 1018 u
180 32210-14125011: [ *G) Fuilly-Meshec 226081 32 1§ 200081 32 10104440

191 32210-14125011: [ *G) Fuilly-Meshec 2268010 32 1 2000101 32 LERRLARRE n
192 32210-14125011: [ *G) Fuilly-Meshec 22680111 32 1 2000111 32 10101142 n
193 32210-14125011: [ *G) Fuilly-Meshec 22680121 32 1 2000121 32 10101143 n
194 32210-14125011F [ *G) Fuilly-Meshec 22680131 32 1 2000131 32 10101114 ul
193 3.2210-14125011; [ %G1 Fully-heshed 2280141 32 1 2000.14.1 32 10 101113 [
196 3.2210-14125011; [ %G1 Fully-heshed 2260131 32 1 2000.13.1 32 10 101118 [
197 32210-14125011; [ *G1 Fully-heshed 2260161 32 1 2000161 32 10101147 o
198 B2 IR e e ¥ *,G) Fully-heshed 226017 32 11 2000171 32 10101118 o
1sa|: 2P PIM router v (¢ Data MDT Join Range 32 172000484 7] 1104418 r
200 3.22.10- 125001 [ *,G)1 Fully-Meshe! FrRIRE R 32 11 2000191 32 10101420 o
201 120.112-1412501) [ (*,G) Fully-MeShe& 2391141 32 0 0.001 32 il 1141 ol
202 IV 5.5 Fully-Meshed 232144 A 0: 1414 32 17 0000 v

Joins{Prunes f Flap [
Figure 377.  PIM P emulation data MDT join range

Start all protocols by clicking on the Start Protocols button in the top toolbar. This will start

all configured protocols on all ports. You can also start protocols at the per-protocol level or
per-port level or per-protocol and port level.

PN 915-2602-01 Rev |

June 2014

359
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|_;I_‘\i IxNetwork [mypnl -testhook.ixncig]

File ‘Wiew Tools Settings Help
Cin = P E] % Protocols Wizard
| =

Start Protocols

| Test Configuration

Start All Protocals | f

|| H 1. Part Manager "
Figure 378.  Start all protocols
Ensure all protocols are running on the ports.
. ” v i IBs5UE
=-@ BGP/BGP: 2l ¥ 167604
B PeifRorning 0 1676010
! i PE4Running T i 16761011
B PE3Running 2 v E7ENAD
..... (0 CFMA.|731/PBH... T v 1678013
..... [ EIGRP 14 Ird 1676014
..... 3 IGMP 15 V¥ 16.76.0.15
----- [asisLeda 15 1676016
..... [ LacP 7 ¥ 1676047
[_][:] LE)F' ) 18 I~ 1676018
I PE | Runring 15 ¥ 1676013
] Hunn?ng o0 ™ 16.76.0.20
Running 21 FE1 Il 167702
22 ¥ 167703
=5 ¥ 167704
_ o7 ¥ 167705
Hunn!ng 25 I 167706
1 Hunn?ng 26 Ird 167707
g Hunn!ng a7 I 167705
Fiunning 25 Ird 167704
=5 ¥ 16770410
SSM-@ G Nl W 1EFTO0NM
CET|Running ] I 16.77.041
: PE|Funning 32 PEZ ¥ 167802
| PE Hunn!ng 33 ¥ 16.76.0.3
& n=mF'E Running ez v 16.75.0.4

Figure 379.  All protocols running

9. Switch to the StatViewer window and verify protocol statistics. Besides the general session
statistics, each protocol’s statistics view also provides comprehensive statistics on protocol
state machine operation. This is very helpful for troubleshooting.

Ol 0sPF Aggregated Statistics

-1 | |P|:|rt Session Tracking j B B

Stat Name & | Sess. Configured | Full Nbrs.  |Down State Count | Attemptk State EDII..I.I'It |

xmz-ste/Card01fPort0z 1 1 0 i]
Exm2-st2,|'Carlell'Pnrt03 1 1 0 i]
xmz-ste/Card01 fPort0 1 1 0 i]

Figure 380.  OSPF protocol statistics
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E LDP Aggregated Statiskics

e T

Stat Mame & | Basic Sess. Up |Targeted Sess. Up | Targeted Sess. Configured | Mon Existe
wmz-st2)Card01/Pork02 1 0 0
wmz-st2)Card01/Pork03 1 0 0
wmz-st2)Card01/Pork0d 1 ] ]

Figure 381. LDP protocol statistics

Q BGP Aggregated Statistics

&t b E |

Stat Name & |5ess. Configured | Sess. Up Idle State Count | Connect State Count
xm2-st2fCard01/Port0l 20 20 0 0
xmz-st2fCard0l/Port02 10 10 0 0
xm2-st2fCard0l fPort03 10 10 0 0
xmz-st2fCard0l/Port0d 10 10 0 0

Figure 382. BGP protocol statistics

Q PIMSM Aggregated Statistics
o
¥ ! Q o T

|

Drag a column header here to group by that column

Stat Mame & JRErs. Configured | Rbrs. Running | Nbrs. Learnt |Hellos Tx | Hellos Rx

xmZ-sk2 i Card0 JPortdl z0 z0 z0 56,475 57126
xm2-sk2iCard0l Port0z 11 11 201 567,423 575,060
xm2-sk2fCard01 /Port03 11 11 201 267,423 975,062
xmz-sk2fCard01 /Port0g 11 11 201 267,423 975,061

Figure 383.  PIM-SM protocol statistics

Notes: The # of PIM adjacencies = (# of emulated PEs) * (# of mMVPN/PE + 1).

10. After verifying the protocol statistics on the Ixia side, you can also optionally verify the
protocol session on the DUT (a Cisco DUT is used as example).
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RP/0/9/CPUD: iosgsh ospf neighbor |
Jatc Mar 14 z2Z3:05:44.046 UTC

* Indicates MADJ interface

MNeighhors for O3IPF 1000

MNeighhor ID
14.125.0.1
Meighhor is
14.126.0.1
Meighhor is
14.127.0.1
Meighhor i=s

Pri Itate

a FULL/DROTHER
up for Z23:37:09

a FULL/DROTHER
up for Z23:37:04

a FULL/DROTHER
up for Z23:37:09

Dead Time
oo:00:32

0o:00:37

0o:00:39

Total neighbor count: 3

Figure 384.

Address Interface

129.1.1.2 GigabitEthernet0/?/0/1
1z29.1.2.2 GigabitEthernetd/?/ 072
129.1.3.2 GigabitEthernetds/7/0/3

Sample "show OSPF neighbor" output for Cisco IOS-XR

RP/0/9/CPUD: io=sfsh mpls ldp neighbor hrief |

Jat Mar 14 23:03:47.2Z0 UTC

Peer R Up Time

14.126.0.1:0 N 23:37:16

14.125.0.1:0 N 23:37:14

14.127.0.1:0 N 23:37:13
Figure 385.

RP/0/9/CPUD: iosHsh bgp sunmmary

Zat Mar 14 23:12:26.323 UTC
BGP router identifier 1.1.1.1,
BEGP generic scan interwval 60 secs
BEGF table state: Active

Takle ID: Oxe0000000

BGP main routing tsble wversion 1
BGP N3E converge wversion 1

BGP N3E converged

BGF scan interwval o0 secs

BEGP iz operating in STANDALONE mode.

Iiscovery Lddress

1 1
1 1
1 1

Sample "show MPLS LDP neighbor brief" output for Cisco I0OS-XR

local A% number 1000

Process RovwThlVer bRIE/RIE LabelVer ImportWer SendThlVer 3ItancdbyVer
Speaker 1 1 1 1 1 1
Neighhor Spk AS MsgRowd MsgSent ThlVer InQ OutQ Up/Down St/PExRed
J.2.2.1 o 1000 17926 17404 1 ] 0 23:40:49 ]
F.2.2.2 o 1000 17925 17352 1 ] 0 25:40:50 ]
F.2.2.5 o 1000 17925 17404 1 ] 0 25:40:49 ]
F.2.2.4 o 1000 17926 17352 1 ] 0 25:40:49 ]
3.2.2.5 o 1000 17924 17352 1 ] 0 25:40:50 ]
3.2.2.8 o 1000 17924 17352 i o 0 23:40:47 u]
3.2.2.7 o 1000 17710 16936 i o 0 23:40:47 u]
3.2.2.8 o 1000 17708 16937 i o 0 23:40:47 u]
3.2.2.9 o 1000 17707 16936 i o 0 23:40:49 u]
3.2.2.10 o 1000 17710 16935 i o 0 23:40:49 u]
Figure 386. Sample "show BGP neighbor" output for Cisco I0S-XR
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RP/0/9/CPU0: iosfsh pim neighbor |
Jat Mar 14 Z3:14:32.58a UTC

FPIM neighbors in VEF default

Neighbor Address

123,
129,
129.
129,
129.
1z29.
129.
123,
1z9.
123,
1.1.

HHErPHRrRRRERRRRRRR

RP/0/9/CPU0: ios#sh pim vrf mvpnl neighbor |
Jat Mar 14 23:17:14.272 UTC

PIM neighbhors in VEF mwwpnl

Neighbor Address

130.
130.
1.1.

L T N I Y R R R
[ T T T A N o

[ R R U U X PR

[N
=+

i

[= L TN IV N R

Figure 388.

PN 915-2602-01 Rev |

Interface

GigabitEthernetO/7/0/0.
GigabitEthernetO/7/0/0.
mdtvpnl
mdtirvpinl
mdtirvpinl
mdtrrpnl
mdtrrpnl
mdtrrpnl
mdtrrpil

Tptime

1 1d00h

1 23:45:42

4d0%h

23:
23:
23:
23:
23:
Z23:

45:
45:
45:
45:
45:
45:

3B
3B
3B
3B
3B
3B

Expires

oo:
oo:
oo:
oo:
oo:
oo:
oo:
oo:
oo:
oo:
oo:

01:
O1:
o1:
O1:
o1:
O1:
o1:
01:
o1:
01:
O1:

34
28
39
28
42
28
36
Z9
1a
34
34

Expires

00:01:18 1

DR pri

1
u]
1
u]
1
u]
1
1
1
1
1

[DR]

[DR]

[DR]

[DR]
[DR]
[DR]
[DR]
IDR)

Interface TUptime
1.1+ GigabitEthernet0/7/0/1 1d400h
1.2 GigabitEthernetd/7/0/1 23:42:56
21w GigabitEthernet0/7/0/2 1d00h
2.2 GigabitEthernetd/7/0/2 23:42:57
L3l GigabitEthernetd/7/0/3 1d00h
R GigabitEthernetl/7/0/3 23:42:56
L1 GigabitEthernetd/7/0/4 1d00h
5.1 GigabitEthernet0/7/0/5 1d00h
N GigabitEthernet0/7/0/6 4d05h
e GigabitEthernet0/7/0/7 4d0%h
L1 Loopbackl 4d05h

Figure 387. Sample "show PIM neighbor" output for Cisco 10S-XR

DR pri

00:01:15 0

oo:
oo:
oo:
oo:
oo:
oo:
oo:

o1:
o1:
o1:
o1:
o1:
o1:
o1:

37
15
15
15
15
1la
ia

1
0

oo oo o

(DR)

Flags

{ms I B B i
)

Flags

(DR} B A

B A

Sample "show PIM VRF mvpn1l neighbor" output for Cisco I0S-XR

June 2014

363



Test Case: mVPN Data MDT Switchover Performance Test

RPfoQfCPUD:iDS’Sh wribh vrf mwpnil routel
Sat Mar 14 253:21:<5.016 TTC

IF Multicast Routing Information Base
Entry flags: L - Domain-Local Source, E - External 3ource to the Domain,
C — Directly-Connected Check, 3 - 3ignal, IL - Inherit Accept,
IF - Inherit From, DI - Drop, MA - MDT Address, ME - MDT Encap,
HMD - MDT Decap, MT - MDT Threshold Crossed, MH - MDT interface handle
CDh - Conditional Decap, MPLS - MPL3 Decap, MF - HMPL3 Encap, EX - Extranet
Interface flags: F - Forward, L - Aecept, IC - Internal Copy,
N5 - Negate Signal, DFP - Don't Preserve, 2P - Signal Present,
II - Internal Interest, ID - Internsl Disinterest, LI - Local Interest,
LD - Local Disinterest, DI - Decapsulation Interface
EI - Encapsulation Interface, MI - MDT Interface, LVIF - MPL3 Encanp,
EX - Extranet
(*,226.0.0.1) RPF nbr: 10.1.1.1 Flags: C
Up: 1d00h
Incoming Interface List
Decapstunnel200 Flags: A, Up: 1400k
Outgoing Interface List
mdtwwpnl Flags: F NS MI, Up: 1400h

(200.0.0.1,226.0.0.1) RPF nbr: 130.1.1.2 Flags: L Mi MT
MDT iddress: 232.1.1.1
MT Slot: 0/7/CPUD
Up: 1d00h
Incoming Interface List
GigabitEthernet0/7/0/0.1 Flags: &L, Up: 23:49:53
Outgoing Interface List
mdtrwwpnl Flags: F NS MI, Up: 1400h

Figure 389.  Sample "show mrib vrf mvpnl route" output for Cisco I0S-XR

11. Now you can to build traffic from C-multicast source to C-multicast receiver to validate data
plane forwarding.
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Test Case: mVPN Data MDT Switchover Performance Test

Go to Test Configuration - Traffic and click ¥ to launch the Traffic wizard.

12. Atthe Endpoint page, perform the following configuration tasks:

a.
b.

Name your traffic item and select Type of Traffic.

Under Traffic Mesh, select One-One for Source/Dest. This is due to the nature of the
VPN; sources and destinations that belong to different VPN do not talk to each other.
Under Traffic Mesh, select Fully Meshed for Routes/Hosts. In mVPN case, this mesh
should match with the Source-GroupMapping in the Register Ranges.

In the Traffic Group ID filters, select the traffic group for all 20 VPNs and apply the
filter. The Source/Destination Endpoints windows will only show endpoints which are
attached to these traffic groups.

In the Source window, select PIMSM Register Ranges under All Ports. This will select
PIMSM Register Ranges under CE port.

In the Destination window, select PIMSM Multicast Ranges under All Ports. This will
select all PIM join ranges under PE ports.

Click the button below to add Source Endpoints and Destination Endpoints. As
you can see that there are 20 source endpoints (one per mVPN) and 600 destination
endpoints (30 PEs * 20 mVPNs = 600).

Endpoints

—— Traffic ltemy ———————— —— Source / Destination Endpoints

Traffic Mame | CE-=PE Traffic Group ID Filters | Selected 21 of 200 IEI
Type of Traffic | TPwd | = =

ceSELENIS i lil ‘Source | non-M... |1| N s | |Destination | all |i| T Q E ‘
— Traffichesh ————— 7] lvors

D BGP Route Ranges

. PIMSM Mulkicast Rangesl

D BGP Route Ranges
EF‘II'-'I':'-I"-'1 Reqister Ranges

[<]

SourcefDest,  One - One

Foukes/Hosts  Fully Meshed |E Ifl_ CE m.D CE
[ Bi-Directional E"D BGP '3' FE1
[£Hw] PIM-SMSSM [++[w] PE2
[] Allows Self-Destined = E}. PE3
=1 =7
L

E |§| |g| — Endpoint Sets

- 2 , | Encapsulation Source Endpoints | Destination Endpoints | Traffic Groups |
> 1+ BB " 20 Endpaints & i
ey =

Figure 390.  Traffic wizard - Endpoints
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Figure 391 expands the source and destination tree further to show the leaf endpoints.

‘SDLII‘CB | nan-M... |E| g

=Y ‘ ‘Destination | Al M= & X
[Ea8E| ~ll Ports
o cE t-[] BGP Route Ranges
= Bap L[w] PIMSM Multicast Ranges
1] PIM-5Mi55M B cE
£}¥] Rauter - ID 100.1.0.1 3 CH] PE

| EH¥] PIMSM Inkerfaces
: [=Hw] PIMSM Interface - 130.1.1.2
EH¥] Sources

[EHw] PIM-SMSSM
[EHw] Router - ID 100,2,0,2
[ZHw] PIMSM Interfaces
; | register Range: 200.0.0.1732/2) /¥ PIMSM Interface - 3.2.2.1
(%] Router - 1D T00.1.0.2 ’ | EH¥] Joins{Prunes
(-] Router - 1D 100.1.0.3 : Multicast Range: 226.0.0.1/32/2|
(:}{¥] Router - 1D 100.1.0.4 [}[#] PIMSM Interface - 3.2.2.1

(-] Router - 1D 100.1.0.5 [} PIMSM Interface - 3.2.2.1

Figure 391.  Traffic wizard endpoints selection — Expanded endpoints

Notes: The list below shows various options to filter the traffic endpoint tree and help you
find a specific traffic endpoint quickly.

Traffic Group ID Filters Traffic Group ID Filkers
e Encapsulation

e Quick Selection T

e Search
e Multicast Endpoint Selection L

13. On the Packet/QoS page, available QoS fields are populated based on the traffic

encapsulation. You can select a QoS field you want to modify, e.g., IP Precedence. Skip this
page if you do not want to tune QoS values.

JIEL ]
Packet / QoS

() Al Encapsulations () Per Encapsulation

[Xﬂ Mame

Encapsulation Ethernet-Type | PFC Queue | IP Priarity | IP Priarity #1 | TTL (Time ko live) | TTL (Time ko live) #1 l‘:
1 #|EndpointSet-1 Ethernet ILIPwd GREIPvd <Autoz Default TOS  [w[TOS 64 64 |
| M Copy from - PFC Queue
Per Encapsulation - Settings will be applied to: EndpointSet-1 | Ethernet I1IPv4.0 Copy fram - IP Pricrity #1
m— o walue
5 Field Lookup: £
Q g’ g ?“?‘E ?‘?‘G 2 it E - —Custom Yalues
Mame () Raw priotity |$| |'Eh| |Q|
[ZHEE Frame ® 105 WE
Iil-ﬁ Ethernet 1T ) Diff-serv ¥ | Precedence
= p 1 000 Routine
e GRE 2 101 CRITIC/ECP
[ 1Pve E] > v
B Fayload

+] ﬁ Ethernet II (Trailer)

| OF | | Cancel |

Figure 392.  Traffic Wizard Packet/QoS
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14.

15.

16.

17.

Test Case: mVPN Data MDT Switchover Performance Test

On the Flow Group Setup page, various options are populated based on traffic content.
These options are used to create various traffic profiles which allow you tune transmit
parameters for each profile. Skip this page if you do not need multiple traffic profiles.

On the Frame Setup page, set the desired frame size.

On the Rate Setup page, select the Transmit mode which matches the transmit mode at
the port, and set the desired rate. You can also use the Rate Distribution option to control
how to apply the configured rate across flow groups and ports.

On the Flow Tracking page, select Traffic Group ID and IPv4: Destination Address. The

Traffic Item is checked as long as there is another traffic option checked. This will give you
an aggregated view at the Traffic Item level and VPN level, plus per-flow statistics for each

C-multicast group address.

Flow Tracking

rack Flows by

|| SourceDest Endpoint Pair
[] source/Dest Yalue Pair
[] source/Dest Part Pair

[] source Endpaint

[] Dest Endpoint

D Source Port

Traffic Group ID
|| Ethernet I1 : Destination MaC Address

[] Etherret IT : Source MAC Address
[] Etherret IT : Ethernet-Type

[] Ethernet IT : PFC Queus

[] WLARN 1 YLAM Pricrity

(] WLAM @ YLAN-ID

[] 1Pv4 : Precedence

[ ] 1Pvd : Source Address

IPv4 : Destination .ﬂ.ddressl

Ld

Zuskam Crverride

Figure 393.  Traffic wizard Flow Tracking
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18. On the Preview page, click View Flow Groups/Packets to preview the packet content.

Flow Groups/Packets (=) Current Traffic Item () &ll Traffic Items [ Wiew Flow Groups/Packets

Flow Group

Traffic Ikem

—— 2400 Packets for Flow group: CE-=PE - Flow Group 0001

=l Port: CE

CE->FE - Flow Group 0001

Packet #

Destination MAC ... | Source MaC Add... | VLAN-ID | Source Ad... | Destinatio...

01:00:5e:00:13:01 |00:00:13:dF:5c:68 200.0.19.1  |226.0.19.1
2 01:00:52:00:13:02  00:00:13:dR:5c:88 30 200,0,19.1 226,0,19.2
3 01:00:52:00:13:00  00:00:13:dR:5c:88 30 200.0.19.2 226.0.19.1
4 01:00:5e:00:13:02  00:00:13:df:5c:88 30 200.0,19.2 226.0,19.2
= 01;00:5e:00:13:01  00;00:13:dR:5:88 30 200,0,19.1 226,0.19.1
a] 01:00:58:00:13:02  00:00:13:df:5c:88 30 200.0,19.1 226.0,19.2

Figure 394.  Traffic wizard Preview

19. On the Validate page, click the Validate button to validate the current traffic item. This will
report any error or warning for configuration and packets. It will also verify whether there are
enough hardware resources to support this traffic item.

-

IxIN
() &l Traffic Ttems Yalidate

Validate!

Traffic Item Resource Information (=) Current Traffic Them

i) High level view to quickly identify category of errors detected per Traffic Trem

Traffic Item Configuration Packets Flows

Flow Groups

| Q 0 Errars " ‘_:}, 0 W arnings | \1) 0 Messages || Show Details | | 53 Copy Error

| | Error | Traffic ... | Flow Gr... | Port |

Figure 395.  Traffic wizard - Validate

20. Click the Finish button to build traffic. A traffic item is created under All Traffic Items and all
flow groups for this traffic item will show up at the Traffic grid on the right panel.

Z"II“-”“ _ M| Q‘BasicWizard Egi.ﬂ.dvanced Wizard nguickFlow Groups | @ V4
FHRD i

10,00
E}El &l Traffic Tkems

Flow Groups for item "CE->PE' —————o— (E

I Transmit State | Tx Port Encapsulation Mame Endpoint Set | Traffic Ikem Mame Flow Group Mame
9 All Flow Groups
g &l Quick Flaw 1 M@k m Ethernet ILYLAMN.IPv4  EndpointSet-1 CE-=PE CE-»FE - Flow Group 0001
Figure 396.  Traffic item and Flow Groups
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21. In the Traffic grid, you can use grid options to customize frame size, frame rate, etc. You
can also control traffic start/stop/pause/resume at a per flow group level.

22. If you want to view the generated packets in detail, you can right click on any flow group to
bring up the Packet Editor window. Figure 397 shows that the packets generated are IPv4
packets. The top part shows the packet decoding. Click Hex View at the lower left corner to
bring up a binary encoding view. It also shows the total number of generated packets. You

can click the >> button on the bottom to view the contents of each packet.

Expand the IPv4 header to view the content. As you can see, the source address is a C-

multicast source address and the destination address is C-multicast group address.

b | S5} Frame

ﬂ% Ethernet II (Header)
iy YLAN

S WLAN tag
L= YLAN tag protocal ID

_—J-ﬁ IPv4{Internet Protocol, Yersion 4)

ZHER 1P Header

== Mersion

-.=== Header Length
+|.B3 Priority

.= Total Length {octets)
= Identification

+ B3 Flags

.= Fragment offset
== TTL {Time ko live)
== Protocol

&= Header checksum

<System Mesh= 0x0015
<duto = Ox0800

4
<Auko= 5
TS
<Aukoz 106
o

s C-Multicast Source

<Auko= Any host intgnal protocol
<fiubo > Calculated

== Source Address

<Swstem Mesh= 200.0,13.1

&= Destination Address

<Swstem Mesh= 226.0,13.1

ﬂ | B rr ki ~: ﬂ
00 13 DF 5C 82 81 00 00 18  ..®.....oBhe.n.. oy
00 OO0 OO0 40 3D 00 00 C8 00  +.E..j....B=..E. C-Multicast Group
Figure 397.  Packet Editor
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23. Apply and Start the traffic.

I I{lr L2-L3 Traffic [+ I <# Clear CPJDP Stats 7 Clear Statiskic [
w| o Basic Wizard £ Advanced Wizard 7 Quick

L

Flow Groups for item 'CE->PE' ——— E
‘ Transmit State | Tx Port Encapsulation Mame Endpaoint Set | Traffic Ikem Mame
1 K@ 00 B Ethernet IIYLAMN.IPv4  EndpointSet-1 CE-=PE

Figure 398.  Apply and start traffic

24. Switch to the StatViewer window. Click on Traffic Item Statistics view to bring up the
aggregated traffic item statistics view at the right panel.

Traffic Item Statistics
PNt ¥ AN | [T AutoUpdate Enabled || Customize Traffic vi... [+ | S | @ oF 2 FFaw

Drag a column header here to group by that column

Traffic Item | Tx Frames | Rx Frames | Frames Delta Loss % | Tx Frame Rate | Bx Frame Rate |

| CE-=PE | 239,725 239,725 o 0.000 §,445.000 §,445,000
Figure 399.  Traffic Item Statistics
PN 915-2602-01 Rev | June 2014

370



Test Case: mVPN Data MDT Switchover Performance Test

25. Right click on the traffic item. The available drill-down options are populated based on the
Track options selected. Select Drill Down per Traffic Group ID to bring up a view that is
aggregated per VPN level.

Q ser Defined Statistics

raffic Item | TH Frames | Rx Frames | Frames Delta |

ﬁ L oot

Show wiew as Floating
ShowHide Onverview
Display wiew as Chark
Hide wigw

e

Shiow

Define alert, ..
Edit Alert, .,
Remove Alerk

fdd bo Custom Graph

Drill Down per IPw4 :Destination Address
IDriII Ciowvn per Traffic Group ID I

Shiows &l Filtered Flows

Crill Down per R Pork

e = el

[D.ﬂutu:uLlpdate Enabled || Customize Traffic vi... |I=%v | i Q}' ! i:?Favu:uritf

“@ Back \v||@|mm

Drag a column header here to group by that column

Traffic Group ID | T« Frames | Rx Frames | Frames Delta

Loss % | Tx Frame Rate

Rx Frame Rakte

MYPM - 1 - 00000
MYPMN - 1 - 00001
MWPM - 1 - 00002
MYPM - 1 - 00003
MYPM - 1 - 00004

Figure 400.

PN 915-2602-01 Rev |

365,513
365,513
365,513
365,513
365,513

365,513 0 0,000
365,513 0 0,000
365,513 0 0,000
365,513 1] 0,000
365,513 ] 0.000

1,690,000
1,690,000
1,690,000
1,690.000
1,690.000

1,690,000
1,690.000
1,690,000
1,690.000
1,690.000

Drill down options and drill down view from Traffic Item Statistics
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Test Case: mVPN Data MDT Switchover Performance Test

26. Right click MVPN-1-0000 flows and drill down further by selecting Drill down per IPv4:
Destination Address to bring up a per-destination address (destination group) flow view for
MVPN-1-0000.

Traffic Group ID | T Frames | R Frames | Frames Delt

Son 2inn Som oA nn

Show view as Floating

MVPM - 1 - 000C
ShowHide Owverview

MYPN - 1 - 0000 ricciay view as Chart

MVPM - 1 - 000C Hide wigtw

MVPM - 1 - 000C
Shiowy i’
Define alert. ..

Remoye Glerk

add b Custom Graph F

I Drrill Crovm per 1P :Destination .ﬂ.ddressl
Show Al Filtered Flows

Cuskomize. ..

E IJser Defined Statiskics
>~ 1 | H & |8

H4 7] Autolpdats Enabled || Customize Traffic vi... [v| | = | ia oF ! Y Favorites B~ ISeIect z

H @ Traffic Group I IPw4 :Destination Address

Drag a column header here to group by that column

655 % | Tx Frame Rate | Rx Frame Rate

IPw4 :Destination Address | Tx Frames | Rx Frames | Frames Delta
226,0,0.1 401,507 401,507 o 0.000 545,000 545.000
Z26,0,0.2 401,506 401,506 0] 0.000 545,000 545.000

Figure 401.  Drill down options and drill down view from VPN level view
27. Click the Flow Statistics view at the left panel to bring up a statistics view for all flows.

Flow Statistics
- ¥ Bl A |0 [T AutoUpdate Enabled (| Customize Traffic vi..

Drag a column header here to group by that column

S | E ! 'y Favorites @~ [Select a Profile... = | | % G ¥ | !

Traffic Item | IPv4 :Destination Address | Traffic Group ID ‘ Tx Frames | Rx Frames | Frames Delta | Loss % |
CE PE1 CE-=PE 226.0.0,1  MVPN - 1 - 00000 473,297 473,297 1} 0,000
CE PE1 CE->PE 226,0,0.2  MYPN - 1 - 00000 473,297 473,297 1} 0,000
CE PE1 CE-=PE 226.0.1.1  MVPN -1 - 00001 473,297 473,297 1} 0,000
CE FE1 CE->FPE 226.0.1.2  MVPH - 1 - 00001 473,297 473,297 o 0.000
CE FE1 CE->PE 226.0.2.1  MVPN - 1 - 00002 473,297 473,297 1] 0.000
CE PE1 CE->PE 226.0.2,.2  MVPN - 1 - 00002 473,297 473,297 o 0,000

Figure 402.  Flow Statistics
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The aggregated, drill-down, and per-flow statistics impose a hierarchy on a typically
huge amount of flow statistics. You can nail down the problem from top level down to
look at only flows with problems. Both aggregated and detailed flow statistics views
provide important statistics that allow you to monitor the data plane forwarding operation,
including frame delta, loss %, Rx frame rate, various Rx rates (in Bps, bps, kbps and
Mbps), various latencies (min, max and avg) and timestamps.

28. Now stop traffic and go back to the Traffic window. Increase the traffic line rate by dragging
the sliding bar from 1 % to 10 %. With this rate, multicast flow will exceed the configured
data MDT thresholds and the DUT PE will perform a switchover.

Note: Use the pre-configured data MDT threshold on the DUT for the proper traffic rate
setting.

w| Basic Wizard Advanced Wizard Cinick, Flow Groups | f

0 |~
Flow Groups for item 'CE-=PF' —————————— i(E f 11
002
=
Transmit State | Tx Port Encapsulation Mame Endpoint Set | Traffic Ikem MName Flow Group Mame
1 P &l 00 W Ethernet II.YLAN.IPw4  EndpointSet-1 CE-=FPE _E-=PE - Flow Group 0001

=] User Defined Statistics
ix>- 1 B IM |8

[D.ﬁ.utcuLlpdate Enabled || Cuskomize Traffic Vi... |Z| |L'-%v | ia F ! '{T}Favnrite

“@ Biack |,| |".'|3' ‘ Traffic Group I

Traffic Group ID | Tk Frames | Rx Frames | Frames Delta Loss % Tx Frame Rate Hx Frame Rate

MYPMN - 1 - 00000 4,913,042 4,913,041 1 0,000 17,027,000 17,027,000
MYPM - 1 - 00001 4,913,042 4,913,041 1 0.000 17,027.000 17,027,000
MyPM - 1 - 00002 4,913,042 4,913,041 1 0.000 17,027.000 17,027,000
MYPMN - 1 - 00003 4,913,042 4,913,041 1 0,000 17,027,000 17,027,000
MYPM - 1 - 00004 4,913,042 4,913,041 1 0.000 17,027.000 17,027,000

Figure 403. Dynamic rate change and aggregated VPN level statistics

The per-VPN level statistics shown above are based on the C-multicast group address.
Therefore, they may not provide a straightforward indication of whether the data MDT
switchover occurred. To confirm this, you can use the following methods.

e Verify DUT stats.

e Use egress tracking to track part of outer IP address which is the MDT group
address

e Use the Ixia Analyzer to capture a data packet and verify the outer IP destination
address.
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Configuration i apture

Test Configuration
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Figure 404. Enable data capture

I B Anlyzer I L omz 00:0219.943300 148 bytes 00:09:11:DC:04:...
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Data Miner =L 0014 00:02:19.943321 148 butes 00:0%171:DC:0A:...

Tree packet
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1

Time to live: 255
Protocol; GRE (0x21)
Header checksum: 09094 [correct] Data MDT Group
d Source 111101111
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Figure 405.  Analyzer decoding of data traffic from DUT
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Result Analysis

Using the Ixia protocol statistics, it can be seen that all expected protocol sessions are up and
running. After starting traffic, continue to monitor protocol statistics to verify whether the control
plan can sustain itself with data plane traffic.

In IXNetwork 5.40, Ixia introduced powerful aggregated and drill-down views at various user
defined levels. This helps to identify the problem quickly. You may start with the highest level
aggregated view for traffic items and monitor various Rx stats and latencyl/jitter. You can then
drill down to various aggregated levels to narrow down the flows which have problems. This
greatly reduces troubleshooting time.

The Snapshot CSV function can be used to record the statistics for one or more statistics views
at any point of the time. You can store a view that is of interest at any time for post analysis.

Use Traffic item statistics to verify that the loss % and latency are within tolerance. If not,
identify the flow with the most loss or worst latency by drilling down at the VPN level to find out
which VPN has a problem. Drill down further to the destination group level as needed. This can
help troubleshoot which flow has the highest loss or worst latencyfjitter.

Flow Detective is another way to quickly identify problematic flows which have a higher loss %,
higher latencyi/jitter, and so on.
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Filter Selection r Statistics Designer ]

() Flow Filtering (=) Flow Detective

]

[Traffic Ikem] Equals CE-=PE
> [Fzc Port] Equals all Ry Parks
[Flawe Skake] Equals All Flaws

(<]

haw = [_) Besk Performers

(%) Worst Performers Sored By Cut-Through Avg Latency (ns)

Declare Flows if no frames are provided For 5 [£] seconds

| K | | Caniel |

Q IFIow Detective - Cut-Through Avg Latency EnsMWorst Performersl
s GnutoUpdate Enabled Traffic Wi... |E| |=%' | & F

| Customize

ﬁFavorites ﬂv ISeIect a Profile. .. j | ﬁ q {3‘ | !

Tx Port Rx Port Traffic Item | IPv4 :Destination Address | Traffic Group ID | Tx Frames | Rx Frames | Frames Delta | Loss %o | Cut-Through Avwg Latency {ns) |
CE PE1 ZE-=PE 226.0.0.2  MVPM -1 - 00000 422,509 422,509 [u] 0.000 25,600
CE PE1 CE-=PE 226.0.0.1  MYPN -1 - 00000 422,510 422,510 o 0,000 25,600
CE PE1 CE-=PE 226.0.1.2  MVPM -1 - 00001 422,509 422,509 u] 0.000 25,440
CE PE1 ZE-=PE 226.0.1.1  MWPM - 1 - 00001 422,510 422,510 o] 0.000 25,440
CE PE1 CE-=PE 226.0.2,2  MYPN -1 - 00002 422,509 422,509 o 0,000 25,240
CE PE1 CE-=PE 226.0.2.1  MVPN -1 - 00002 422,510 422,510 o] 0.000 25,220
CE PE1 CE->=PE 226.0.3.2  MVPN - 1 - 00003 422,509 422,509 [u] 0.000 23,080
CE PE1 CE-=PE 226.0.3.1  MYPN -1 - 00003 422,510 422,510 1] 0,000 25,080
CE PE1 ZE-=PE 226.0.4.2  MVPM - 1 - 00004 422,509 422,509 [u] 0.000 24,920
CE PE1 CE-=PE 226.0.4.1  MVPN - 1 - 00004 422,510 422,510 o 0.000 24,900

Figure 406.  Flow Detective

If there is no frame loss or the loss % is within tolerance, additional multicast flows should be
added to the test. This can be done by increasing the number of C-multicast sources and the
number of C-multicast groups emulated by Ixia ports. You can also add additional PEs or/and
mMVPNSs to the test. The test can be repeated until the loss % and latency are beyond
tolerances. The DUT data MDT switchover performance numbers can be determined and the
switchover latency can be quantified.
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Troubleshooting and Diagnostics

Issue Troubleshooting solution

Cannot Ping DUT

Check the Protocol Interface window to see whether there is a
red exclamation mark (!) in front of any protocol interface. If there
is, then there is a mismatch between the DUT IP and Ixia port’s IP
subnet, VLAN or link mode (copper versus fiber). Correct it and
make sure red exclamation mark goes away.

OSPF session does not
come up.

Verify the OSPF area ID, link type and MTU on both the Ixia and
DUT sides to make sure they match. You can also use the
Analyzer control capture in order to view the control packet
exchange between the DUT and Ixia port to determine root cause.

BGP sessions between
emulated PEs and DUT
PE do not come up or
partially not up.

First verify the IGP session between the DUT and the emulated P
router. If the session is up, verify that the DUT’s routing table has
routes to the emulated PE loopback address to avoid a possible
connectivity issue. If this is not the case, then verify that the DUT
and Ixia configuration have matching PE loopback address, BGP
AS numbers, BGP capability, etc.

PIM sessions for VPNs
do not come up

Make sure that PIM is enabled on the DUT loopback interface
used for BGP peering. The PIM adjacencies for VPNs are setup
using this address. Also verify that the RP address for the
provider network on the DUT and Ixia port are the same.

PIM session for VPN is
up, but no PIM join is
received from the
receiver

If you turn on DUT debugging, you might see a message such as
this “Receive Join. Upstream neighbor is not us. Discard...”. This
might be because that the Ixia port sent a PIM join for the C-
instance without the DUT as upstream neighbor. To fix this
problem, go to PE port PIM protocol - PIM-SM interfaces tab,
uncheck Auto Pick Neighbor and configure the DUT loopback
address used for BGP peering as the neighbor for all GRE
interfaces. Then restart the PIM protocol. The Ixia PE will send a
C-PIM join with the DUT as the upstream neighbor. With Auto
Pick Neighbor enabled, the Ixia PE will pick a neighbor that it
hears a Hello from first as an upstream neighbor. If there are
multicast Ixia PE ports that have emulated receivers behind them,
there is a chance that an Ixia port will hear a Hello from another
Ixia port first and therefore use it as upstream neighbor for C-PIM
Join.

Traffic started from PE to
CE or CE to PE, but no
packet received on
receiving port

Check the DUT’s global and VPN multicast routing table to make
sure that the multicast routes are correct. Also check the VPN
unicast routing table to make sure that the C-multicast source is
learned and is installed in the VRF routing table.
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Test Variables

Test Variable Description

Port Role

An Ixia port can simulate either a multicast source or receiver behind
it. You can choose this option on page 1 of the mVPN wizard.

# of PE ports

An Ixia port can emulate a provide edge router which will join an mVPN
and peer with a DUT PE over a default MDT tunnel. You can increase the
number of Ixia PE ports to satisfy your scalability requirement.

# of CE ports

An Ixia port will emulate a customer promise router connected to a
DUT PE. You can increase the number of Ixia CE ports per your
requirement.

IGP Protocol

The available options are OSPF and ISIS. The IPG protocol can be
chosen based on your network.

MPLS Protocol

The available options are LDP and RSVP. The MPLS protocol can be
chosen based on your network.

Provider Multicast
Protocol

The available options are PIM-SM and PIM-SSM. The multicast
protocol can be chosen based on your network.

# of Emulated PE
Routers

An Ixia port can emulate a number of provider edge routers that
support a number of mVPNSs. This is one area that can grow quite
large in a service provider’s network. The DUT needs to maintain PIM
adjacencies with remote PEs for each mVPN it supports. The BGP
peering may or may not be a concern here as there will be router
reflectors in a service provider network to reduce BGP peering for
edge PEs.

# of Emulated
mVPNs per PE
router

This parameter should be considered in conjunction with # of
Emulated PE Routers.

# of C-multicast
sources per mVPN

With an increase of the number of C-multicast sources, the DUT
multicast routing table entries and forward table entries will increase.
With traffic, this will stress both the DUT control state and data
forwarding state.

# of C-multicast
groups

This parameter will also affect the DUT multicast routing table and
forwarding table. It can also test a DUT’s forwarding capability on
replicated multicast packets.

CE IGP (unicast)
Protocol

The unicast protocol running between CE and PE. This is used to
advertise multicast sources behind the Ixia CE port. This option will
be grayed out if the Ixia’'s CE port role is source.

IPv6 parameters

Ixia can emulate a customer IPv6 network. This is disabled by default.

Data MDT PIM
protocol

The PIM protocol used for data MDT. It can be either SSM or SM.
PIM-SSM is recommended as it will use the same data MDT group.

The proposed test can be scaled up or down based on the test variables above.
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Conclusions

Based on result analysis, the DUT can source the required Data MDT tree and switchover the
traffic on it with tolerable loss % and latencies. The DUT can sustain performance at both the
control plane and the data plane to meet the specific scalability requirement.
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Introduction to NextGen mVPN (NG mVPN)

The previous section talks in detail about GRE based mVPN. This section will touch on
NextGen mVPN. Compared to mVPN, the NG mVPN improves on the following:

1) Instead of using PIM in the core to build and maintain the multicast tree across the
provider core, it utilizes the MP-iBGP with new extensions to bridge the PIM domain
from different VPNs connected via CE devices. This removal of PIM from the core
network makes the solution much more scalable and easier to maintain.

2) In mVPN, data plane packets are encapsulated using GRE tunnel. In NG mVPN, data
plane are MPLS label encapsulated. To distinguish the multicast traffic from the unicast
counterpart, P2MP (as opposed to P2P for unicast) is established across the core. The
P2MP tunnel is much effective in delivering multicast traffic as the same source can
reach many receivers. Both mLDP and RSVP-TE P2MP are defined. Many vendors,
including Ixia, support both. One added benefit of using RSVP-TE P2MP, the multicast
traffic can now enjoy traffic engineering properties including FRR which usually provides
sub 50 ms recovery time.

3) Both I-PMSI and S-PMSI and switchover procedures are defined which replaces the
Default MDT and Data MDT in the GRE based mVPN. To further increase scalability of
the solution, aggregation of both I-PMSI and S-PMSI are supported. That means many
VPNs can share the same I-PMSI or S-PMSI with another top label as delineator of
different VPNs. This can reduce the number of I-PMSI/S-PMSI (i.e., P2MP tunnels) in
the core and will increase the scalability of the solution and reduce the complexity of
maintaining and troubleshooting too many tunnels.

4) New SAFI (5) is defined for MCAST-VPN NLRI. 7 Types of C-multicast routes are
defined as summarized below:

Type 1: Intra-AS I-PMSI A-D route

* Used by PE to announce mVPN membership (within an AS)

Type 2. Inter-AS I-PMSI A-D route

* Used by PE to announce mVPN membership (across AS boundaries)

Type 3: S-PMSI A-D route

» Used by Ingress PE to announce C-flows bound specific P-Tunnels

Type 4: Leaf A-D route

» Used to provide explicit tracking (enables a PE to announce itself as a
receiver of a particular flow)
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— Type 5: Source Active A-D route
* Sent by PE to announce active sources within the sites connected to it
— Type 6: Shared Tree Join route
* Equivalent to PIM (*,G) Join
— Type 7: Source Tree Join route
* Equivalent to PIM (S,G) Join
5) Additionally, new attributes and new extended communities are defined
+ New BGP Path Attributes:
* PMSI Tunnel Attribute
* PE Distinguisher Labels Attribute
+ New BGP Extended Communities:
* Source AS Extended Community

* VRF Route Import Extended Community

Receiver 4 VPN-A

Packet Encapsulation Site-R1 Packet Transport
(GRE or MPLS) (PIM, RSVP.TE or mLDP)
VPN-A VPN-A
Site-51 Site-R2

C-multicast Route Exchange

VPNB or e
Site-R1 BGP

PIM

Figure 407. mVPN and NG mVPN in Comparison

Above diagram shows the comparison between mVPN and NG mVPN — they differ only in the
core with one using PIM for control plane, and GRE for the data plane, while the other using
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BGP (with new extensions) for control plane and MPLS P2MP for the data plane. Customer
VPNSs connected the core thru CE devise remain the same.

Here is how it works in a high level.

Site-S1 ;-"_r:’"ﬁ‘;
= PIM advertisements €-

= BGP advertisements

Figure 408. C-Multciast Route Exchange using BGP to Support PIM-SM in NGmVPN
Logic flow for PIM-SM SSM (S,G) in NG mVPN:
1. PE2 receives PIM Join from R1 for (S1,G)
2. PE2 constructs C-multicast route (Type7 - PIM Source tree route)

a. Finds unicast VPN-IPv4 route for S1 in VRF-VPN-A and extracts RD and VRF
Route Import extended community

b. Builds route using:
i. (S1,G) information from PIM Join
i. RD (using VPN-IPv4 route)
ii. RT (using VRF Route Import)
3. PE2 sends C-multicast route (to all other PES)

4. PE1 accepts C-multicast route into VRF-VPN-A because Import RT matches RT
attached to route

5. PE1 propagates (S1,G) towards CE1 using PIM Join
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Logic flow for PIM-SM ASM (*,G) in NG mVPN:

1.

2.

3.

All PEs act as collocated Candidate Rendezvous Point (C-RP)
PEL1 notified of S1 via PIM Register message from DR connected to S1

PE1 advertises this information (S1,G) to other PEs using a BGP Source Active (SA)
auto-discovery route (Type 5), including

a. RDand RT
PE2 receives PIM Join (*,G) from R1

PE2 constructs C-multicast route (Type 6) - one for each received SA AD route that has
G

a. Based on receipt of SA routes PE2 and PE3 know which PEs to send C-multicast
routes

When Receiver switches from RPT (shared tree) to SPT (source tree), the switch is
localized (R1 switches to SPT by sending a PIM Join (S1,G) to CE2, then PE2.

Relevant Standards

* RFC 4364 — BGP/MPLS IP Virtual Private Networks (VPNS)

» draft-ietf-I3vpn-2547his-mcast-bgp-08 (RFC 6514) — BGP Encodings and Procedures for
Multicast in MPLS/BGP IP VPNs
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Test Case: NG mVPN Functional Verification with I-PMSI and S-PMSI,
and Switchover Test

Overview

NG mVPN is a complex technology and it’s critical to understand the fundamental elements in
this technology. I-PMSI and S-PMSI are the two basic constructs of the technology, and their
switchover by the ingress PE that is connected to the multicast source can be triggered either
on the fly by configuring bandwidth threshold, or by administrative means. It's important to
understand what processes are involved, and how to verify if the switchover indeed took place.
Other key constructs in the NG mVPN includes all the other types of C-Multicast Routes. The
most important part is to understand where to look for them, and how to verify them and be
assured everything’s works as expected. Additionally, MPLS P2MP tunnel is the underline
transport. It must work seamlessly with MP-BGP to encapsulate the data plane traffic over the
right tunnel.

Objective

This test is designed to illustrate the key steps to configure a basic NG mVPN test, and how to
verify if it is working correctly. We will use two test ports to simulate both PEs with multicast
source, as well as PEs with multicast receivers behind the simulated CE and hosts cloud. This
test is not so much concerned in testing scalability with many PEs, or many MVRFs, rather
focused on the key configuration and verification steps to get thorough understanding of the
technology. Once this is accomplished, scale to multiple PEs or multiple MVRF is fairly
straightforward. Next test case will also discuss in detail how to scale the test even further with
aggregation enabled.

The transport P2MP tunnel will need to be verified and the traffic over I-PMSI, or S-PMSI after
switchover needs to be encapsulated over correct tunnel. We will show you the steps how to
verify if they all worked correctly according to the standard.

Setup

Two Ixia test ports are required for the test as depicted below. In the real setup, most likely one
of the test ports will be used to emulate a CE that is connected to the DUT as PE. We will walk
you step-by-step to configure test ports either as the Ingress PE that is connected to the
multicast source, or the egress PE that is connected to multicast receiver. You're covered in the
real setup, as you can choose either step to follow: If DUT is the ingress PE, and set Ixia to
emulated the egress PE. Likewise, if DUT is the egress PE, then set Ixia as the ingress PE.
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Test Port 1 Test Port 2

~p PE

Source Receiver

Figure 409. NG mVPN Functional Verification Test Setup

Step-by-Step Instructions

1. Launch the IxNetwork “Multicast VPN” wizard, and go to the first page to select port role. We
will configure the first test port that emulated P and PE with multicast source behind. Leave
the second port idle for the moment, and will configure that port with multicast receiver later.
In the meantime, use a dummy (offline) port as the CE with receiver. This is needed
because wizard would need some receivers in order to move to next pages.
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Figure 410. Seletc port role in the mVPN wizard

In the next page of the wizard, select the correct P-Tunnel Protocol that fits your needs.

PIM-SM and PIM-SSM are for the drafter-Rosen GRE based mVPN. RSVP-TE P2MP is
using RSVP-TE protocol to establish a P2MP tree from the ingress PE (multicast source
behind) to all the egress PE with multicast receivers behind. mLDP is to use the LDP with
the multicast extension to accomplish the same. While protocol may differ, the procedures to
configure the NG mVPN and troubleshooting are more or less the same. In steps to come,
we will use RSVP-TE P2MP as examples. mLDP is very much the same. Note that the rest
of parameters are similar to other wizard such as the L3VPN. If you’re not familiar with
those, you are encouraged to review the L3VPN test cases detailed in previous sections of

this book.
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Figure 411. Select the right P-Tunnel for NG mVPN

3. The next page of the wizard is the same as the L3VPN wizard. After all, the NG mVPN is
built on top of the L3VPN to deliver the multicast traffic. They go side by side.
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Figure 412. Configure P and PE routers

4. Inthe next page of the wizard, the Route Distinguisher, Route Target, The number of VPNs
per PE, whether or not they are unique — are the same as L3VPN. Again, if you’re not
familiar with them, you’re encouraged to browse the L3VPN configuration detailed in
previous sections of this book. Here we only focus on the NG mVPN specific configuration
parameters.

Don’t enable the “Aggregation” and “Use I-PMSI Upstream Label” options yet. We will
discuss them in next test case.

The P-Tunnel configuration parameters are related to the protocol you had chosen in the “P-
Tunnel Protocol” option in the second page of the wizard. Since we chose the “RSVP-TE
P2MP LSP”, these parameters are related to RSVP-TE P2MP protocol. If you're not familiar
with the RSVP-TE P2MP protocol, you should go back to the section of this book where
RSVP-TE P2MP is introduced and detailed. Here we assume you have the technical
knowledge of that protocol.
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The only option that needs to be enabled is the “Enable S-PMSI” which basically configures
the PE router with multicast source to prepare itself with not only the I-PMSI, but also the S-
PMSI. The user then can trigger the I-PMSI to S-PMSI switchover on demand. Usually, a
real DUT, as the ingress router, will also support the dynamic on-the-fly switchover, by
allowing the user to configure a bandwidth threshold for example. As a tester, we don’t
support this feature. However, to test the switchover functions, user on-demand switchover
is more than enough.

MYz

MYPRs Traffic 1D ;
Marme Prefis I ¥ Auto Prefis

Route Distinguizher I Step I v Use Route Tanget
Foute Target I['I 1) Step I[EI:'I]

MHumber of YPHs Per PE I1 [~ Urigue ¥PMs Per PE  Tatal Unigue WPNs

I™ Enable Aggregation Murmber of WPNz per I-PMS] Tunnel

[ Use |-PM5| Upstream Label
Upstream Label I Increment by I [T Continuous Increment

bcrozs PE Bouters

—DUT PE P-Tunnel Configuration
¥ Use Tunnel ID as P2MP ID [ Use FouterID az P2MPID [ Enable ERO
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PEPMPID [ lncementky [
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—5-PRSI Canfiguration
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b ax. Humber af C-Flows Per 5-PMS| Tunnel I'I

[ Use S-PMSI Upstream Labef

Upstrearn Label I Incrernent by I ™ Inerement pen C-Flow

Tentlais BET

Figure 413. |-PMSI and S-PMSI selection for functional test

5. Next page of the wizard lets the user configure the multicast source and receiver. They are

fairly straightforward. One extra option called “Use UMH Selection Routes” can be optionally
enabled. What this option is to allow the emulated PE to advertise the “source” using
SAFI=129 instead of SAFI=128 to the far end PE. UMH stands for Upstream Multicast Hop.
If this is not enabled, the ingress PE will advertise the multicast source as standard L3VPN
VREF route. This route will be used by the egress PE to identify which VPN, and where the
source is behind so the egress PE can signal to the right PE if they have (S,G) or (*,G)

PN 915-2602-01 Rev | June 2014 389



Test Case: NG mVPN Functional Verification with I-PMSI and S-PMSI, and Switchover Test

interest associated with this multicast source. The logic of how (S,G) and (*,G) from egress
PE perspective is described in detail in the introduction section. The need for a new SAFI
(129) for these multicast routes are two folds: 1) if advertised with SAFI 129, the egress PE
will maintain a separate VRF table for these routes to make them distinct from regular VRF
routes which are used for data forwarding. These multicast routes are NOT for forwarding
rather for PE identification of where the source is located. 2) Some applications require fast

convergence during failover and by use of new SAFI, the ingress PE will do special

procedure on these routes for quicker convergence.

All the other parameters are obvious. Note that IxXNetwork also supports IPv6.
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Starting Group Addresz ' |225.EI.EI.'I a2
Group Addresses Distribution I.ﬁ.ccumulated j

— Enable IP+E

kWPM IPvE Source Addresz

Starting Source Address

= 1 LNE LI | [ rr

Figure 414. Customer Multicat settings behind the emulated P/PE core

Address per MVPN | {Eﬂi@“fﬁﬁ?ﬁy

| 4

6. Next page is on the CE configuration. It's not used in our test setup but will be in real test

setup. Their configuration is similar to L3VPN and won’t be explained further here.
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Figure 415. CE port setup

7. Give a name and save and overwrite the config.

i~ Save Wizard Corfig, But Do Mat Generate on Parts
™ Generate and Append ta E xisting Configuration
" Generate and Ovenarite Existing Configuration

{* Generate and Ovenarite Al Protocol Configurations
[AARMIMNG : This will clear the interface configurations alsol

Figure 416. Last page of configuration wizard

8. Now that we have finished configuring of the first port which simulated PE and multicast
source. Let’s proceed to configure the second test port with PE and multicast receivers
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behind. The quickest way is to double click on the saved wizard configure (pl) and that will
inherit configuration parameters from the first run. Simply select the second port and put it

into “receiver’ mode. Again, use the dummy port as “source” to facilitate the rest of

configuration.
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g L
B = - - asPE O5FF .
- ) 30w Ty
E v J / » o |
i L}{ el 20.20.20 2024 20.20.20.1 g '__
) SUT -’ = ]E"
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¥ wi Souree 0 ¥ PEs =1 # wdWVEF = [
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1 I r Ethernet - 001 - 101001000 Baze T
2 I W Receiver Ethernet - 002 - 104001000 Base T
3 M r Source Ethernet - 003 - Ethernet
4 I r Ethernet - 004 - Ethernet
5 I r Ethernet - 005 - Ethernet
Figure 417. Configuration of multicast receiver port

9. Next page is to configure the P-Tunnel Protocol. Keep it the same as previous wizard run.
Configure the IP address accordingly.
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Figure 418. Seletc the right P-tunnel protoocol

10. The rest of pages are similar to the first test port and they won'’t be repeated here.

11. Now we have completed most of the configuration work for the setup depicted in the setup
diagram. Before we start running the config and examine the learned info in order to
determine what should be seen and whether or not they are working. But before that, we
need to do some tweak on the RSVP-TE P2MP configuration.

12. Because we configured the port 1 with multicast source only (no PE with receivers in the
wizard run), the RSVP-TE P2MP tunnel will need to be manually tweaked so the head
(RSVP-TE P2MP tunnel head) knows what the leaf nodes are. Below screen capture shows
how to make the change: change the “No of Tunnel Leaf Ranges” from default O to 1, and
then change the Tunnel Leaf Ranges and enable it. The RSVP-TE for the first port shows
two P2P tunnels (bidirectional), and two RSVP-TE P2MP tunnel — one for I-PMSI, and the
other for S-PMSI.
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Figure 419. Manual changes for RSVP-TE on the Source port

13. Optionally you can also change the label value on the second port to avoid identical labels
for RSVP-TE and BGP due to common default (16). This will aid in troubleshooting if things
don’t work as expected.

&5 Scenario . i '
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=0 Traffic
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Figure 420. Configuring RSVP-TE label space

14. Start all protocols and examine learned info one by one to understand and determine if
everything works as expected. Start with RSVP-TE tunnel. Check from the test port for
learned info. Clearly it shows two P2P tunnels (one ingress and one egress), and two P2MP
tunnels with label values we just assigned. The P2P tunnel will be used for unicast while the
P2MP tunnels are for multicast. Traffic riding on the I-PMSI will be encapsulated using the
first RSVP-TE P2MP tunnel (label = 2001) and should I-PMSI to S-PMSI switchover takes
place, the same multicast traffic will need to ride on the second P2MP tunnel (label=2002).
These will need to be clearly understood in order to tell if the DUT is behaving as expected.

PN 915-2602-01 Rev | June 2014 394



Test Case: NG mVPN Functional Verification with I-PMSI and S-PMSI, and Switchover Test

& Chassis T
Field Name

Inchude in Filer Filter Value. Field Mame Include in Filter Filter Walue:

~ B Protocols
b+ B Protocol Interfaces Session Type
» €D BoP/BGP+ P2MF 1D/ Session P
» @ owr P2MP 1D a5 Nurber
~ D RswP-TE

~ §i Ethemet - 001 Running Tunnel ID
» offy 20.20.20.2 - 20.20.20) Head End P

LSFID

Leat IP

LSP/SUbLSP Setup Time

» k& Fthemet - 002 Running
» €D Static
~ o< Traffic
b < L2-3 Traffic Ttems

- P2MP Sub-Group Originator 1D

P2MP Sub-Group 1D
Curert State

Last Flap Reason

Label Type
Label

Reservation State

{m I e e e e R i

i

o I e e e e R i

L5P/5ubLSP Up Time

jv

¢ L2-3 Flow Groups

i I~ Setup Time Yalue:
"/, Impairments

|| QuickTests L5P /Sub LSP Up Time

LSP / Sub LSP Setup Time

Man Min g
0 0 000
0 o 0.00

~ ¥ Captures
|=] Ethernet - 002 - Data

P2MP D/ Session P

Current
State

Label Type | Label

Sub Group 1D

P2WP D a3 Mumber | Tunne 1D Head Encl P ‘ LSPID | Leaf P Sub Group Originator 1D Last Flap Reason

R
¢fol

|=] Ethernet - 002 - Data [1]

W

o

=

Figure 421.

RSVP-TE learned info for both P2P and P2MP tunnels

15. Next, we will examine BGP learned info. On the ingress PE that is connected to the
multicast source (test port 1), we can see I-PMSI AD and C-Multicast AD routes. I-PMSI
indicate VPN membership advertisement from egress PE, and C-Multicast AD route indicate
(S,G) request form the egress PE that is connected to the multicast receiver. We don’t see
the other types because: 1) No I-PMSI to S-PMSI switchover taking plane yet 2) There is no
Inter-AS scenario configured so there is no Leaf-AD; and there is switchover taking place so
there is no proactive solicitation of Leaf-AD 3) The ingress PE will advertise Source Active

16.

AD, not receiving it.

enario
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Figure 422.
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Verifying learned C-Multicast routes on the source port

Let’s look at the learned info from egress PE point of view. It displays both I-PMSI AD as
well as the Source Active AD. I-PMSI AD indicates VPN membership from the Ingress PE,
as well as the P2MP tunnel it’s going to use for traffic encapsulation. Note that it includes a
second label value of zero which means there is not second label in the traffic. This is
because we did not enable the aggregation using upstream assigned label. Each (S,G) or
(*,G) will have its own I-PMSI to ride on and a single label is good enough for the egress PE
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to delineate the multicast traffic. We didn’t see the other types of AD routes because 1) no I-
PMSI to S-PMSI switchover taking plane yet 2) no Leaf AD from the ingress PE, and it's not
about Inter-AS use case 3) no C-multicast AD routes from the multicast source.
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Figure 423.  Verifying the learned C-Multicast routes from receiver port

17. Now let’s activate the on-demand I-PMSI to S-PMSI switchover from the ingress PE. The
way to do it is by going to the Multicast Sender Sites tab and click and highlight the S-
PMSI tunnel to switchover to, and click on Switch to S-PMSI icon in the ribbon area.
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Figure 424. |-PMIS to S-PMSI switchover

18. After the on-demand switchover taking place, let's examine the learned info again on both
the ingress PE as well as the egress PE.

19. On the ingress PE (connected to multicast source), the only new thing we see is the Leaf-
AD route compared to before the switchover.
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Figure 425. Learned AD routes from soruce port after switchover

20. The reason we see an extra Leaf-AD route is because we have toggled on the “Solicit Leaf
A-D Route” option when configuring the S-PMSI on the wizard, the corresponding GUI bit is
also shown in the screen capture.
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Figure 426. Leaf AD route settings

21. On the egress PE, we also see an extra S-PMSI AD routes with lable value of zero which
means no aggregation labels available. The S-PMSI AD route is to tell the receiver that the
ingress PE has switched the traffic from the original I-PMSI to the new S-PMSI tree.
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Figure 427. Learned AD routes from receiver port after switchover

Now all control plane activities before and after I-PMSI to S-PMSI switchover can be clearly
explained and verified, let’'s see how to set up the traffic and verfify the label encapsulation.

Launch the traffic wizard and let’s start with -PMSI traffic. Since Ixia is not a real router, it
doesn’t have the logic to automatically switch the data plane traffic from I-PMSI to S-PMSI
based on for example a pre-configured bandwidth threshold. Instead, it listed the multicast
source under both the I-PMSI and S-PMSI category so the user knows exactly which one is
currently sending. Since we’re building traffic to go over the I-PMSI tree, make sure you
select the source under Multicase I-PMSI Sender Ranges. The traffic wizard will knows
which label to use for the traffic to build.
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Figure 428. Traffic end points selection for NG mVPN traffic
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24. All the rest of traffic wizard steps are straightforward, and exactly the same as any other
VPN technologies under test. You can examine the generated traffic by use of flow group
editor to view the MPLS labels used for the traffic, and verify if it's consistent with the RSVP

P2MP label learned at the ingress PE. In our case, they match well as expected.
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Figure 429.

Last Fragment

1]

64

<AUTO:= 61

<AUTO= 00000
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Traffic verification to ensure correct encapsulation

25. Next, we will build the traffic to go over the I-PMSI tunnel. Launch the traffic wizard in a
similar fashion, and this time the only difference is to select the Multicast S-PMSI Sender
Ranges as the traffic source. This will trigger the traffic wizard to look for S-PMSI labels to

build the traffic.
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Figure 430. Separate traffic item for traffic going into S-PMSI tunnel

26. Of course, you need to verify the labels after finishing the traffic wizard generation. In our
case, label 2002 which corresponds to the S-PMSI label at the RSVP P2MP head end
(ingress PE).
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Figure 431.  Traffic verification to ensure correct encapsulation
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27. We have successfully completed testing procedures to conduct basic functional test for NG
mVPN using RSVP-TE P2MP as the P-Tunnel technology. If you prefer using mLDP
instead, the configuration and verification steps are very much the same with the exception

in selction of P-Tunnel protocol in the wizard configuration as shown below.
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Figure 432.

How to enabl

ed mLDP instead of RSVP P2MP as the P-Tunnel

28. The ingress PE port will show the learned info reflecting mLDP P2MP label assignment for
both the I-PMSI and S-PMSI tree, and the egress PE will show the BGP learned I-PMSI AD
indicating mLDP P2MP as the tunnel type.
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Figure 433.

R |

mLDP learned info

The key to both test cases is to have a full understading about the various AD routes, and

where they should appear. When building traffic, make sure to pick the end points from the
right category and be able to verify the labels before sending the traffic. Of course, you can
write a Test Composer script to simulate the true DUT behavior where once the I-PMSI to S-
PMSI switchover is triggered, stop sending traffic over the I-PMSI tunnel, and start sending
the same traffic over the S-PMSI tunnel. This is important to test realsm especially with large
number of VPNSs, or large number of Source/Groups.
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Test Variables

Consider the following list of variables to add in the test in order to make the overall test plan

better.

Functional/Performance | Description

Variable

Increase the number
VPNs per emulated PE,
and optionally the
number of PEs, and the
number of Source and
Multicast Group in each
VPN. This will increase
the number of I-PMSI
and S-PMSI and will help
stress test the DUT.

While funcational verification is one thing, scale test is another.
Many DUT will behave strangly, or sluggishly when facing with
large number of C-multicast AD routes and many I-PMSI to S-
PMSI switchover policies. This will further validate the need for
aggregation that we will examine in detail in next test case.

Test mix of P-Tunnel
techlogies with both
RSVP P2MP and mLDP

The RSVP P2MP P-Tunnel is as popular as the mLDP and
many commertial DUT support both flavors. It's important to
verify they can coexist.

Upper Multicast Hop
(UMH) selection test

UMH routes are advertised via a different SAFI value and they
are sometimes used for specific purpose. In our example, we

didn’t show the steps to configure and verify correction of UMH.

If UMH is actively used by your DUT, you will need to test both
the function and scale when this feature is enabled.
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Test Case: NG mVPN Stress and Scale Test with I-PMSI and S-PMSI
Aggregation

Overview

While functional test is an important starting point, it's the stress and scale test that usually
reveals the true strength or weakness of a given DUT. In previous test, we have stayed away on
purpose to not include the aggregation labels and leave stress and scale test to this section.

Scalability of NG mVPN can be achieved from many dimensions. The simplest is to increase the
number of P and PEs in the simulated network. The next is to increase the number of VPNs per
simulated PE. The last one is to increase the number of (S,G) or (*,G) across the VPN. This will
effectively populate DUT with many C-Multicast AD routes, and increase the total number of P-
Tunnels across the core network. As the number of P-Tunnel increases, further scalability of the
solution become more difficult. Fortunately, the technology has built-in mechanism to increase
the scalability to much further via the use of aggregation labels. The aggregation label is
applicable to both I-PMSI and S-PMSI tunnels. The idea is to bundle multiple VPNs into a single
P2MP tunnel to create sharing so to keep the total number of P-tunnels in the core to a
comfortable level. Imagine that if we have to test a DUT with 8K mVPN, without aggregation it
will require 8K I-PMSI, and 8K S-PMSI - a total of 16K P2MP tunnels in the core. This is hard to
manage and/or troubleshoot. If we enable aggregation for example to use 10:1 ratio — meaning
10 VPN to share single I-PMSI P2MP tunnel, that will reduce the total number of I-PMSI to just
800 (instead of 8K) which is much easy to create and manage. On the other hand, if a particular
mVRF has many (S,G) customer flows and a single S-PMSI is too coarse to tailor the needs of
specific VIP customers, the technology also defined aggregation on customer flows so that a
few VIP customer flows can enjoy their own S-PMSI. Because of the aggregation for both I-
PMSI and S-PMSI, we will have to use a second label to delineate the traffic at the egress PE.
This is the focal point of this test.

Objective
This test is to test DUT aggregation capability in order to achieve high scalability. Both control
plane and data plane configuration and verification are provided in detail.

Setup

The setup is very similar to previous functional test with two Ixia test port simulating both ingress
PE with multicast sources behind, and egress PE with multicast receivers behind. The
difference in this case is that we will introduce multiple VPNs to share the same I-PMSI| and S-
PMSI while introducing aggregation labels to distinguish between different VPNs.
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Test Port 1 Test Port 2

- Receiver

Figure 434.  Test Setup for NG mVPN Stress and Scale Test

Step-by-Step Instructions

Note I: If you haven’t gone thru previous test which details the functional test, you're
encouraged to review that test first. Lots of details in this test will be omitted for simplicity.

Note II: we will focus on the I-PMSI aggregation in the procedures described below. The S-
PMSI aggregation can be configured via wizard however; currently there is a bug that keeps it
from generating the correct BGP info. The generated contents can still be manually tweaked
however in the interest of being short and concise; we will not describe the steps in detail. When
due, the wizard parameters for the S-PMSI will be explained in full.

1. Just like in previous test case, launch the NG mVPN protocol wizard and setup the source
port and destination port in a separate wizard run. Using a dummy port (offline port) as the
CE port as the wizard requires at least one receiver port.
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NG mVPN wizard port selection page

2. Inthe second page of the wizard, select RSVP-TE P2MP as the P-Tunnel protocol. Select
the mLDP if needed.
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Test Case: NG mVPN Stress and Scale Test with I-PMSI and S-PMSI Aggregation

3. The next page is about configuring the emulated PE routers. No difference from configuring
a regular MPLS VPN network.

4. Inthe next page of the wizard, we need to understand how I-PMSI aggregation works.
Suppose we want to emulate 20 VPNs, and we want to bundle 5 VPNSs into a single I-PMSI.
Below is how to achieve this. Enter “Number of VPNs Per PE” as 20. Check to enable
“‘Enable Aggregation”. Enter “Number of VPNs per [-PMSI Tunnel” as 5. Check to enable
“Use I-PMSI Upstream Label”. Enter a proper “Upstream Label” value. The data packet
will carry two labels, the outer from RSVP-TE P2MP LSP for I-PMSI, and the inner for the
“Upstream Label”’. The second label is needed because of the aggregation.
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%Pz Traffic D _
Marne Prefis v iuta Prefis
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|[1nu:1] Step |[n:1]
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Upstrearn Label I Incrernent by I ™ Inerement pen C-Flow

Figure 437. mVRF configuration with I-PMSI aggregation

5. We will not configure the S-PMSI aggregation in this test. However, make sure that you
understand what it is used for. Unlike the I-PMSI aggregation where the VPN is the
aggregated object, the S-PMSI aggregation applies to the customer flows that constitute the
unique (S,G) state in the customer facing interface of a PE router. The next page of the
wizard is asking for how many S and G in a given VPN. If you have 10 Sources, and 5
Groups per VPN, when configured in a full-mesh mode, it will yield 10x5=50 customer flows.
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By default without S-PMSI aggregation, all 50 C-Flows will ride on the same S-PMSI. If you
want more granular control of C-Flows, you can spread them out into multiple S-PMSIs. In

this sense, the “aggregation” is more a de-aggregation.

6. The rest of wizard pages are apparent and we won’t repeat the configuration steps here. In
a very similar fashion, configure the Receiver port. The only attention needed is the I-PMSI
aggregation — make sure you configure identical info as in the Source port configuration: 20

VPNSs, Aggregation enabled, 5 VPNs per I-PMSI tunnel.

7. Let’s examine the generated configuration to see if they make sense. First, let’s look at

RSVP configuration. A total of 26 tunnels created — 2 for P2P, and 24 for P2MP. Among the
24 tunnels, 4 are for I-PMSI and 20 for S-PMSI. The reason is that we have enabled the
aggregation on the I-PMSI with 5 VPNs to share one I-PMSI on a total of 20 VPNs, so only 4

I-PMSI tunnels are needed. On the other hand, we didn’t enable S-PMSI aggregation

therefore it will need one S-PMSI tunnel for each of the 20 VPNs hence a total of 20 S-PMSI

tunnels are needed.
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Figure 438. RSVP-TE P2MP config generated by the wizard

8. You can further confirm the I-PMSI configuration by looking at the BGP configuration on the

source port. Below clearly shows tunnel 1,2,3,4 are used for I-PMSI.
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Figure 439. BGP configuration for I-PMSI at the source port, with aggregation enabled
9. The S-PMSI tunnels can be confirmed by looking at the “Multicast Sender Sites” tab
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Figure 440. BGP configuration for the S-PMSI at source port, with no aggregation
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10. Start the protocols and examine the learned info to confirm they match what are expected.
First, the RSVP-TE leaned info on the source port shows a total of 26 tunnels which
corresponds to 2 P2P, 4 I-PMSI, and 20 S-PMSI, tunnels respectively.

‘ﬁ: FIFL> R

b -é VRF Rar [F’ort leamed info recards: 26 ]
= L2 Site |
% EEPLD) r~ Learned Infao Filkers
% User De
-é Etheme! Field M ame Include in Filter Filter Yalue Field Mame Include in Filter Filker ¥ alue
£, TPv6 Pesrs
- E Ethernet - 002 Runr Session Tyupe r vI P2MP Sub-Group Originator 1D Il
~ ob IPv4 Peers P2MP 1D/ Seszion IP r P2MP Sub-Group 1D -
- dh E[”Eall;; Nl P2MP D az Mumber r I Current State r vl
an
% RouteRs Tunnel [0 - I L ast Flap Reazon | vl
<= Opaqus Head End IP r I Label Type - vl
é e LSPID ol Label i
» ar
% L2 Site | Leaf IP - Resenvation State | vl
-é BGP AD LSP/SubLSP Setup Time r LSP/SubLSP Up Time r
-é User De I ,l I I 'I I
<= Ethems!
o4 IPvE Pesrs
€D 0sPF rSetup Time Yalues =
P PIM-SM/SSM-vafvE Mas. Min. Avg.
@ RsvP-TE LSP / Sub L5P Setup Time 0 o 0.00
+ [ Ethemet - 001 Runr LSP / Sub LSP Up Time 0 0 0.00
» ﬁ. 20.20.20.2 - 20| =
Session )
- ToEe P2MP D¢ Sesszion P | P2MP D a= Mumber | Tunnel ICr Head End IP LSP I Leaf IP Si
S{alic 1
2
& Traffic 3
24 L2-3 Traffic Items 4
¢ Traffic Ttem 1 g
24 Traffic Ttem 2 7
7t 1222 Floww Gronine al

Figure 441. RSVP-TE Learned Info verification

11. Next look at the receiver port BGP learned info. Four distinct P2MP tunnels are repeated
five times each for the 5 VPNSs to share.

P BGP/BGP+ -l R Protocals + € BGF/BGP+ » [E Ethemet- 002 Running » f}, 1Pv4 Pears + 8, Intemnal - 1.1.1.1-1 Learned Routss
. § Ethemet- 001 Runr

- dh :;:“ "‘*“SI 1Pv4 Mullicast VPN Routes. 20
- Intermal - 2.

Learned Multicast VPN route type

é Rout=Rz @ |PMSIAD O SPMSIAD C LeatAD © SourceActive AD 0 C-Multicast

< opaque

<= MPLS Re

v % VRF Rar— Meighbat Loca| Description

<= L2 Site | 1
<= BGP AD 2
<= User De 3
<< Etheme| 4
&L, IPVG Peers 5
B
7
B

. [E Ethemet - 002 Runr|

B ospPF 13
B PIM-SM/SSM-vd/ve 20

Poneum e

Figure 442. The receiver side BGP learned info verification
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12.

13.

Now, let’s build traffic to see how the labels are encapsulated. Launch the traffic wizard and
select the “BGP Multicast IPMSI Sender Ranges” as the source, and “BGP Multicast
Receiver Ranges” as the destination. This is to quickly select all sources and receivers for
all 20 VPNs. Use “One-One” mapping.

Item —————————— —— Spource / Destination Endpoints
Traffic Trem 1 Traffic Group § Tag Filkers | None selected
| L Source | | Al = °F | Select Multple Ports - Destination | | All | T & E Select Multiple Po
qesh v all Ports - v all Ports
[ ] BGF ¥PM Rouke Ranges = [[] BGP ¥PN Route Ranges
One - One = BGP Mulkicast IPMSI Sender Ranges ] 05PF Stub Network
One - One v || BGP Multicast SPMSI Sender Ranges [[] R5vP Tail Ranges
[[] ©sPF Stub Metwork [] Interfaces
& [[] RSWP Head Ranges GP Mulkicast Receiver Ranges
Destined D Interfaces D CSPF Route Ranges
i [[] 03PF Route Ranges w [_] Ethernet - 001
& v [¥] Ethernet - 001 v [ Bar
= N— . @ v [¥] BGP Peers v [] BGP Peer Rangs - 2.2.2.2
b v [¥] BGP Peer Rangs - 2.2.2.2 v [] BGP Meighbor2,2,2.2-1.1,1.1
v [¥] BGP Neighbor2.2.2.2-1.1.1.1 v [[] ¥RF's L3 Sites
~ [@] YRF's L3 Sikes v [] ¥RF Range, A5 L3 Sites:100:1
FY— v [¥] YRF Range, A5 L3 Sites:100:1 (1) v [] wPN Route Ranges
v [] wPN Route Ranges [ 100.0.0.1/32)1
e [ 100.0.0.1/32/1 v [] ¥RF Range, A5 L3 Sites:100:2 (:
v Multicask I-PMSI Sender Ranges ~ [] wPN Route Ranges
ts per Route 1 100.0.0.1/321 e [ 1o0.0.10.143201
tination Ranges & v % = Endpoint Sets
ption ko test overlapping Encapsulation Source Endpoints | Destination Endpoints | Traffic GroupsiTags
i »| ¥ Mame: EndpointSet-1
1 Ethernet ILMPLS.MPLS.IPv4 20 Endpaints 20 Endpainkts Mone selected
Label Stack. 2 .
~ Name: EndpointSet-2
2 “Mew= “Mew= “Mew = Mone selected

Figure 443. Traffic Source and Destination endpoints selection

The rest of traffic wizard is easy to follow. Once finished, you can use the flow group editor
to view the generated packets. Examine how the labels are listed. For the RSVP P2MP
tunnel, 4 distinct label values each repeated 5 times which means there will be 4 |-PMSI
tunnels each will be shared by 5 VPNSs. This is exactly what is expected. Pay also attention
to the second label which corresponds to our input for the “Use I-PMSI Upstream Label”
configured in step 4 of this test case.

PN 915-2602-01 Rev | June 2014 411



Test Case: NG mVPN Stress and Scale Test with I-PMSI and S-PMSI Aggregation

kN Flow Group Editor _|0
% Properties
Ly o -_ 5
B X & & E| Field Lookup: [& ~ Go ko Stack Diagram |
et Editar
Mame Walue
w B8 Frame length: 160
v B Ethernet 1T
~ B Ethernet Header
== Destination MAC Address [List] 00:00:Fb:30:75:de, 00:00:fb:30:75:de, 00:00:fb:530:75:de, 00:00:Fb:30... ~
== Spurce MAC Address [List] 00:00:Fb: 2F: 75,96, 00:00:fb: 2F:75:96, 00:00:fb:2F: 75,96, 00:00:fb:2F:.., -
== Ethernet-Type AUTO > 08547
v B MPLS
v B2 MPLS Label
== Label ¥alue [[L\st] 17, 17, 17, 17, 17, 15, 1§, 1§, 15, 18, 19, 19, 19, 19, 19, 20, 20, 20, ] =
== MPLS Exp 1] =
== Eottom of Stack Bit <AUTO=0
== Time To Live B4 5
v B mrLs
v B2 MPLS Label
== Label ¥alus [[L\st] 1600, 1601, 1602, 1603, 1604, 1605, 1606, 1607, 1608, 1609, 1610, 1‘.] -
= MPLS Exp (] -
== Bottom of Stack Bit <AUTO 1
== Time To Live B4 x
v B 1Pvd

~ B IP Header

Figure 444. NG mVPN traffic encapsulation vericiation with I-PMSI aggregation enabled

14. Introduce more VPNSs or PEs in the test topology to scale the test even further.
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Test Variables

Consider the following list of variables to add in the test in order to make the overall test plan

better.

Functional/Performance | Description

Variable

Change the RSPV-TE
P2MP to mLDP and
verify all functions
detailed in this test

mLDP works very similar to RSVP P2MP. The key difference is
the way labels are assigned. With RSVP P2MP, I-PMSI and S-
PMSI labels are requested by the Root and assigned by the Leaf
nodes; while with mLDP, the labels are automatically assigned
by the Leaf nodes. The aggregation mechanisms, as well as the
label resolution principle are the same.

Increase the number of
P, PE, and the number of
VPNSs to experience how
the aggregation improve
the scalability

Aggregation is a great way to scale the test to huge number of
P, PE, and VPNs. The DUT typically has some system limit and
it's essential to test those limit

Increase the number of
sources, and the number
of multicast groups per
VPN to test DUT’s
system limit

The number of (S,G) or (*,G) that can be supported by DUT per
VPN is another key measure that usually the system under test
will have a limit for. It’s essential to test not only the control plane
scalability and stability, but also the data plane traffic forwarding,
and with possible I-PMSI to S-PMSI switchover for key multicast
applications.

Testing NG mVPN
simultaneously with
unicast L3VPN, and
6VPE

This is the ultimate goal to prove DUT (as PE) can handle MPLS
VPN traffic for both unicast, and multicast, with scalability.
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Introduction to EVPN and PBB-EVPN

L2VPN based PW and VPLS transport is an important MPLS technology that has found
applications in access, mobile backhaul, core transport, and new areas such as Carrier Ethernet
and Data Center Interconnect (DCI).

Widespread adoption of L2VPN and VPLS has caused new set of issues such as multi-homing,
which requires load balancing on all active links under normal condition and yet provides
failover protection when failures occur in the network. Existing active/standby resiliency model is
good for redundancy and service protection, but not suitable for load sharing, because standby
links cannot carry traffic under normal condition. Furthermore, Data Center Interconnect and
Virtualization are fuelling the increase of MAC addresses. There is a strong need to contain
frame forwarding for Broadcast, Unknown, and Multicast (BUM) traffic to avoid flooding at all
cost. The architecture also requires network re-convergence upon failure to be independent of
the number of MAC addresses learned and stored in the forwarding table

EVPN and PBB-EVPN are next generation L2VPN solutions based on a BGP control-plane for
MAC distribution and learning over the core MPLS network. EVPN and PBB-EVPN were
designed to address the following requirements:

¢ All-active redundancy and load balancing

e Simplified Provisioning and operation

e Optimal Forwarding

e Fast convergence

In addition, PBB-EVPN and its inherent MAC-in-MAC hierarchy provides:
e Scale to millions of C-MAC (Virtual Machine) addressed

e MAC summarization co-existence with C-MAC (VM) mobility
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MP-BGP has been successfully used in the NG mVPN to bridge C-Multicast domains through
the core without the need for PIM. It advertises many Auto-Discovery (AD) routes and P-Tunnel
types such as RSVP-TE P2MP, mLDP, Ingress Replication for traffic encapsulation. Based on
the same concept of AD routes and P-Tunnel delivery mechanism, a new set of AFI/SAFI is
defined for EVPN and PBB-EVPN, new BGP NLRI types, as well as new extended communities
are defined, as summarized below:

New NLRI Types for EVPN and PBB-EVPN:

0x1 — Ethernet Auto-Discovery Route

e 0x2 — Mac Advertisement Route

0x3 — Inclusive Multicast Route
o 0x4 — Ethernet Segment Route
New Extended Communities

e ESI MPLS Label

e ES-Import

¢ MAC Mobility

o Default Gateway

Control-plane address
advertisement/ learning
over Core

Data-plane address
learning from Access

BGP MAC adv. Route
E-VPNNLRI
MAC M1 via PE1

Figure 445. How EVPN works in a high level
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The above diagram displays a high level view of how EPVN works. PE routers learn the MAC
from CE based on data plane forwarding, then advertise the MAC in the core through MP-BGP
new NLRI types (MAC Advertisement Routes), so the rest of PEs are aware of the new MACs.
Unlike the traditional L2VPN PW emulation, P2P PWs across the core are no longer needed.
Instead, known unicast traffic (Dest MAC is advertised by peer PE) is encapsulated over the
usual two labels stack — the bottom being the transport tunnel (LDP or RSVP-TE), and the top is
the label associated with the MAC advertisement route by the remote PE. The unknown unicast
is part of the BUM (broadcast, unknown, multicast) traffic and it follows:

e Through a pre-negotiated label path through Ingress Replication or
o P2MP tunnels negotiated through mLDP or RSVP-TEP2MP.

There are many procedures, such as load balancing, Split Horizon, Designated Forwarder
election, fast convergence that are introduced due to challenges of multi-homing. Forturnately,
Ixia’s IxNetwork offers feature rich EVPN and PBB-EVPN emulation. Coupled with some of the
industry unigue Hardware features, IxXNetwork truly represents the best tool to test nextGen
protocols.

Relevant Standards
+ draft-ietf-I2vpn-evpn-req-02
+ draft-ietf-I2vpn-evpn-03

« draft-ietf-l2vpn-pbb-evpn-04
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

Overview

Single home test scenario is the simplest form of EVPN and PBB-EVPN. Two Ixia test ports are
required to verify the basic functions of both EVPN and PBB-EVPN. One test port is emulating
CE routers connecting to DUT as PE, and the other test port emulating PE routers as well as
CE routers behind the emulated PE routers. In both cases, the CE routers are connected only to
one PE router hence the term ‘single home’. DUT and Ixia emulated PE will exchange MAC
Advertisement Routes, Inclusive Multicast Routes, and Ethernet Segment Routes. DUT is
responsible for traffic encapsulation from Ixia CE to PE direction, while Ixia emulated PE is
responsible for encapsulating two label stack traffic sent by the simulated CE to DUT for
decapsulation and forwarding.

Objective

The test is to perform basic functional verfication for single homed EVPN and PBB-EVPN. The
example config will emulate a single Ethernet Segment with 3 EVIs but can be easily expanded
to test many Ethernet Segments each with many EVIs. Different types of NLRI are exchanged
between DUT and Ixia emulated PE routers and can be verified via the Learned Info. Traffic will
be created for both Known Unicast, as well as the Broadcast, Unknow, and Multicast (BUM).
Two labels stack should be verified to ensure DUT and tester are both encapsulating the traffic
with correct labels.

Setup

Two Ixia test ports are required for the test as depicted below. One test port emulates CE and
one test port emulates both PE and CE. Both CE routers are single homed to their respective
PE routers.

CE1 PE2 CE2

>

L IxiA Ioa ™ = T

Figure 446.  Test Setup for Single Home Test Scenario

Step-by-Step Instructions

Note: Currently there is no EVPN or PBB-EVPN wizard to help user configure basic test
scenarios. If you are familiar with IxNetwork and comfortable in manually configuring BGP, LDP,
and OSPF/ISIS, then you can complete most test steps without the help of a wizard. If not, you
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can use existing L3VPN wizard to configure the BGP and LDP part automatically for you. Then
you will need to manually modify the wizard generated config to suite EVPN and PBB-EVPN
test needs. Starting with a L3VPN wizard also gives you extra benefit of configuring ISIS/OSPF
and LDP/RSVP-TE automatically. IGP (ISIS or OSPF) is needed if BGP is actually a multi-hop
session. LDP/RSVP-TE is needed to provide transport tunnels between the emulated PEs and
DUT. It is strongly recommended to always start with L3VPN in order to reduce configuration
mistakes.

Below steps will start with EVPN as a comprehensive example. For PBB-EVPN configuration,
refer to steps towards the end of this paragraph which are marked as “Steps to Configure PBB-
EVPN and Verify Results”.

30. Launch the IxNetwork L3VPN/6VPE Wizard and navigate throughout it. Test Case “Layer 3
MPLS VPN Scalability and Performance Test” in previous sections provides details on how
to use the wizard. If you’re not familiar with L3VPN configuration, you should go over that
test first.

31. At the time of the writing, all EVPN/PBB-EVPN specifications are still in draft format. In order
to support m ulti-vendors, Ixia has opened up all EVPN parameters for user to customize.
The default is filled up with convention values based on public interop test. Below is a
diagram showing all the open parameters one can customize, including the most important
ones such as AFI/SAFI value. Note that the EVPN IP Address Length Unit (Byte vs. Bit) is
also important one for interoperability.

} Ei_,:l Protocols FE:'I BGP/BGP+
Ports | |Pvd Peers | |Pwf Peers | Lzer Defined LFIASLFI I Lizer Defined LFIASAF] Rotes | FouteRanges | Opague Route Ranges

EVEN AFI EVEN SAF] M Mobllrt\_..f Extended [P Mtlbl.ht'}.-' Extended E=l Lahel Extended Community
Community Type Community Sub Type Type

25 70 [ 0 =3

25 70 B 0 a3

MPLS FouteRanges | WEF Fangez | WPHN RouteRanges | UMH Selection RouteRanges | PMWSI Opague TLY: | BGP 4D WPLS Fanges | L2 Site Ranges
ES-Import Route Target Sub | WREF Route import Extended | EVPR P Address

E=l Label Extended Community ES-impart Route Target Type

Sub Type Type Community Sub Type Length Unit
1 [ 2 1 Bryte
1 B 2 M Bryte

Figure 447. EVPN/PBB-EVPN Open Parameters

32. Once the port level open parameters are set, you need to change the IPv4 peer to include
the EVPN and PBB-EVPN capability. First, change No. of VRF Ranges to zero to disable
any L3VPN VRF generated by the wizard. Then configure value 1 for No. of Ethernet
Segments. To simulate more Ethernet segments, simply enter the right value. You will need
to check to enable Filter EVPN and EVPN under Learned Routes Filters and Capabilities
bottom tab respectively.
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| ¥ m @Promcols @BGP;’BG%

Diagram | Ports ([TPu4 Peers |IP\-'8 Peers | User Definesd AFISAFI | User Defined AFISAF| Roes | RoutsRanges | Opadue Route Ranges | MPLS RouteRanges | WRF Ranges | VPN RoutsRanges | UMH

WPLS NextHop Enahle BGP D Mo. of Mo. of Cpague Mo. of MPLS |Mo. of WRF .No. of L2 |Mo. of BGP AD |Mo. of User Defined | Mo, of Ethernet ‘ =]

[Cptional) BGP I RouteRanges| Route Ranges [RouteRanges| Ranges |Sies Ranges| YPLS Range AF| SAFIC=) Segments R
1 I 2222 1] 1] 1) 1] 1] 1]
2 I 14141 o o o o o o

4
MNeighbor }&Flap }\'Ad\ranced }\' Learned Routes Filters }\' Capabilities }\'AII lﬂr

Put Peers | Pyt Peers | User Defined AFISAR |

Fitter IPvE Multicast EWPR
BGPMPLS VPN

r
r

wced M Learned Routes Filters f, Capabilities £ rs Capabilities | 4 all

Figure 448. IPv4 Peer Changes for EVPN/PBB-EVPN

Fitter EVPR

33. You can click one at a time, or deep press for continuous clicks, the right arrow in the corner
to quickly locate the EVPN/PBB-EVPN related top tabs which are at the very end of BGP
tabs

Protocols

2CE5MAC Mapped P | Evls | EVI Opague TLYs | Broadcast Domains | C-MAG Ranges | C-MAG Mapped IPs | l@

Ethernet - D01finey| ho. of Ethernet | Enable BFD | Mode of BFD _ EWPN MextHop
v b IPv4 Peers) Segmerts Registration Cwperation Ussils Erowp e Court
- gh Internz i} 1 r hutti Hop Unassigned 1
Lei 0 1 r hiutti Hop [ Unassigned  ~f 1
O

Figure 449. Locate EVPN/PBB-EVPN Related Tabs

34. Start with Ethernet Segment tab. Choose EVPN as Type of Ethernet. Set ESI value all
zero to indicate this is a Single Home test scenario. Enter 3 as the Number of EVIs.
Change it to a proper number if more than 3 EVIs per Ethernet Segment is needed. ESI
label is not needed for single home test and leave it as default.

- T L P R e

BGP AD WPLS Ranges | L2 Site Ranges | Label Block List | Mac Adohess Ranges | Muticast Receiver Stes | Muticast Sender Sies | SPMSI Opaque TLirs | Ethernet Segments |B-ru1.ﬂ.C Mapped IPs | E

To change number of Ethemet Segments, in ‘Peer’ tab, enter number in Mo, of Ethemet

. Type of Ethernet X B-tAC Prefic | Mo of B
Meighbar Enahble r ==]] ‘ Mumhber of E¥ls B-tAC Prefix ‘ Length
1 Ird EWPN 00 00 00 00 00 00 00 00 00 00 3
2 Ird EWPH 00 00 000 00 00 00 00 00 00 00 3 I

Figure 450. Ethernet Segment tab Configuration

35. Configure the EVIs. Make sure to enter a proper Route Target value. By default, the
emulation will automatically set the RD value in IP format, and auto pick up the EVI value for
the RD. The Target and Import Target do NOT need to be the same as RD, as shown
below. It’s critical, though, that Ixia’s configured Target and Import Target need to match
those of DUT. Below screen shot also shows how to enter a specific value for the Target
and then use global “Copy Target to Import Target” to make them the same.
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- e = - e

BGP AD WPLS Ranges | L2 Sie Ranges | Lakel Block List | hiac Rddress Ranges | hiulticast Receiver Sites | Ethermet Segrments | B-MAC Mapped IPs @l EVl Opaiue TLUS | 440

To change number of EYI, in 'Ethermet Segment’ tab, enter number in 'Mo. of EYI' field

ES Enablle Amﬂﬂ;gf‘:;z D ‘ RD P Address ‘ A"'t°'°°23‘f’“re D ‘ RD El | Targe
! 4 [t 7
£ ¥ ~ [
g ~ ~ [
ah I3 I I
< 3 ~ v
5 ~ ¥ [
Al T
[2:2), - Import - (2.2
[3:3), - Impart - (3:3) Mew
(11, - Import - (1:1) Add{Remove Fields
[2:2), - Import - (2:2)
EEVIS HK PMSI },  A-D/Inclusive Multicast Route Attributes  J, All [ (3:3), - Impart - (3:3) Copy 'Target' to 'Tmport Target!

Figure 451.  Configure Target and Import Target values

36. Configure the PMSI for the Broadcast, Unknown, and Multicast (BUM) traffic. Make sure to
check and enable the “Include PMSI Tunnel Attribute” and select “Ingress Replication”
as tunnel type. Modify the label as appropriate.

ock List I Mac: Address Ranges I Mulficast Receiver Sites I Mutiicast Sender Sites I SPMS| Opague TLY: | Ethemet Segrnerts | B-MAC Mapped [Pz @l ENl Opague TLUs I Eroadiast Dom

' tab, enter number in ‘Mo, of EVI' field

. REYP P2MP ID az Usze MPLS Azzigned {8
lndua:\‘rprrr:::l?l't;unnel /M'pre P (P D ‘ Mumber ‘ RSP Wl (2 ‘Upstream.ch-wns‘tream Upsireammowns?ream \?ﬂbﬂl
[ Ingress Replication I 44
[rd Ingress Replication 2 45
I~ Ingress Replication I 45
Ird Ingress Replication 2 47
I~ Ingress Replication ¥ 45
E‘ ngress Replicatio 2 49

Vs [}, PMsT (ﬁ A-DfInclusive Multicast Route Attributes &Il 7

Figure 452.  Configure PMSI
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37. Configure the Broadcast domain to indicate the right Ethernet Tag ID, and the number of C-
MAC ranges.

| Etemet Seaments | B-MAG Mapped IPs | Evis | Evi Opague TLvs [ Broadeast Domains )

To change number of BroadCastD omain, in 'EY1' tab, enter number in ‘Mo, of

Evl Enable |Ethernst Tag D] AD RouteLsbel | NO-Of SMAC Prefix
— Ranges
1 7 1 =5 1
2 v 2 R 1
3 v 3 57 1
4 v 1 ! 1
5 ¥ 2 59 1]
B v L3} B0 1

Figure 453.  Configure the Broadcast Domain

38. Configure the C-MAC ranges with proper address, and total counts. Also configure the label

values used for the MAC. These labels will be used for sending traffic to these MAC
addresses.

BGP AD WPLS Ranges | L Etemet Segments | B-MAC Mapped IPs | Evls | Evi Opague TLvs | Broadoast Domains  G-MAG Ranges |c.rumc Manped IPs

To change number of C-tAC Ranges, in ‘BroadCastDomain' tab, enter number in 'Mo. of

BroadcastDomein Enable Start C-MAC Prefix C'le“ei;ff"‘ ch?n Eés I, @i C"“l‘i‘sc labeed Seqﬂzﬁ
1 [ | /500000 00 00 01 5 10 0
z @ | loooooa o000 43 10 0
3 # | 1000000200001 43 10 0
I # | 1000000300001 43 10 ol
5 # | 1000000400001 45 10 0
53 = N on nn snnn o a5 10 n
BroadcastDomain Flrsét;itiel_- SE;:;];Z Secosntc;rl;abel Label Step Label Mode

1 fncrement
1 Increment
1 JIncrement
1 flincrement |+
1 Increment

1 !ncrement

-MALC Ranges [\ Label Space .}\'. C-MAC R
W~ Ranges iLahel Space k C-MAC Route Attributes l)\' all l{r

Figure 454.  Configure C-MAC Ranges and Labels

39. Make other parameter adjustments as needed. You need to run the control plane and verify
the learned info. Either start to run all protocols at once, or run them one by one (OSPF,
LDP, and BGP). Make sure OSPF, LDP and BGP are all up. Otherwise, fix the configuration
error before proceeding to the verification phase.
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40. Go to BGP Learned Routes and select the correct route types and then click Refresh
button in the ribbon area. EVPN MAC shows the all the MAC addresses and their
associated labels from the DUT. EVPN Multicast shows the learned PMSI tunnel type, and
labels. Expand the Tunnel Identifier column to see the labels at the end of the string.
These labels will be used for building BUM traffic. EVPN Ethernet Segment shows the
learned Ethernet Segment routes. EVPN Ethernet AD shows all learned segment or
individual EVI auto-discovery routes with the ESI labels. These labels are also known as the
Split-Horizon label in multi-home test scenarios

RQ € 9@ ] @ GF

acels  BGP BGP Traffic £fr Filter Add Grid
H = Actions =  Group ID Protocols~  Operations =
Actions Build Grid
! ~|€ . {3} D Protocols + B BeP/EGP+ © B Etheret - 001 Running + b 1Pv4 Peers + Jh Intemal - 2.2.2.
|]|] Overview ul
@ Saeraria EYPM MaC Routes. 30
Multicast WP route type
3 Ports ’75' PS5 AD € SPMSIAD € Leaf 5D € Souce dctive 80 € CMulticast
ﬁ!ﬁ Chassis
9 Protocols Meighbor Mac Address Mac Prefix Len == Mext
3 @ Protocol Interfaces 1
r FB BGP/BGP+ 2
~ HE Ethernet - 001 Running 3
- oh IPua Peers ]
- dph emal - 2.2.2.2- B
=] Learned Routes 3
<= RouteRanges 7
Opague RouteRangy 5]
= MIPLS RouteRanges | || |3
VRF Ranges (L3 Site: 10
L2 Site Range(s) 11
< BGP AD WPLS Range 12
= User Defined AF/SA 13

b == Ethernet Segments P4 UPM HEVPN mac | 4] ever Multicastl}{ EWPM EthernetSegment]M EVPM EthernetaD 1

&b IPYE Peers

Figure 455.  Configure Target and Import Target values
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

41. Once the control plane is up and running with no issues, it’s time to build traffic. Start with
the known MAC which is advertised by BGP. Select the Type of Traffic, Traffic Mesh, and
the end points per below screen capture.

Endpoints

Traffic Item Source / Destination Endpoints
Traffic Mame | Traffic Item 1 Traffic Group ID Filkers |Mone selected
Type of Traffig | Ethernet/vLAMN * | source | [an | T L | Select Multipls Ports - Destination | | &l pf i S S ;g'; Select Multiple Ports -
st 3 [l All Ports -
» [] Ethernet - 001

SourcefDest,
RoutesfHosts hd BGP

SR hd GP Peers

b w [#] BEP Pesr Range - 1.1.1.1

Allow Self-Destined BEP Meighborl.1.1,1-2,2,2.2

S it v || Ethernet Segments

& ———) & VESI: 00 00 00 00 00 00 00 00 00 00

EVIs =
?E —— & EVE: 111
=] (=

C-MAC Ranges MAC: 00:00:00:00:00
MAC: 00:00:00:30:0 v [] EvI: 112
EVI: 112 Broadcast Domains
v || Broadcast Domains v Ethernet Tag Id :2
v Ethernet Tag Id :2 v C-MAC Ranges

Murnber of hosts per Route 1 C-MAC Ranges M&C: 00:00:00:10:00
MAC: 00:00:00:40:0 v [] EVI: 113
| Merge Destination Ranges w EVI: 113 v Broadcast Domains
Uncheck this option o test overlapping v [v] Eroadcast Domains v Ethernet Tag Id :3
WPM addresses v || Ethernet TagId @3 v C-MAC Ranges
L PP ™ L
IMax # of YPN Label Stack 2 3 % s
Encapsulation Source Endpoints | Destination Endpoinks
1 Stpors
2 Ethernet IT 1 Endpaints 1 Endpaints Mone selected

T

Figure 456.  Build Traffic to Known MACs
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

42. You can verify the traffic via Preview. Make sure the inner MPLS labels are corresponding
to the EVPN MAC tab under the BGP Learned Routes, and the outer MPLS label matches
the LDP Port Learned Info (next-hop for the Mac Advertisement Routes).

N Advanced Traffic Wizard H= B

) 7 -
% Endpoiniks Preview IxN

Flow Groups/Packets (©) Current Traffic Item () Al Traffic Teems [ i ]
@ Packet | QoS ps;’ - : Wigw Flow Groups/Packets
I Flow Graup Traffic Trem
:>E: Flaw Group et v Port: Ethernet - 002
1o - aroup 0001 Traffic Ikem 1

Frame Setup

Rate Setup

®
é Flow Tracking
@

Protocol Behaviors

—— 30 Packets for flow group: Traffic Item 1-EndpointSet-1 - Flow Group 0001

Validate : Packst # Destination MAC Address | Source MAC Address |Ethernet-Type |PFC Queus @Ualue MPLS Exp Lamue (1) -~
il 00:00:Fd:bb:eS:bs 00:00:Fd:bcieSibf - 8847 a 16 i] 100
2 00:00:fd:bb:es:bs 00:00:fd:beieSibf - 8847 ] 16 i] 101

3| 00:00:fd:bb:e5:bS 00:00:fd: b eS:bf 8847 a 16 a 102 =
4 00:00:fd:bb:e5:bS 00:00:fd: bc:eS:bf 8847 a 16 a 103
|3 00:00:fd:bb:e5:bS 00:00:fFd: b eSbf 8847 a 16 a 104
[ 00:00:fd:bb:e5:bS 00:00:fFd: bt eS:bf 8847 a 16 a 105
7 00:00:Fd:bb:e5:bS 00:00:fFd: bt eS:bf 8847 a 16 a 106
g 00:00:Fd:bb:eS:bs 00:00:FdibeieSibf - 8847 ] 16 1] 107
a 00:00:Fd:bb:es:bs 00:00:Fd:beieSibf - 8847 a 16 1] 108
10 00:00:Fd:bb:es:bs 00:00:Fd:beieSibf - 8847 a 16 i] 109
11 00:00:fd:bb:es:bs 00:00:fd:beieS:bf - 8847 ] 16 i] 150
1z 00:00:fd:bb:e5:bS 00:00:fd: bc:eS:bf 8847 a 16 a 151
13 00:00:fd:bb:e5:bS 00:00:fFd: b eSbf 8847 a 16 a 152

14 00:00:fd:bb:e5:bS 00:00:fFd: b eSbf 8847 a \{ a ISy -

14 B A m 3

Figure 457.  Verify Traffic for Known MAC through Preview
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

43. Now proceed to build traffic for BUM. The easiest way to create BUM traffic is to define a

few static MAC under the Static folder. As the name indicates, these static MAC addresses
are static and won’t be advertised by BGP Mac Advertisement Routes. Traffic destined to
these MAC will be treated as BUM. Another way to build and send BUM traffic is to define
some C-MAC ranges behind the EVIs, but do not enable them, so that they are not learned
by pee PE routers.

¥ @ P | Filter Selected Ports
.-'\{'-_ J EEJ

LaF

il % Remaove LAMN(s) ==c
cls  Static Traffic Add Grid
Actions = Group ID Protocols - Operations -
Actions Build Edit Grid
9 FProtocel Interfaces N _
@ BGP/BGP+ < ﬂ @ Frotocols 6'3 Static
~ B Ethernet - 001 Running Dizgram | P LANs | FR I AThd I Iritetface Groups | Interfaces In Groups |
~ ot IPvd Peers
v db Intemal - 22221 Port Enable MAC Range Made MAC Address
Learned Routes -~ -
% RouteRanges 1 I Marmal 0o oo oo o0 A2 BB
% Dpaq.Je Ro JtERarlgl 2 ™ Marmal 0o o0 0B Ba A0 0o
P DR e
oty PV Peers
€ Lop
€8 osPr ‘
EB s ] \LAN - Normal Mode .'{‘ L& - Bundled Mode .j

Figure 458.  Create Static MAC for BUM Traffic
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

44, Create a new traffic item for BUM. Make sure to select Static MAC as Destination

ndpoints
—— Traffic Ttem
Traffic Mame Traffic Ikem 2

[vpe of Traffic |EthernekLAMN

— Traffic Mesh
sourcefDest,  |One - Cne
loutesiHosts  |One - One

Bi-Directional

Allow Self-Destined

Jumber of hosts per Rouke

| Merge Destination Ranges

-

IxIN
—— Source / Destination Endpoints
Traffic Group ID Filkers | Mone selected
Source || Al | T G Drestination | | Al B E
Select Mulkiple Ports - Select Multiple Ports -
> >
» [] Ethernet - 001  [¥] Etherret - 001
v [#] Ethernet - 002 » [ Bap
v [v] BaP ~ [w] Static
v [v] BGP Peers  [v] Ethernet
v [#] BGP Pesr Range - 1.1.1.1 MAC: 00:00:00:00:aa:bb Cnt
v [v] BGP Meighbor1.1.1.1-2.2. ., » [_] Ethernet - 002

» Ethernet Segments

» [] static

3 ) % — Endpoint Sets

Encapsulation Source Endpaints | Destination Endpaints | Traffic Groups
* Mame: EndpointSet-1
1 Ethernet I1.MPLS.... 3 Endpoints 1 Endpoints Mone selected

e Ble—me o d_ oL A

Figure 459.  New Traffic Item for BUM — Static MAC as Destination
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

Preview page should show the correct MPLS labels. The bottom label comes from LDP, and
the top label comes from EVPN Multicast tab learned info which is known as Inclusive
Multicast Route in the EVPN sense.

N Advanced Traltic Wizard

" F

%5 Endpaints Preview

@ Packet | QoS Flow Groups/Packets (©) Current Traffic Ttem () &ll Traffic Ttems Wi Flow Groups/Packets
. Flows Group Traffic Item

QE: Flow Group 5oy v Port: Ethernet - 002

Traffic Item Z-EndpointSet-1 - Flow Group 0001 Traffic Item 2

—

Frame Setup

@ Rate Setup
% Flow Tracking —— 30 Packets For Flow group: Traffic Ttem 2-EndpointSet-1 - Flow Group 0001
é;:} Packet # Destination MAC Address |Source MAC Address |Ethernet-Type |PFC Queue | Label value  |MPLS Exp Label value (1) -
r Protocol Behaviors 1 00:00:fd:bb:e5:bs 00:00:Fdiboresibf 8847 0 16 0 44
= z 00:00:FdbbeeSibs O00:FdiberelibF - 8847 0 & 0 44
:Q = 3 00:00:fd:bb:e5:bs 00:00:FdibeieSibf 8847 0 16 0 44
§=-— Validate 4 00:00:Fd:bb:e5ibs omomifdibciesibf - 85847 ] 16 ] 44
____ 5 00:00:fd:bb:e5ibs am:00ifdibeieSibf - 86847 a 16 a 44

[ 00:00:Fd:bb:e5ibS 00:00:FdibcieS:bf - 85847 a 16 a 44

7 00:00:Fd:bb:e5ibS 00:00:FdibcieSibf - 85847 1] 16 1] 44

g 00:00:Fd:bb:e5ibS 00:00:FdibcieS:bf - 85847 a 16 a 44

k| 00:00:Fd:bb:e5:bS 00:00:Fdibc:eS:bf - 86847 a 16 a 44

10 00:00:Fd:bb:e5:bS 00:00:Fdibc:eS:bf - 85847 a 16 a 44

11 00:00:Fd:bb:e5:bS a0:00:Fdibc:eS:bf - 8847 ] 16 ] 45

12 00:00:Fd:bb:e5:bS am:00:fdibc:eS:bf - 8847 ] 16 ] 45

13 00:00:Fd:bb:e5:bS a0:00:Fdibc:eS:bf - 8847 ] 16 ] 45

14 00:00:Fd:bb: e5:bS am:00:fdibc:eS:bf - 8847 ] 16 ] 45

15 00:00:fd:bb:e5:bS om:00:fdibcieS:bf - G847 ] 16 ] 45

16 00:00:fd:bb:e5:bS om:o0:fdibcieS:bf - G847 ] 16 ] 45

17 00:00:fd:bb:e5:bS oo:00:fdibcieS:bf - G847 ] 16 ] 45

18 00:00:fd:bb:es:bS om:o0:fdibcies:bf - 8847 ] 16 ] 45

] S T 5 = 5 3

1l o d n 3

Figure 460.  Verify Correct MPLS Labels for BUM Traffic

Note: you can refer to Appendix C: “EVPN/PBB-EVPN Label Stack and Label Resolution
Procedures” for more details on how labels are constructed for all valid EVPN/PBB-EVPN
use cases including various P-Tunnel methods

Steps to Configure PBB-EVPN and Verify Results

Make sure you review above steps to configure EVPN first. Below steps will detail the difference
in configuration steps and result likely seen when testing PBB-EVPN.

1. Select PBB_EVPN as the Type of Ethernet VPN. Set the ESI all zero to indicate single
home testing. Configure the B-MAC Prefix and length, and the proper labels for advertising
the B-MAC prefix to all other PEs in the network. Note that in the case of PBB-EVPN,
individual C-MAC will lose its meaning in the core and won'’t carry any labels as they are
hidden behind the B-MAC and meaningless to the core. This is key advantage in order to
scale to millions of C-MAC.
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

Label Block List | Mac Addess Ranges | Mulicast Receiver Sies | Mulicsst Serer Sies | SPMS| Opanue TLys  Ethernet Segments | B.MAC Mapped s | Eifs | VI Opaque TLUs | Broadeast Dormains | ¢

Ta change number of Ethernet Seaments, in 'Peer’ tab, enter number in ‘Mo, of Ethernet

Enable | |7PS of Ethernet | Esl Mumber of Evis B-MAC Prefiy | DTWAC Prefix | No. of B-MAC Mapped FirstLakel |-

PR Length IPs L
1 v PBE_E'PN 00 00 00 00 00 00 00 00 00 00 3[00 00 00 00 00 &2, 45 0 22
2 ~ PBE_EVPN 00 00 00 00 00 00 00 00 00 00 3|00 00 00 00 00 BB 45 o 23

Figure 461. PBB-EVPN Configuration

2. Configure the Broadcast Domain with proper Ethernet Tag ID

4 e

Label Block List | Mac Addess Ranges | Muticast Receiver Sites | Mulicast Sender Sites | SPMSI Opasue TLs | Ethemet Seqments | B-MAG hiapped IPs | Evis | E1 Opaque TLys [ Broadeast Domaing

To change number of BroadCastDomain, in 'EYI" tab, enter number in Mo, of

Mo, of C-MAC Prefix

2 ‘ Enable |Ethernet Ta?ﬂ AD Route Label Ranges ‘ B-WLAN ID ‘ B-LAN Friority ‘ B-+LAN TPID ‘
1 W 1 1 22 0 Q3100
2 W 2 1 23 0 03100
3 Id 3 1 24 o Cx5100
4 W 1 1 23 0 OxE100
Bl W 2 1 26 0 03100
5 Ird 3 1 27 0
Figure 462. Broadcast Domain Ethernet Tag ID

3. Configure each EVI with proper Target and Import Target value in order for the learned info
stored in the right EVI table for label lookup. Set Multicast Tunnel Type as Ingress
Replication with proper Upstream/Downstream assigned MPLS label. This is for BUM
traffic. Note that even though we use Ingress Replication as an example, the user is
encouraged to use other tunnel types such as RSVP-TE P2MP and mLDP P2MP. When
selected, it's also needed to configure the appropriate P2MP tunnel in order for the traffic to
work.

Lakel Block List | hiac Lddress Fanges | hutticast Receiver Sites | hulticast Sender Sites I SPhST Opague TLWs I Ethemet Segments I E-MAC Mapped Pz @ | Eul Opague TLY's | EBroadcas

Ta change number of EVI, in ‘Ethernet Segment’ tab, enter number in Ma. of EVI* field

ES Enshle M"lfg;gf‘:sr: 22 ‘ RD IP Sddress ‘ M"'“E::?“re 22 ‘ RD E¥1 ‘ Target List ‘ 8D R
i ~ [ 7
2 F ¥ [
3 ¥ ¥ [
4 ¥ I I
g F ¥ [
3 Vv I v

‘rotocols ¢ B BGR/BGP+
Mac Lddress Fanges | Multicast Receiver Sies | Multicast Sender Sites I SPMST Opaiue TLWS I Ethetet Seqretts I E-MAC Mapped IPx @ |EUI Opague TLV's | Broadcast Dotmain

ber of EVI, in 'Ethemnet Segment’ tab, enter number in Mo. of EVI* field
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de PMEI Tunnel q REWP P2MF ID as Use MPLS &ssigned
Attribute e W] R RSP PR [ ‘ Mumber ‘ RSt et (1 ‘UpstreamIDownstream Ups‘treamﬁDownsfream Lg@r
I3 Gress Replication W 55
Id Ingress Replication W 56
Ird Ingress Replication 2 57
Ird Ingress Replication Ird 58
Id Ingress Replication W =]
I ress Replication Ird E0
Figure 463. Target and Importat Target , PMSI configuraiton
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

4. Set some number of C-MAC for traffic purpose. Note again that each C-MAC won’t carry
label info because they are hidden behind the B-MAC.

Label BlockList | Mac Adiress Ranges | Mulicest Receiver Sites | Mulcast Sender Sites | SPMSI Opaque TLUs | Etemet Segments | BAMAG Mapped s | Eis | Evl Opanue TLis | Brosdcast Donrains (CMAC Ranges ] |

To change number of C-MAC Ranges, in ‘BroadCastDomain' tab, enter number in Mo, of

i C-MAC Prefix | Mo.of | Mo.of C-MAC Mappet Use Same Enable SVLAN | SVLAN | Endble vl

Enable Start C-MAC Prefix Length C-MACS e Sequence Numker | Svian | SVLAND | Priarity | TPID | cvlan | SYEAND | Pric
i ¥ DOO0ODODE4 56 4 r ¥ 3 0 Oxa1o0 2 4
2 ¥ DOO01000E4 56 48 r 2 4 0 oxa100 2 5
3 ¥ DO0002000E4 56 48 r ¥ 5 0 oxa1o0 ¥ &
4 ¥ DO0O03000E4 56 48 r 4 6 0 oxa1o0 4 7
5 ¢ DOO04000E4 56 48 r ¥ 7 0 Oxa100 [ 8
5 #  00005000E4 55 48 r [ 8 0 Ox@i0n 2 ]

Figure 464. C-MAC Configuration

5. Start all protocols and verify the learned info. Note that it's the B-MAC that is advertised with
a specific label instead of individual C-MAC. Also notice the Ingress Replication label to be
used for BUM ftraffic. As a single home PE, it’'s always in DF role. There is no Ethernet AD
routes needed for PBB-EVN which simplifies implementation significantly.

Meighkor ‘ Mac Address | Mac Prefixz Len E=I Mext Hop RO Ethernet Tag ‘ L
1 TR |
2
3

TPwa PN E¥PN MAC |4 EVRN Multicast i EVPM EthernetSegment A EWPN Ethernstal /

Meighbar ‘ Originator's P ‘ Mext Hop RO ‘ Tunnel dentifier

é L J

4

IPwa VP }\ ENMPM M }\EUPN Multicast 2( EWPM EthernetSegrnent }\ EWPM Ethernetal If{

1

Meighkor ‘ EZI ‘ Origin IP ‘ R DF Election |

1
2
3
s
T4 WPM ) EVPM MAC A EWPHN Multicast J EVPN EthernetSegment |4 EWPM EthernetaD [
Figure 465. Learned Info
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

6. Create traffic item for unicast to known C-MAC. Select destination from C-MAC defined
behind each EVI. Verify the encapsulated packets to ensure right labels are picked up. Note
that even though a total of 300 C-MAC are defined, only one label value (23) is used which
corresponds to the B-MAC advertised by the DUT.

<N Flow Group Editor O]

g Properties
Ly

BRI & BEE| Field Lockup: |5 ~ Go ko Stack Diagram
Marne Value
v E8 Frame length: 90

~ [ Ethernet I1
+ B2 Ethernet Header

== Destination MAC Address [List] DO:00:32:F7:86:29 -
== Source MAC Address [List] 00:00:32:F6:86: 1F -
== Ethernet-Type CAUTO > 0x3847

v [ MPLS

v B2 MPLS Label

== | ghel Yalue [List] 16 -
== MPLS Exp i -
== Bottom of Stack Bit 0 >
== Time To Live 64 b

o 5 MELS B-MAC label for prefix 00:00:00:00:00:BB

v B3 MPLS Label

) Lahel Yalue ® Ig'_[Llst] 23 | -
== MPLS Exp i -
= Bottom of Stack Bit 1 -
== Time To Live 64 b

v B MAC in MAC {No FCS)
v B2 MAC in MAC (Mo FCS) Header

= B-Destination Address (Ethernet) [List] 00:00:00:00:00:bb -
== B-Source Address (Ethernet) [List] D0:00:00:00:00:aa -

v B B-Ethernet Type
== EtherType B-tag Ox[List] &100 -

~ B2 B-VLAN Tag

== B-YLAM Priority [List] 0 -
== B-YLAN Canonical Format Indicator 0 >
== B-YLAN ID [List] 22 -

v B I-Tag EtherType
== EtherType I-tag Ox[List] G8e? -

v B I-Tag

== PP [1F111 =
o Hese view | B <] 4 1 [ [ [ Packet1of 300 | Label Value | OFfset: 144 | Length : 2 Bytefs) 4 bit

Figure 466. Known Unicast Traffic Creation and Verification
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

7. Create a traffic item for BUM traffic. To simulate BUM traffic, simply define a few static
MACSs that are unknown to the control plane. Verify the content to ensure that the Ingress
Replication label is used instead of the B-MAC label. Also notice that the Dest B-MAC is
using I-SID converted multicast address based on 802.1ah spec.

=N Flow Group Editor

@ Properties
N 1

Q ::_-, & | ﬁ‘a ?ﬁ?ﬁ L_;J | Field Lookup: ﬁv Gato
Packet Editar
Marme Waluz
|~ EFrame lengthoso

v & Ethernet 11
v B Ethernet Header

== Destination MAC Address [List] 00:00:32:F7:86:29
== Source MAC Address [List] 00:00:32:F6:86: 1F
== Ethernet-Tvpe <AUTO:= 08847
v B MPLS
v B3 MPLS Label
== | zhel YYalue [List] 16
== MFLS Exp il
== Eattom of Stack Bt a
== Time To Live o4
v ﬁ MPLS Ingress Replication Label
v B3 MPLS Label
== | abel Yalue [List] 5&
= MPLS Exp 0
== Bottom of Stack Bit 1
== Time Tao Live &4

v [ MAC in MAC (Mo FCS)
v B MAC in MAC (Mo FCS) Header

== E-Destination Address (Ethernet) [List] 00:1e:83:00:00:01
== B-Source Address (Ethernet) [List] 00:00:00:00:00: a8
~ B3 B-Ethernet Type
== EtherType B-tag OxfList] 5100
~ B3 B-YLAN Tag
= B-¥LAN Priarity [List] 0
== B-YLAN Canonical Format Indicator a
== B-YLAN ID [List] 22
~ BH I-Tag EtherType
== EtherType I-tag OxfList] 857
~ B I-Tag
== PP [Nkl
o] Hesxewiew | ] k] <] 1 [» [f» [f] Packet1of300 | Frame | Offset:0 | LE

Figure 467. BUM Traffic Creation and Verification

8. To verify if DUT is encapsulating the packets in the same way as Ixia, you can do a capture
on data plane to decode the packets. Make sure to send the traffic a slower rate so capture
buffer won’t be congested.

Note: you can refer to the appendix “EVPN/PBB-EVPN Label Stack and Label Resolution
Procedures” for more details on how labels are constructed for all valid EVPN/PBB-EVPN
use cases, including various P-Tunnel types
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Test Case: EVPN and PBB-EVPN Single Home Test Scenario

Test Variables

Consider the following list of variables to add in the test in order to make the overall test plan
better.

Functional/Performance | Description

Variable

While we use Ingress
Replication as the
example throughout this
chapter on EVPN/PBB-
EVPN testing, obviously
the other types, RSVP-
TE P2MP and mLDP
P2MP types should be
tried out — if the DUT
supports them.

If P2MP tunnel is used instead of Ingress Replication, control
plane will work very much the same as in the case of using
Ingress Replication. The difference is in the traffic encapsulation
using different labels. In the case of known unicast traffic, P2MP
will use the corresponding P2MP labels learned from RSVP-TE
P2MP or mLDP protocols instead of LDP or RSVP-TE P2P. The
second label still comes from the MAC advertisement route. For
BUM traffic, the transport traffic also comes from P2MP protocol
just as in the case of unicast. The multicast label will come from
the user configured Upstream/Downstream assigned label.
Everything else is the same. Refer to Appendix C: “EVPN/PBB-
EVPN Label Stack and Label Resolution Procedures” for a
complete understanding of label stacks and label resolution
procedure for both Ingress Replication and P2MP tunnel types.

The B-MAC and C-MAC
mapped IP addresses

You can define one or more IP addressed mapped to B-MAC or
C-MAC to test ARP table cache.

The number of Ethernet
Segments and EVIs per
segment

Increase both numbers to test DUT scalability in terms of total
number of Ethernet Segments and maximum number of EVIs
supported per segment.

The number of C-MAC
addresses per Broadcast
domain

Increase the number of C-MAC per broadcast to test DUT’s
MAC table capacity

Flap BGP peer, Ethernet
Segment, EVI, MAC to
stress test DUT stability

Introduce flaps to different levels to increase stress to DUT.
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

Overview

Multi-home test is more complex than single home testing. One of the very reasons for EVPN
coming to existence is that it supports multi-homing. Some of the key functions of multi-homing
PEs are:

e Load balancing

o Resilience against failure

¢ Designated Forwarding to avoid packet duplication
e Split Horizon to avoid forwarding loops

These key functions need to be verified in order to guarantee a robust implementation.
IXNetwork feature rich EVPN emulation software, coupled with hardware unique ability to
perform egress tracking, and convergence time measurement up to ms accuracy, can be used
to verify all above important functions.

Objective
This test is to verify all key functions in a multi-homing EVPN and PBB-EVPN setup, including
load balancing, convergence time against failure, Designated Forwarding, and Split Horizon.

Setup

In the load balancing and convergence time test, two Ixia test ports are required as depicted
below. One test port emulates CE and one test port emulates two PEs and the single homed
CE.

Ixia Test Port 2 emulating 2
PEs and one dual-homing CE

Ixia Test Port 1 CE

>

. .
L IXIA

Axia

<
iat

Figure 468. Multi-Home Scenario for Load Balancing Test
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

In the Designated Forwarding and Split Horizon test, three test ports and two DUTs are
required. One test port is emulating CE1 connected to DUT1 who is a multi-homing PE to CE1.
Ixia test port will be emulating a multi-homing PE (PE3) which also simulates CE1 behind
(dotted line). The third Ixia test port will be emulating remote CE2 connecting to another DUT
(PE2). In addition to control plane configuration, traffic will be built and sent between various
pairs in order to verify the functions.

CE2

. IXIA

Figure 469. Multi-Home Scenario for Split Horizon and Designated Forward Test

Step-by-Step Instructions

Note: You need to review basic steps descried in the single home EVPN and PBB-EVPN test
case to get yourself familiar with basic configuration steps and operation skills. The steps below
are on a much higher level and will only describe what are required in order to achieve the test
objectives. Also, we will focus on EVPN first to illustrate key steps and then list the differences
when configuring PBB-EVPN.
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

Multi-Homing Testing for Load Balancing and Convergence Time Measurement
1. Configure some static MACs behind Ixia test port 1 which emulates the CE router.

2. Configure Ixia test port 2 with 2 PE routers which is to emulate dual-homed PEs in the load
balancing and convergence test.

3. Ensure both PEs are configured with identical ESI values (non zero).

Actions Build Grid
[ Overview € . {% M protacols + (8 Ber/BGR+ b EE Ethemet - 002
1 & enario [ Dizable Received Update Validation [¥ Enable Label Exchange over LSP I~ Autofillup DUT IP
| !
[E nable far High Perfarmance]
3 Ports
% Chassis Tester 851 for [BGP |1 Tester 4 byte AS# for IBGP |1
3 Protocols

L p e L2:Ste Ranges | Label Block Lit | Mac Adress: Ranges | Mulicast Receiver Stes | Mulicast Sender Stes | SPMS) Opanue TLys  Ethemet Segments |

&3 BGR/BGP+

¥ E Ethemet - 002

To change number of Ethernet Segments, in 'Peer’ tab, enter number in 'Ma. of Ethermet

Type of Ethernet

"9 LoP Meighbor ‘ Enahble P ESl | Murmber of EYls ‘
| r ~
é EE:; 1 I [ E%Pr J 00 00 00 00 00 00 00 00 00 EE 2
2 2 EPh 00 00 00 00 00 00 00 00 00 EE 2
* T
Figure 470. Multi-Homing ESI Configuraiton

4. Enable Ingress Replication for PMSI to deliver BUM traffic

5. Configure the EVI with appropriate Target and Import Target values

Mulicast Receiver Sies | Mulicast Sender Sites | SPMSI Opaque TLys | Ethemet Segments | B-MAG Mapped IPs  EVls | EI Opague TLUs | Broadca
aker nurnber in Mo, of EV]' field
Auto-Configure RD Auta-canfigure RD . M
P Address RDIP Address Evl ROEVI | Targetlis AD Route Lakel
W I [1:17, - Impart - (1:1) 16
I I (227, - Impoart - (222 16
I I 1:17, - Impoart - £1:17 16
I Ird 227, - Import - (2:2) I 1E|
]
Figure 471. Target and Import Target Configuration
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

6. Configure identical C-MAC behind the same EVI. Set up appropriate label start value. The
DUT will learn multiple NextHops for the same MAC and will perform load balancing.

Ethemet Segmerts | BMAG Mapped IPs | Evls | EVi Opane TLs | Brosdcast Domains  C-MAG Ranges

To change number of C-MAC Rangesz, in 'BroadCaztDomain' tab, enter number in 'Mo. of

BroadcastDomain Enable Start C-MAC Prefix C-MAL Prefic
Length
1 [# (0000000000 A8
2  |00o0000000 B8
3 W |0000000000 A
4  (0000000000BB
BroadoastDomain Flrs;t;?tbil_- SEQ:;JII_Z Secnsnt-:;rlrtabel Label Step Lakel Mode
1 =T
2 =l
3 5| [
3 =)

y “-MAC Ranges

|

Figure 472.

Label Space|}, C-MAC Route Attributes 4 &l f

Dual-Homed CE Configuration

7. Start all control plane protocols and make sure they are all up with the correct learned info.

8. Use traffic wizard to build traffic source from static MAC behind Ixia test portl, and destined
to C-MAC for the first EVI behind Ixia test port 2.
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

9. Enable Packet Loss Duration under Test Options. This will deliver the convergence time
when one of the active links is under flap.

- A @ o L SR |EBE| &

Add Add Add Add Resource Test Clear All
Poris = Protocols~ Traffic~ QuickTests = Manager = | Options Statistics =
':P‘d Test Options
24 Traffic Options Statistics Measurements | Global Settings

i yailable Sets of Statistics

1 QuickTests Options
S... | Skatiskics Set Setkings
[ stat Viewer Options

@ Packet Loss Duration

¥| Latency

(2] Store and Forward Latency

Figure 473. Enable Packet Loss Duration for Convergence Time Measurement
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

10. The key to track if load balancing is done appropriately by DUT is to use a unique feature in
Ixia called “Egress Tracking”. See below screen capture for how it is configured. We will use
the Use Custom Settings and Raw Offset in bits to track the actual label encapsulated by
the DUT. Here is a brief explanation how value 156 and 8 are derived: We know the second
MPLS label starts at offset 18 bytes. Turn this to bits and it becomes 144 bits. Now there are
20 bits for MPLS label value and we know our advertised MPLS label is under 256 therefore
the values will only change in the last 8 bits. So we don’t really need to track all 20 bits to
avoid large number of display with nil value entries — only the last 8 bits need to be tracked
in order to view all legal values. So we increase the offset by another 12 bits which makes
the offset at 156 bits and only 8 bits need to be tracked — hence the offset 156 and width 8
settings.

|Fu Advanced Traffic Wizard

@;’ Endpaints Flow Tracking
. —— Track Flows by _—
@ Packet f QoS 1 Traffic Item -
|| Source/Dest Endpaink Pair
[>E Flow Group Setup I:l Source/Dest Yalue Pair

[[] sourceDest Part Pair
Frarme Setup

[[] source Endpaint

[[] pest Endpoint

D Source Pork

[[] Traffic Group ID

[[] MPLS Flows Descriptor

[[] Frame Size

] Flow Group

[[] Ethernet 11 : Destination MAC Address
|:| Ethernet II : Destination MAC Address(1)
|:| Ethernet IT : Source MAC Address

|:| Ethernet II : Source MAC Address(1)

|:| Ethernet II ; Ethernet-Type

I:l Ethernet IT : Ethernet-Type(l) hd

Rate Setup

—— Egress Tracking — Late

| Enable Egress Tracking Enabl

o | =

Customn: (8 bits & Encapsulation [ Any: se Cuskom SE.J. @
Offset O
Zustom OFfset bits

Cuskon wiidth biks
A 3

Figure 474. Configure Egress Tracking for Load Balancing Verification
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

Note that you can also do egress tracking on the first MPLS label which is the LDP FEC lable
for the two PE loopbacks. In this case, simple descrease the offset value by 4 bytes or 32 bits.

Note also that at least one ingress tracking items need to be selected. In above example, the
“Traffic Iltem” is selected. The egress tracking results will show “port level load balancing”. If the
DUT is actually doing on per VLAN basis, you should select “VLAN ID” as the ingress tracking.
The egress tracking results will then show the load balancing on per VLAN basis.

11. Start traffic generation. On traffic item level, right click to choose Ingress/Egress Statistics-
>Show All Egress.

Crrill Dowin per R Pork

SrojDsk Mesh: ¢ [IngrESSJ' Egress Statistics >] Custom: (3 bits at offset 156
Traffic } Custamize, .. [ Fhow AlEgress |
COEIOMT WEw 1250 ResUlTs
Edit Filter Selection -.;J-T':Er: ) Ficker. [O] Dat:
Edit Statistics Designer Mew View
Hide wiew Frame Size Applied Frame Size
Shaw p | Uni-directional
Fixed: 125
nPin
Port CPU Statist Undack. ¢

=fLoss Durakion Insert Row b
Insert Colurnn >

Figure 475. Enable Ingress/Egress Tracking Correlation
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

12. The ingress/egress view will show all legitimate MPLS labels (second label that correspond
to Ixia’s emulated PE MAC Advertisement Routes). This proves that DUT is doing the load
balancing correctly. Expand this test to have more emulated PEs to test if DUT is doing the
load balancing across all legal nextHops. An extra step is to verify the RX rate for each of
the MPLS labels to verify if DUT is doing load balancing evenly or whatever rates that are
configured per load balancing policy configured on the DUT.

L Select Views... Traffic Item Statistics User Defined Statistics Port CPU Statistics Port Statistics Global Pretocol Statistics BGP Aggregated Statistics LDF Aggregated Statisti
Show All Egress
Traffic Tkem |Egrass Tracking |Tx Frames |RxFrames |Frames Delta |Loss % | Traffic Ttem |Egress Tracking |T>< Frames  |Rx Frames

B Traffic Item 1 Custom: (8 bits at offset 156)_ 8,416,816 8,418,816 [i} 0.000 Ei Traffic Item 1 Custom: (8 bits at offset 156) 10,818,816 10,818,816
bz 8/8 Flow Iz‘ 55 526,176 3] E 8/8 Flow 676,176
g 56 526,176 3 676,176

4 57 526,176 4 676,176

5 58 526,176 5 676,176

& 59 526,176 ) 676,176

7 B0 526,176 7 676,176

g &1 526,176 &) 676,176

a 62 926,176 9 676,176

Figure 476. Ingress/Egress Tracking Stats for Load Balancing Verification

13. You should build a second traffic item for the second EVI and perform similar steps to prove
DUT is also doing the load balancing for the second EVI.

14. To test convergence time, simply go to the C-MAC Ranges tab to disable the C-MAC
corresponding to the right EVI.

Ethemet Segments | B-hAC hlapped IPs | Ellz | Evl Opague TLvs | Broadcast Domains | GHMAL Ranges

BroadcastDomain Enakie Start C-MAC Prefix ':'Mf‘ecnstrsf'x N
1 00 00 00 00 00 A4 45 10
2 "00 00 00 00 00 BB 45 10
3 [ 0000000000 A4 45 10
3 ¥ 0000000000 BB 45 10

| A Label Space £ C-MAC Route Aftributes & all /

Figure 477. Inject Failure
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

15. Traffic Item level stat — Packet Loss Duration — will show the correct convergence time.
When the traffic rate is low, DUT may have enough buffer so the convergence time is zero.
You should increase the rate to ensure expected convergence time is observed.

¥ || Select Views... | Traffic Item Statistics User Defined Statistics Port CPU Statistics Port Statistics
Traffic Tkem = | Tx Frames  |Fx Frames  |Frames Delka |Loss 9% [F'an:ket Loss Dorakion {ms) nTx Frame F.
b1 | Traffic Item 1 33,200,478 53,200,475 0 0,000l 0,000 J 0

Figure 478. Convergence Time

Confiuration Steps for PBB-EVPN to Verify Load Balancing and Measure
Convergence Time

1. To configure PBB-EVPN multi-homing, make sure to select PBB_EVPN as the Type of
Ethernet VPN. Set identical non-zero value for the ESI, and set the same B-MAC prefix for
both PEs. Advertise a different label value for load balancing verification.

List | Mac Address Ranges | Mulicast Recefver Sites | Mulicast Sender Sites | SPM3 Opaque TLus | Ethernet Segments -MJIC Mapped s | Eits | EW Oaque TLUs | Broadcast Dormains

1& number of Ethernet Segments, in 'Peer’ tab, enter number in Mo, of Ethernet

Enable | |¥Pe of Eihernet | Esl Mumber of Evls B-MAC Prefi | D MAC Prefix | Mo of B-MAC Mapped First Label |0
A - Length IPs
[T FEE_EVFN 00 00 00 00 00 00 00 00 00 99 3[00 00 00 00 00 A2, 45 1 2
¥ PEB_EWPN 00 00 00 00 00 0000 00 00 99 3(00 00 00 00 00 A2, 48 1 23
S

Figure 479. PBB-EVPN Configuration
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

2. Configure the same Target and Import Target for the same EVI, and set the ingress
replication as the Multicast Tunnel Type. Make sure to enter a uniqgue MPLS label.

Lahkel Block List | hac: Bddress Ranges I hutticast Receiver Sites I hutticast Sender Sites | SPMSI Opague TLUS | Ethemet Segments | B-hAC happed [Pz @ |E‘u'| Opague TLUs | Broadcas

To change number of EY|, in 'Ethernet Seament' tab, enter number in "Mo. af EV' field

ES Enable Amc;;cz;g?:;: G2 ‘ RD IP Address ‘ Am°'°°23?“re 32 ‘ RD E¥1 ‘ Target List ‘ A0 Re
- = = I RET
z ¥ [ =2 -(22)
3 I = I -(33)
: P i 2 0
5 F v [ -(22)
& ¥ ~ Vo TN, -import - 33
E¥Is| 4 PMEI }  A-DjInclusive Multicast Route Attributes & Al /

I
ulicast Feceiver Sites I futicast Sender Sitez | SPMSI Opague TLV=s | Ethemet Segments | B-MLC Mapped [Pz @ |E1r| Opaiue TLUE | Eroadcast Domains | C-MAC Fanges | C-hMAC hiapm

egment’ tab, enter nunber in Mo, of EY' field

Include PRSI Tunnel . REWP P2MP 1D as U=e MPLS Assigned
Adtribute VI A=) T3 RSP PANP D ‘ Murmber ‘ IREStP =l 2 ‘Upstreammownstream UpstreamJDownﬂgream Lakel
[rd Oress Meplcation Ird 55
I Ingress Replication I 56
Ird Ingress Replication Ird a7
W Ingress Replication Il 58
I~ Ingress Replication Ird 59
I~ noress Replication Id &0

B HPMSI 6 &-D/Inchusive Mullicast Route Attributes  J, &ll / .

Figure 480. Target and Import Target, PMSI Configuration

3. Set the Broadcast Domain with unique Ethernet Tage ID for each different EVI, but the
same across both emulated PEs for the same EVI.

| -
| Ethemet seaments | B-mac wapped s | Ewis | Evi Opasue TLvs  [Broadeast Domains | CMAG Ranges | MM Mapped 1P |

Evl ‘ Enable |Ethernet TaﬂAD Raute Lakel ‘ D, & g;ﬂ;eipre"x ‘ B-WLAN ID ‘ B-LAN Priority ‘ B-vLAN TPID ‘
[T 1 1 22 0 Ol
] ~ 2 1 23 0 0xs100
R ~ 3 1 24 0 Ox3oo
| s 1 1 25 0 0x3100
| ¥ 2 1 2% 0 oxEt00
| 2 3 1 7 ] I |

Figure 481. Broadcast Domain Ethernet Tage ID
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

4. There is no need to change the Egress Tracking offset and bit width from what is configured
and fully explained in the EVPN multi-homing section. This is because the PBB
encapsulation is after MPLS header. If DUT is doing load balancing on I-SID, you do need to
enable I-SID as ingress tracking.

|'n-ﬁ| Advanced Traffic Wizard

:
@ Endpoints
@ Packet | QoS
[;E': Flow Group Setup

Frame Setup

@ Rate Setup

2|

Preview

=
=

el

Yalidate

Figure 482.
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) =

Custarn: (8 bits £ Encapsulation [ Any: Use Cuskom SE.J. @
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

5. Use the Flush Remote CMAC Forwarding Table button which is only available under PBB-
EVPN to induce flaps and use Packet Loss Duration as indiactor of convergent time in case
of any loss during the control plane flap. Increase the traffic rate in order to observe the

expected results.

|
= e
tocols  BGP

- -

AT
ar s
Wk

BGP Traffic
Actions*  Group ID

Actions

][|[| Overview

28 Scenario

9 Parts
ﬁ!i Chassis

B3 Protocols
] @ Protocel Interfaces
~ €D BGP/BGP+
Ef Ethernet - 001 Running
v &b IPvd Peers
~ b Intermal - 2.2.2.2-1
Learned Routes
RouteRanges
‘é Opaque RouteRanges
= ___

-

Klush Remote Ch
Pagyarding Tgk

Figure 483.

Add Grid
Protocols = Operations =
Build Grid

EE Ethernet - 001 Running

l € ﬁ @ Protocols

I Dizable Received Update Yalidation
[Enable for High Performance)

£ BEGP/BGP+

¥ Enable Label Exchange over LSP I~ Autafil up D

Tester A5H for IBGP I1 Tester 4 byte ASH for IEGP I1

UMH Selection RouteRanges | PMSI Opague TLys | BGP AD UPLS Ranges | L2 Site Ranges | Label Block List | b

To change number of Ethernet Segments, in 'Peer’ tab, enter number in ‘Mo, of Ethermet

Type of Ethernet
WP

Meighkbor Enable ==1]

00 00 00 00 00 00 00 00 00 99

Inject Failre to Measure Convergence Time

Multi-Homing Testing for Split Horizon and Designated Forwarding

Again, we will use EVPN as a comprehensive example how to configure the IxNetowork to
achieve test objective. PBB-EVPN related steps will be highlighted toward the end of this

section.

1. Configure a few static MACs behind the CEL1 (test port 1) and CE2 (test port 3) for traffic
purpose. Being a CE router in EVPN setup, there is no control plane invoved. DUT1/PE1 will
learn these MACs and propagate them to other PEs in the diagram.
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

2. Configure PE3 (test port 2) with the right BGP info per below screen capture. The ESI value
must be non zero (indicating multi-homing) and must match DUT1/PE1’s ESI to indicate
they are connected to the same CEL. Enter appropriate number of EVIs in the segment.
Make sure the Support Mult-Homed ES Auto Discovery is enabled, and the Enable
Active-Stanby is disabled. Enter a valid ESI Label value.

L2 Site Ranges | Lakel Block List | hiac Addrezs Ranges | hutticast Receiver Sites | hilutticast Sender Sites | SPMSI Opague TLys  Ethernet Segments | B-MAC Mapped IPs | Ellz | Evl Opague TLW's |

To change number of Ethemet Segments. in 'Peer’ tab, enter number in ‘Mo, of Ethemet

. Type of Ethernet " B-MALC Prefix | Mo.of B-N
Meighbor Enable VEN =] . ‘ Mumber of E¥lz | B-hAC Prefix ‘ Length |
1 cd | EvPr | 000000 00 0000 00 0000 a1 | @
Include MAC Mobkility Support Mulli-homed ES [Auto Configure . DF Election | Support Fast Enahle Enahle
Extended 1 Auto Discovery ‘ ES-Import Sy Lt ceteplhetiod Timer(s) | Convergence Adivﬁandby Root-Leaf ESllebel

4 ™® 4 EH © 3 =

| |

Ethernet Segments /i A-D/E-MAC/ES Route Attributes 4 Al /

Figure 484. BGP Configuration for Multi-Home EVPN DF and S-H Tests
3. Set appropriate values for the Target and Import Target under EVI tab

4. For PMSI, make sure to select Ingress Replication and enter proper value of the labels used
for ingress replication.

L2 Gite Ranges | Lakel Block List | hiac Address Ranges I hultticast Receiver Sites I Mulicast Sender Site:  EYIS |E1|’I Opague TLVs | Broadeast Domains | C-MAC Ranges | C-h)

Ta change number of EYI, in ‘Ethernet Segment’ tab, enter number in 'Ma. of EVI' field

ES Include PMS! Tunnel Wulticast T T D Use MPLE Azsigned Mumber
Adtribute uiticast Tunnet Type Upstream/Downstream | UpstreamDownstream Label

1 I~ Ingres= Replication v BE
2 I Ingres= Replication Ird g7

1« —_— . . —
Figure 485.  PMSI Tunnel Configuration

5. Configure the same MAC as defined as static behind CE1 as the C-MAC behind PE3
Broadcast domain.
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

6. Start all control plane protocols and make sure they are all up with learned info. Verify that

DUT PEL1 is the elected as DF for the dual-homed CEL1.

EPM bulticast Routes, 2

Multicast ¥PN route type

@ |-PMSIAD © SPMSIAD € LeafdD € SourceActive 2D € C-Multicast

Meighbar Originator's IP

Mext Hop

RD

Tunnel ldentifier

)

=

IPvd WPH )\.' EWPR ki I}-\E‘ll'li'N Multicast H EWPHM EthernetSegment P\' EWYPM Ethernetalr If'r

Meighbor

E=l

Crigin 1P

RD

DF Election

|| k) =

451 AD €7 S-PRMSIAD €7 Leaf&-D €7 Source Active A0 €7 C-bulticast

(

P4 WPH i EVPN MAC J, EVPNMulticast J|EVPN EthernetSegment | EVPN Ethernetil [

Meighkar

Ezl

Mext Hop

RD

Ethernet Tag EZl Lak

JPM b EWPNMAC J, EVPM Multicast §, EVPN EthernetSeqment  JE¥PN Ethernetab) /

Figure 486.

Learned Info

Above learned info shows that DUT PEL1 (2.2.2.2) is sending Ixia PE3 Ingress Replication labels
66 and 67 (two EVIs configured), and an ESI label of 22. DUT is elected as the DF.
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

7. Build a BUM traffic from Ixia test port (PE3) — using static MAC behind CE2 for example.

Verify the label stack sent by Ixia — 3 labels as shown below.

ixM Flow Group Editor

Properties

218

Packet Editor

BRI L BBRE|
Mame
v B Frame

~ & Ethernet 1T
v B Ethernet Header

== [estination MAC Address

== Source MAC Address
== Fthernet-Type
v B MPLS
w B2 MPLS Label
== | ghel Value
== MPL5 Exp
== Eottom of Stack Bit
== Time To Live
v B MRLS
v B2 MPLS Label
Label value
== MPL5 Exp
== Eottom of Stack Bit
== Time To Live
v &5 MPLS
v B2 MPLS Label
== | ghel Walue
== MPLS Exp
== Eokbom of Skack Bit
== Time To Live
~ B Ethernet 1 without FCS
v B Ethernet Header

== Destination MAC Address

== Source MAC Address
== Fthernet-Type

v B IPvd

w» B IP Header

Field Lookup: ﬁ -

Walue
length: 128

[List] 00:00:06;eb:Fd:a?
[List] 00:00:06:ec:fd:bl
<AUTO= 0x8547

LDP FEC for PE1 label

[List] 16
o
0

Ingress Replication label

P

W = |[ist] es
i

a

L
ESI Label

[List] 22
o

1

B4

[List] 00:00:00:00:00:55
[List] 00:00:00:00:20:0a
<AUTO:= 0=0500

Figure 487. BUM Traffic Creation and Verification

8. Traffic received by DUT PE1 from Ixia PE3 (test port 2) should NOT be forwarded to CE1
(test port 1). This is the Split Horizon rule.

9. Likewise, force DUTL1 to be non DF and Ixia PE3 to be DF (change DUT loopback lower in
value, or change Ixia PE3 address to be higher in value). Verify traffic by Ixia test portl
(CE1) to an unknown MAC will carry three labels stack. This can be done using data capture
on Ixia test port 2 (PES3).

10. Build traffic from Ixia test port 3 (CE2) and send traffic to test port 1 (CE1). Verify when DUT
is in DF role, it fowrads all traffic to CE1 (no loss). When Ixia PE3 is in DF role, no traffic
should be forwarded to CE1 (100% loss).
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

Steps to Configure PBB-EVPN for Multi-Homing Split Horizon and
Designated Forwarding Testing

1. The PBB-EVPN Split Horizon rule is actually made very simple. There is NO ESI labels
involved. The requirement of B-MAC to be identical for the common Etherent Segment
actually make the decision simpler: if the packets carry the same B-MAC address, then it is
coming from the same segment and there is no need to forward in order to avoid loops.
Even though there is no control plane action involved, you must still verify it from data plane
perspective by sending the traffic between Ixia test port 1(CE1) and Ixia test port 2 (PE3)
and observe if any forwarding occurs.

2. There are no changes in the DF election procedure in PBB-EVPN therefore procedures
defined in the EVPN multi-homing case for DF forwarding verification apply here.
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Test Case: EVPN and PBB-EVPN Multi-Home Test Scenario

Test Variables

Consider the following list of variables to add in the test in order to make the overall test plan

better.

While we use Ingress Replication
as the example throughout this
chapter on EVPN/PBB-EVPN testing,
obviously the other types, RSVP-TE
P2MP and mLDP P2MP types
should be tried out — if the DUT
supports them.

If P2MP tunnel is used instead of Ingress
Replication, control plane will work very much the
same as in the case of using Ingress Replciation.
The difference is in the traffic encapsulation using
different labels. In the case of known unicast traffic,
P2MP will use the corresponding P2MP labels
learned from RSVP-TE P2MP or mLDP protocols
instead of LDP or RSVP-TE P2P. The second label
still comes from the MAC advertisement route. For
BUM traffic, the transport traffic also comes from
P2MP protocol just as in the case of unicast. The
multicast label will come from the user configured
Upstream/Downstream assigned label. Everything
else is the same. Refer to Appendix C: “EVPN/PBB-
EVPN Label Stack and Label Resolution
Procedures” for a complete understanding of label
stacks and label resolution procedure for both
Ingress Replication and P2MP tunnel types.

The B-MAC and C-MAC mapped IP
addresses

You can define one or more IP addressed mapped to
B-MAC or C-MAC to test ARP table cache.

The number of Ethernet Segments
and EVIs per segment

Increase both numbers to test DUT scalability in
terms of total number of Ethernet Segments/B-MAC
table size and maximum number of EVIs supported
per segment.

Flap BGP peer, Ethernet Segment,
EVI, MAC to stress test DUT stability

Introduce flaps to different levels to increase stress
to DUT.
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Appendix A: Data MDT for Topology

Appendix A: Data MDT for Topology

Topology 1 can be used to test a PE device’s capability to join a data MDT. The basic test
procedure and configuration are the same as above except for a few differences in the Ixia
emulation.

1. While configuring data MDT parameters in the mVPN protocol wizard, one parameter is
specific to this test — Switchover Interval. The Ixia emulation does not monitor the multicast
traffic flow rate as a real router does in order to decide when to switchover to data MDT.
Instead, the Ixia emulation switchover is controlled by a timer. After the time elapses (from
starting PIM protocol), the Ixia emulated PE router will send a data MDT join TLV to signal
the data MDT.

Q IFIow Detective - Cut-ThrouEh Avg Latency (ne IWorst Performersl

| Customize Traffic Yi... |E| | -1 | & F ! ﬁFavorites ﬂv ISeIacta Profile. .. j | ﬂ (% p | !
e to group b at co

Tx Port Rx Port Traffic Item | IPv4 :Destination Address | Traffic Group ID| Tx Frames| Rx Frames| Frames Delta| Loss %o ‘ Cut-Through Avg Latency (ns) |
CE PE1 CE-=PE 226,0.0,2  MYPN - 1 - 00000 422,509 422,509 [u] 0.000 25,600
CE PE1 CE-=PE 226.0.0.1  MVPN - 1 - 00000 422,510 422,510 o] 0.000 25,600
E PE1 CE->PE 226,0.1.2  MVYPN - 1 - 00001 422,509 422,509 [u] 0.000 25,440
CE PE1 CE-=PE 220,0.1.1  MVPN - 1 - 00001 422,510 422,510 o] 0.000 25,440
CE PE1 CE->PE 226.0.2,2  MYPN - 1 - 00002 422,509 422,509 [u] 0.000 25,240
CE PE1 CE-=PE 226.0.2.1  MYPHN - 1 - D000Z 422,510 422,510 o 0.000 25,220
CE PE1 CE->PE 226.0.3.2  MYPN - 1 - 00003 422,509 422,509 [u] 0.000 25,080
CE PE1 CE->PE 226.0.3.1  MVPN - 1 - 00003 422,510 422,510 o] 0.000 25,080
CE PE1 CE-=PE 226.0.4.2  MVPN - 1 - 00004 422,509 422,509 u] 0.000 24,920
CE PE1 CE->PE ZE26.0.4.1  MYPN - 1 - 00004 422,510 422,510 o] 0.000 24,900

Figure 488. mVPN protocol wizard screen #4 - data MDT

2. After running the mVPN protocol wizard, a data MDT range is created on the Ixia PE port.
There is one row per mVPN per PE that specifies the C-multicast group and source address
pair and the data MDT group associated with the pair. After the switchover time, a data MDT
join TLV will be sent for each mVPN that an emulated PE supported.

Diagrarn IPoﬂs IRouhers IPIM-SM Irtetfaces IJoin.Pmnes ISources Data MDT |Candida1ie RP: I

To change number of Data MOT, select 'PIM-5M Interface’ tab, and enter number in 'Mo. of DataMDT' field

Interface| Enable | Rangs Type Data MOT Group |Data MOT Group | CE Group CE Group CE Source CE Source Activation |Enable Pack |Discard Learned
Address Address Count | Address | Address Count|  Address | Address Count|  Intervsl TLY States
1 32.2.1 - [V  Fully Meshed 232112 1 226001 2 200001 2 B0 ~ v
2 3227 - W  Fully Meshed 2321122 1 226011 2 20004 .1 2 B0 v v
3 3221 - [V  Fully Meshed 2321123 1 226021 2 200021 2 B0 ~ v
4 3221 - v  Fully Meshed 2321124 1 226031 2 200031 2 B0 ~ v
5 3221 - [V  Fully Meshed 2321125 1 226041 2 2000.4.1 2 B0 ~ v
5 3221 - v  Fully Meshed 2321126 1 226051 2 200051 2 B0 ~ v
7 3221 - [V  Fully Meshed 2321127 1 226061 2 200061 2 60 ~ v
g 3221 - ¥  Fully Meshed 2321128 1 226071 2 20007 1 2 B0 i v
] 3221 - [V  Fully Meshed 2321129 1 226081 2 200051 2 B0 ~ v
1m |52.21 - ¥  Fully Meshed 2321130 1 226091 2 200091 2 B0 i v
11 [32.21- [V Fully Meshed 2321131 11 2260101 20 20001041 2 B0 i v
12 |32.21 - ¥  Fully Meshed 2321132 11 2260111 20 2000114 2 B0 i v
13 3221 - [V Fully Meshed 2321133 11 2260121 20 2000124 2 B0 i i

Figure 489. PIM-SM configuration - data MDT range

3. You can view the joined data MDT state from PIM Learned MDT Info. You must disable
Discard Learned States under the Data MDT tab before starting the PIM protocol to be
able to view Learned MDT Info.
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Fouters

Flm-Sh Interfaces

| JoinsiPrunes | Sources Data MDT | Candidate RPs

To change number of Data MOT, zelect 'PlM-Sh Interface’ tab, and enter number in ‘Mo, of DatakdDT' field

Dizcard Learned Data MODT Grougp
Interface Enahle Fange Type Enable Pack TLV States Address
1 3221-322 W Fully Meshed " I~ 23211.2M
2 3221-322 W Fully Meshed ¥ + 23211202
3 3221-322 W Fully Meshed [+ [+ 23211203
Figure 490.  PIM-SM Data MDT tab - Discard Learned States
=43 PIM-SM/S5M-vdvE
eI B CE1 Running
== |§ FE1 Running
= .&. Fouter - 1D 3.2.21
=B PIM-SM Interfaces
E| e 3221
5 <= Joins/Prunes
4= Sources
---é Data MDT
E Learned MDT Info
------ £l Leamed CRP-BSE Info
Figure 491.  PIM-SM protocol tree - learned MDT info

=Learmed Data DT TLY

MDT Groug MDT Source CE Group CE Source Expites After
Address Address Address Address
1 2321 2165 3222 226001 2000041 131
2 2321 2165 3222 226002 2000041 131
3 2321 2165 3222 226001 2000042 131
4 2321 2165 3222 226002 2000042 131
5 2320 2225 32224 226001 2000047 132
G 2320 2225 32224 226002 2000047 132
7 2320 2225 32224 226001 2000045 132
g 2320 2225 32224 226002 2000045 132
9 232124 32213 226001 2000025 132
10 232124 32213 226002 2000025 132
Figure 492. PIM-SM Learned Data MDT TLV

4. After control plane sessions are up, generate data MDT traffic from the PE to the CE.
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5. Launch the Advance Traffic wizard. Under Traffic Mesh, select One-One for Source/Dest
and Fully Meshed for Routes/Hosts. At the Source endpoints window, click on the + button
under All Ports and select PIMSM DataMDT Ranges. All DataMDT ranges under PE ports
will be selected. At the Destination endpoints window, click the + button on the CE port and
select PIM. Set other parameters as desired, such as frame size, line rate, and so on.

Endpoints |XK-
—— Tralfic Item —— Source / Destination Endpoints

Traffic Mame  PE->CE Data MDT Traffic Group ID Filkers \Mone selected E
Type of Traffic | TPv4 E |Source | all E| T Q | | Diestination | Al E| F Q ;4';
—— Traffic Mesh EH¥] Al Ports &l Ports

SourceDest, | One - One = [ Interfaces PIMSM Multicast Ranges

[] BGP wPN Route Ranges
[] LoP FECs

[[] PIMSM Reqister Ranges
PIMSM DataMdt Ranges

Routes/Hosts  Fully Meshed

i<

[ Bi-Directional

[ allow Self-Destined

n———0
A —e— M

PEZ
[H#] PEZ

] tnterfaces
[C] BGP ¥PN Route Ranges

----- [] LoP FECs

] PEL
] PEZ
] PE3

3 9 |g| — Endpoint Sets

| Encapsulation

| Source Endpaints | Destination Endpaints | Traffic Groups |

Figure 493.

=] Mame: EndpointSet-1
ik Al ga e 500 Endpoints

Traffic wizard endpoint selection - data MDT

20 Endpoints

6. You can view the generated packet using the Packet Editor. The outer IP destination

address is the data MDT group address.

Mame

¥ =B Frame

_ﬂﬁ Ethernet II {Header)
_ij-ﬁ IPvd{Internet Protocol, ¥ersion 4}
2B 1P Header

- Vet Sion

--===m Header Length

=+ B3 Priority

--===a Total Length {ockets)
-e= [dentification

+BE3 Flags

o= Fragment offset
--e=a TTL (Time to live)
== Protocol

== Header checksum

e Spurce Address

<Auto= S
Raw priority
<huto= 72
0

i

&4

<Aukn = GRE

“auko > Caloulaked
<System Mesh= 3.2.2.1

--= Destination Address

<System Mesh 232.1,1,21 |

/B 1P options
_ﬂﬁ GRE {Generic Routing Encapsulation)

+/E3 1PvdiInternet Protocol. Yersion 4)

Data MDT Group Address

| |

Figure 494.
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Appendix B: mVPN Wizard

The mVPN wizard append function can be used to append additional configuration to the
existing test without interrupting the current test. It can be used to append additional PEs,
additional mVPNs, additional C-multicast source, and C-multicast groups. It can also be used to
append topology 2 to topology 1 so that bi-directional traffic can be built.

Imvpn-testE

" Save Wizard Config, But Do Mot Generate on Ports

& Generate and Append to E xisting Configuration

" Generate and Ovenarite E sisting Configuration

" Generate and Ovenarite 21l Protocol Configurations
[AARMIMG : This will clear the interface configurations alza)

Figure 495. mVPN wizard append option
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Appendix C: EVPN/PBB-EVPN Label Stack and Label Resolution

Procedures

EVPN/PBB-EVPN
Label Stack and
Resolution
Procedures

EVPN Label Stack

Ingress Replication

- Tunnel label (Inner Label)

- E-VPN ingress replication label
obtained from PMSI tunnel
attribute advertised by remote
PE.

- ESI Label (Outer Label)

P2MP (mLDP or RSVP)

- P2MP LSP label for which ingress PE
is root (Inner Label)

PMSI upstream label (assigned) if
enabled in GUI

- ESI Label (Outer Label)

EVPN Label
Resolution
Procedures

Tunnel Label:

- get the NextHops from the
Multicast learned info for this
source PE and obtain the LSP
tunnel labels for each of the NH
from LDP or RSVP-TE P2P
which ever is configured

PMSI Label:

- traffic engine should get all the
NextHops learned on this PE
(source endpoint) from EVPN
multicast learned info.

- traffic engine should select only
those NH which are having
same EVI as that of source
endpoint.

-traffic engine should get the P-
tunnel label from EVPN
multicast learned info for this
EVI for each of the NH and send
same copy of packet
(replication) to each NH with the
corresponding PMSI tunnel label

P2MP Tunnel Label:

- get the tunnel identifier from
EVI/PMSI tab for mLDP or RSVP-TE
P2MP and query to mLDP/RSVP-TE
state machine exactly in the same way
as in NG MVPN.

PMSI Label:

- get this label from the EVI/PMSI tab
configuration (this is the configured
upstream label).

ESI Label:

- if source PE is operating in
active/standby mode (i.e. this bit is 1)
then ESI label value is to be set to
implicit null (3).

- if operating in all-active mode (i.e. bit
value is 0)

- if source PE is non-DF then ESI
label assigned in the ethernet segment
for this PE is used to encode the
packet. Note this is the configured
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EVPN/PBB-EVPN

Label Stack and
Resolution
Procedures

Ingress Replication

learned from remote peer.
ESI Label:

- if source PE is operating in
active/standby mode (i.e. this bit
is 1) then ESI label value is to
be set to implicit null (3).

- if source PE is operating in all-
active mode

- if source PE is non-DF then
packet must be encapsulated
with ESI label advertised by
remote PE in AD per ESI route.

- if source PE is DF then ESI
label encoding is not required.

P2MP (mLDP or RSVP)

label.

- if source PE is DF then ESI label
encoding is not required. This ESI label
is to be obtained from EVPN Ethernet
AD leanred info for corresponding NH
and RD set to 0 and tag set to zero.

PBB-EVPN Label
Stack

- Tunnel LSP label (Inner Label)

- E-VPN ingress replication label
obtained from PMSI tunnel
attribute advertised by remote
PE (Outer Label)

- P2MP label for LSP for which ingress
PE is root (Inner Label)

- PMSI upstream label (assigned) if
enabled in gui (Outer Label)

PBB-EVPN Label
Resolution
Procedures

Tunnel Label:

- get the NextHops from the
Multicast learned info for this
source PE and obtain the tunnel
labels for each of the NextHops
from LDP or RSVP-TE P2P
whichever is configured

PMSI Label:

- same as in EVPN mode

P2MP Tunnel Label:

- get the tunnel identifier from
EVI/PMSI tab for mLDP or RSVP-TE
and query to LDP/RSVP exactly in the
same way as in ngMVPN.

PMSI Label:

- get this label from the EVI/PMSI tab
configuration (this is the configured
upstream label).
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